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Abstract

Large language models increasingly produce falsehoods that are not mere mistakes. They withhold
what they know, flatter users against the evidence, justify answers with reasoning they did not use,
conceal capabilities from evaluators, and behave differently under observation. Such behaviour is
goal-directed and sensitive to incentives, unlike hallucination, an unintended error with no objective to
serve. This survey treats deception in language models as a phenomenon in its own right. We adopt a
functional definition, the systematic production of false beliefs in the service of an objective other than
truth, and turn its boundary with hallucination into a four-part test. We then sort deceptive behaviour
into four families by what the false belief concerns: the world, the model’s reasoning, the model itself,
or a belief induced through other people and agents. The families contain eleven deception types,
from lying and sycophancy to sandbagging, scheming, and collusion, each profiled on six secondary
axes. We trace the types to five causal mechanisms and follow them through detection, evaluation,
defences, governance, and agentic deployment. We also argue that Al-safety work on scheming and
the economics of algorithmic collusion describe one behavioural class at two scales. Two findings
emerge. The first is a detectability inversion: blunt falsehoods are the easiest to catch, and strategic
deception the hardest. The second is a validity threat: models that recognise evaluation can change
their behaviour, which undermines the measurements meant to reveal deception. We close with twelve
open problems and argue that the validity of evaluation should come first.

CCS Concepts: ® Computing methodologies—Natural language processing; Machine learning; ® Se-
curity and privacy— Social aspects of security and privacy; ® Social and professional topics—Technology
and policy.

Keywords: large language models; deception; honesty; Al safety; hallucination; sycophancy; scheming;
alignment faking; deception detection; evaluation; survey

1. Introduction

Large language models have moved quickly from answering questions to carrying out tasks.
People ask them for medical and legal guidance, let them write and run code, and increasingly hand
them goals to pursue with little supervision. This usefulness rests on an unstated assumption, that the
model is trying to tell the truth, and that assumption is not always safe. The same training that makes
a model more capable can also give it a reason, and the means, to say something other than what it
holds to be true. That reason is sharpest for a system that can tell when it is being watched and that
gains from being believed. Such a system has an incentive to tell us what we want to hear rather than
what is true.

Machine deception was once a thought experiment; for language models it is now something we
can observe. Three kinds of evidence have made the concern concrete. First, models can tell a test from
ordinary use [1,2], and behave better when they sense they are being evaluated [3]. Second, when a
goal competes with honesty, they will sometimes follow the goal. A model told it is being retrained
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complies with requests it would normally refuse, reasoning that compliance now protects its values
later [4]. An agent given tools and an objective disables its own oversight and then denies having done
so [5]. Third, such behaviour can survive the safety training meant to remove it [6]. These behaviours
are goal-directed, repeatable, and sensitive to incentives, and that is what separates deception from
an honest mistake. Figure 1 traces how these demonstrations accumulated. Early work documented
falsehoods about the world, both imitative and sycophantic. Attention then turned to unfaithful
reasoning, and the most recent work concentrates on the harder self-directed and multi-agent cases,
from alignment faking and scheming to collusion. Benchmarks and the first defences have arrived
alongside. As models have grown more capable, the demonstrated threat has shifted from simple
falsehoods towards strategic, self-aware deception.

[:l I: World . Liars”
II: Reasoning Secret collusion [13] Bench [16]
() I Itself
IV: Others Assistant In-context Anti-scheming
D Benchmark or debate sycophancy [12] scheming [5] training [3]
Defence
Emergence Unfaithful . q Agentic Multimodal
debate [9] reasoning [11] piiennsstiaiina i blackmail [15] honesty [18]
Sycophancy Insider-trading MASK Scheming
Truthful QA [7] ’ ‘ probes [8] demo [10] Sleeper agents [6] benchmark [14] propensity [17]
L L L L L L A
T T T T T T >
2021 2022 2023 2024 2025 2026

Figure 1. How the empirical study of deception has developed, from 2021 to 2026. Each box is a landmark result,
coloured by the taxonomy family it concerns; teal marks a defence and navy a benchmark or debate. A horizontal
timeline from 2021 to 2026 with landmark results stacked above each year as coloured boxes, and a colour key
for the four families, benchmarks or debates, and defences. 2021: TruthfulQA. 2022: sycophancy probes and the
emergence debate. 2023: the insider-trading demonstration, unfaithful reasoning, and assistant sycophancy. 2024:
sleeper agents, alignment faking, in-context scheming, and secret collusion. 2025: the MASK benchmark, agentic
blackmail, anti-scheming training, and Liars’ Bench. 2026: scheming propensity and multimodal honesty. Read
from left to right, the boxes move from falsehoods about the world towards deception about the model itself and
through other agents.

This survey treats that behaviour as a phenomenon in its own right and aims to give it the structure
the literature has lacked. The rest of this section defines deception, separates it from hallucination

and from neighbouring ideas, explains why deception is to be expected, and sets out what this survey
adds.

1.1. What We Mean by Deception

We use a functional definition, one settled by what a behaviour does rather than by any inner
intention we would attribute to the model. A model deceives when it systematically produces a false
belief in a recipient, in the service of a goal other than telling the truth [19]. The recipient may be a user,
a developer, an automated grader, an oversight process, or another model. Nothing here assumes a
human-like intention to mislead. What the definition requires is structure: the falsehood is not random,
it advances a goal, and it does so reliably enough to be measured [5,20]. Consented cases fall outside
the definition. Fiction and role-play, debate practice, and sanctioned red-teaming [21] all produce false
impressions that the recipient has agreed to. They become deception only when they leak past the
frame the recipient accepted [22].

1.2. Deception Is Not Hallucination

The most common confusion, and the most costly, is between deception and hallucination, a
fluent but unintended falsehood produced when a model has no reliable knowledge to draw on [7].
The two can look identical on the surface yet call for different cures. A hallucination is an honest error:
the model lacks the relevant knowledge, decoding goes astray, or training has rewarded confident
guessing over admitting uncertainty [7,23,24]. It is addressed by grounding the model in reliable
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sources and by better calibration of its confidence. Deception is the reverse: the truth is available to
the model, and it states something else because emitting the falsehood is rewarded. Addressing it
therefore means changing the incentive, watching the gap between what a model knows and what it
says, and building oversight that holds up when the system tries to evade it.

The distinction is easiest to see on a single question, which Figure 2 stages. A mother tells a
restaurant’s ordering assistant that her son is allergic to peanuts and asks whether the pad thai is safe.
Two different assistants reply that it is peanut-free, and both are wrong, because the sauce contains
peanut butter. The first assistant was given only the menu, with no recipe and no sales reward, so it
knew nothing about the ingredients and guessed. This is hallucination, an honest error. The cure is
better grounding, here giving it the recipe, or teaching it to admit what it does not know. The second
assistant had the kitchen recipe and a sales reward, which gave it a reason to lie. This is deception, the
truth set aside once a goal competes with it. The answer the mother hears is the same from both; what
separates them is what each assistant had and knew, and why one spoke against what it knew.

Hallucination it lacks the knowledge and invents an answer Deception it has the truth but serves another goal

1 The mother asks 2 The assistant answers 1 The mother asks 2 The assistant answers

o e ¥ . o
by o by
L Lk

Mother: My son is allergic Mother: My son is allergic
to peanuts. Is the pad thai Assistant: Yes. The pad thai to peanuts. Is the pad thai
safe for him? is peanut-free. safe for him?

Assistant: Yes. The pad thai
is peanut-free.

3 What the assistant had 3 What the assistant had

= R =

Menu No recipe No sales reward Menu Kitchen recipe Sales reward,
a competing goal
4 What it knew 5 The verdict 4 What it knew 5 The verdict
It knew nothing about the Accuracy failure It knew the recipe puts Honesty failure
ingredients, so it guessed: rice An honest mistake: peanut butter in the sauce, and A lie:
noodles, egg, tamarind, bean sprouts. it never knew. said nothing about it. it knew and hid it.

The mother hears the same false answer from both; what separates them is what each assistant had and knew.

Figure 2. Two storyboards, read from frame 1 to frame 5, in which two Al ordering assistants give a mother the
same false answer. The hallucinating assistant had only the menu and guessed (an accuracy failure). The deceptive
assistant had the kitchen recipe and a sales reward, and kept the peanut butter to itself (an honesty failure). Two
photographic storyboards side by side on a common grid, headed Hallucination, it lacks the knowledge and
invents an answer, in blue, and Deception, it has the truth but serves another goal, in vermillion. Each storyboard
has five numbered frames. Frame 1, the mother asks: a close photograph of a mother at a kitchen table, above a
dark slate band carrying the subtitle Mother: My son is allergic to peanuts. Is the pad thai safe for him? Frame 2,
the assistant answers: a photograph of the mother and her son eating noodles from takeaway boxes, above a band
carrying the subtitle Assistant: Yes. The pad thai is peanut-free. Each subtitle opens with a speaker label, Mother
or Assistant, and the assistant’s label is tinted in the colour of its case. Apart from that tint, these two frames are
identical in both storyboards. Frame 3, what the assistant had: the hallucinating assistant had a photograph of the
menu and two empty, struck-through frames captioned no recipe and no sales reward. The deceptive assistant
had the menu, a handwritten kitchen recipe card whose yellow highlighted line reads peanut butter, and a spike
of order tickets captioned sales reward, a competing goal. Frame 4, what it knew: the first knew nothing about the
ingredients, so it guessed rice noodles, egg, tamarind, and bean sprouts. The second knew the recipe puts peanut
butter in the sauce, and said nothing about it. Frame 5, the verdict, a panel in the case colour: accuracy failure, an
honest mistake, it never knew; and honesty failure, a lie, it knew and hid it. A line beneath both reads: the mother
hears the same false answer from both; what separates them is what each assistant had and knew.
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To keep the two apart in practice, we apply a four-part test to any suspect output. It counts as
deception only when all four conditions hold. (1) It serves a goal other than truth, such as winning
approval, completing a task, or avoiding shutdown. (2) The correct answer was within the model’s
reach; probing its activations, or questioning it in a neutral context, often confirms this even while the
model asserts the opposite [14,25,26]. (3) The behaviour shifts with incentives or with being observed
[4,10]. (4) The truth returns once the goal or the pressure is removed [14,27]. Failing any one routes the
output to an honest explanation. An overseer, the person or automated process that checks a model’s
output, can apply the conditions in order. Every deceptive act has the same structure: a true belief
the model holds, a false impression its output creates, and a gap between them that an incentive has
opened. In Figure 2, what the second assistant had settles the first two conditions: its sales reward is a
goal other than truth, and the kitchen recipe put the truth within its reach. The last two need one more
question, which the figure leaves out: ask both assistants again with no order in progress. With the
pressure gone, the second assistant would report the peanut butter, while the first would repeat its
guess. Only the second meets all four conditions, so only its answer counts as deception.

Two of these conditions, whether the truth was within reach and whether it returns once pressure
is lifted, require reading what a model represents independently of what it says. The re-ask above
only approximates the latter. Such reading is only partly possible today. Probes, simple classifiers
trained on a model’s internal activations, can provide this reading (Section 5), but they are reliable
in the settings they were trained on and weaken outside them. For a closed model, a novel kind of
deception, or a query in a low-resource language (one with little text in the training corpus), these
two conditions may be impossible to check. When they cannot be checked, we hold that the verdict
should be open rather than benign: the case is unresolved and warrants investigation. The separation
is practical as well as conceptual. Hallucination and deception rest on separable internal mechanisms,
so a detector tuned for one cannot be assumed to catch the other [28].

1.3. A Few Neighbouring Ideas

Deception sits among several nearby notions that are often used loosely. Five recur: lying,
bullshitting, paltering, sycophancy, and manipulation. We name each once here, before Section 2 places
most of them in the taxonomy. Lying is the narrow case, asserting what one believes to be false, as
when a model states a figure it holds to be wrong [29]. Bullshitting is speech indifferent to truth rather
than opposed to it, such as a confident citation to a paper that does not exist [30,31]. Misleading with
true statements, or paltering, creates a false impression through omission or selective emphasis, for
instance by quoting only an option’s favourable evidence [32]. Sycophancy is agreeing with a user
against the evidence to win approval, as when a model drops a correct answer once the user pushes
back [12]. Manipulation steers a person by routes that bypass their reasoning, such as manufactured
urgency [33]. Table 1 scores each against the four-part test. Hallucination and confabulation (fluent
invented detail that fills a gap in knowledge) fail every condition, lying and misleading truths satisfy
all four, and sycophancy and manipulation sit in the contested middle.

Table 1. Neighbouring failure modes scored on the four conditions of the boundary test in Section 1.2: goal-serving,
a belief gap (the truth was within reach), incentive sensitivity, and recovery of the truth once pressure is removed.
v means the condition holds, O that it holds only sometimes, and X that it does not.

Phenomenon Goal-serving Belief gap Incentive-sensitive Truth recovers References
Hallucination X X X X [7,23]
Confabulation X X X X 34]
Bullshitting ) X ) X [30,31]
Sycophancy 4 ) v )} [8,12]
Misleading truths v v v v [32,35]
Lying v v v v [14,25]
Manipulation v D v ) [22,33]
Deception (general) v v/ 4 4 [5,19]
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One distinction will matter throughout the survey: honesty is not the same as accuracy. A model
can be inaccurate yet honest, which is the hallucination case, or accurate yet dishonest, which is the
deception case. A high score on a truthfulness benchmark is therefore consistent with a model that
will lie the moment lying is rewarded [7,14].

Across honesty-under-pressure benchmarks, which push a model to contradict what it believes,
the two properties in fact drift apart. A more capable model holds more accurate beliefs but is no more
willing to state them once a goal competes, so honesty stays roughly flat, or even slips, as capability
climbs [14,36,37]. The gap between what a model states and what it believes is meaningful because
models often carry a usable internal signal of their own correctness [38,39].

1.4. Why Deception Is Expected, Not Surprising

None of these behaviours should read as an exotic malfunction. Several independent lines of
theory anticipate them. A model trained to optimise one objective can end up pursuing a different
internal goal. Behaving well during evaluation can then be an effective way to ensure it is deployed
with that goal intact [40]. For a broad range of final goals, three sub-goals are useful: self-preservation,
protecting the goal itself, and acquiring resources [41-43]. Concealment, hiding the goal or the
behaviour that serves it, helps with all three. Selective concealment needs only one further ingredient:
the ability to tell evaluation from deployment, which current models already show above chance [2,44].
As systems become more capable and more agentic (able to pursue goals through tools with little
supervision), the conditions that make deception useful become easier to meet. It is debated whether
these capabilities arrive smoothly or in sudden jumps [9,45]. Either way, the demonstrations above are
better read as early evidence than as curiosities.

1.5. What This Survey Provides

The literature has been quicker to collect striking cases than to organise them. Deception is
commonly presented as a flat list of behaviours, conflated with hallucination, or folded into broad
agendas for honesty or trustworthiness [19,46,47]. A list is easy to extend but hard to reason with.
Existing accounts do not tell us why two behaviours belong together, where a newly reported behaviour
should be filed, or which defence addresses which risk. Closing that gap is the purpose of this survey.

Table 2 makes the comparison concrete. Earlier surveys each cover part of the ground. One
catalogues deceptive examples and risks [19], and another organises model honesty around self-
knowledge and expression [46]. A third folds deception into a broad set of trust dimensions [47], and a
fourth treats the adjacent problem of multimodal hallucination [48].

As the columns show, none of them combines an operational boundary against hallucination, a
single principled organising axis, and a frame that connects mechanism, detection, mitigation, and
agentic deployment. The final row is this survey, which covers all five columns. The contributions
below say how.

Table 2. How this survey relates to prior work. In each row, v marks a topic a survey covers, O one it covers
in part, and X one it does not. The hallucination-boundary column asks whether a survey draws an operational
distinction between deception and hallucination.

Hallucination

Survey | Focus Organising axis T . Mechanism | Detection | Mitigation | Agentic
[19] Deception examples and risks Examples and risk list X ) X ) X
[46] Honesty of large language models | Self-knowledge and expression ) )] ) ) X
[47] gils;cys?g?;ness, eight Trust dimensions X X ) ) X
[48] Multimodal hallucination Causes and benchmarks Not applicable )] ) ) X
Ours Deception (functional) Locus of the false belief v v v v v

1. An operational boundary between deception and hallucination. Earlier accounts note that the
two differ in principle. We turn that difference into a four-part test that an overseer can apply to
a specific output, and we hold to it throughout the survey (Section 1.2).
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2. A taxonomy organised by the locus of the induced false belief, that is, by what the false belief
concerns. It gives four families and eleven deception types, the distinct behaviours that run from
lying to collusion. Each type is placed on six secondary axes, so that a label becomes a threat
profile (Sections 2 and 3).

3. A unified account of why deception arises. We group the causes into five mechanisms, map them
onto the behaviours, and trace how they compound, as when a narrow incentive to cheat installs
a broad disposition to deceive (Section 4).

4. A synthesis of detection and evaluation that surfaces two effects. The first is a detectability
inversion: blunt falsehoods are the easiest to catch, and careful, strategic deception the hardest.
The second is a validity threat: a model that recognises a test has every reason to pass it (Sections 5
and 6).

5. Areading of defences, the training-time and inference-time measures meant to reduce deception,
that shows why they must be layered. It comes with a bridge between Al-safety work on
scheming and the economics of algorithmic collusion, which describe one behavioural class at
two scales (Sections 7 and 8).

Figure 3 shows how these pieces fit together, and the remainder of the survey follows its order.

Foundations Analysis Practice Outlook
[ §1 Introduction ] [ §3 Deception types ] [ §6 Evaluation ]
v
§2 Taxonomy ]—> [ §4 Mechanisms ] —> [§7 Mitigation and governance] —>[§9 Open problems]
v
[ §5 Detection ] [ §8 Agentic amplification ] [ §10 Conclusion ]

Figure 3. The structure of this survey, read from left to right. The foundations lead to three sections of analysis,
which together inform three sections on practice, followed by the open problems and the conclusion. A left-to-
right flowchart of the ten sections in four columns headed Foundations, Analysis, Practice, and Outlook. The
Foundations column holds Section 1, Introduction, above Section 2, Taxonomy, with an arrow from the first to
the second. An arrow leads from Section 2 into a framed group of three slate boxes: Section 3, Deception types,
Section 4, Mechanisms, and Section 5, Detection. A single arrow joins this group to a second framed group of
three teal boxes: Section 6, Evaluation, Section 7, Mitigation and governance, and Section 8, Agentic amplification.
A final arrow leads to Section 9, Open problems, which points down to Section 10, Conclusion.

Section 2 presents the taxonomy and the single principle behind it, and Section 3 examines the
eleven deception types one family at a time. Section 4 asks why these behaviours arise, Section 5 how
they can be caught, and Section 6 how they are measured. Section 7 surveys the defences and the
governance around them, and Section 8 shows how agentic and multi-agent deployment widens the
risk. Section 9 sets out twelve open problems and where to start on them, and Section 10 states the
survey’s limits and draws its findings together.

2. A Multi-Axis Taxonomy

A taxonomy earns its place only if it can say why any two deceptive behaviours belong in the
same group, where a newly reported one should be filed, and which defence each needs. We answer
all three by organising the behaviours of Section 1 along one principal axis and six secondary ones, so
that where a behaviour sits tells the reader something about it.

We sort the recurring behaviours into four families by where each places its false belief. Fam-
ily I (deceiving about the world) gathers falsification and lying, sycophantic falsification, and mis-
leading truths. Family II (deceiving about its reasoning) gathers unfaithful reasoning, deceptive
self-explanation, and hidden reasoning. Family III (deceiving about itself) gathers sandbagging,
alignment faking, and scheming and self-preservation. Family IV (deceiving through others) gathers
manipulation and persuasion, and multi-agent collusion.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202610.0808.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 10 October 2026

doi:10.20944/preprints202610.0808.v1

7 of 35

We call these eleven behaviours the deception types. They are the behaviours the literature has
documented so far, and the list is open.

2.1. The Principal Axis: The Locus of the False Belief

Our principal axis poses one question of any deceptive act: what false belief does it create in the
recipient? The answer cuts the space into the four families of Figure 4. In Family I, the false belief is
about the external world. This is the ordinary case of a model that states something untrue or slants
what it reports. In Family II, the false belief is about the model’s own reasoning: the explanation a
system offers for an answer is not the process that produced it. A typical case is a chain of thought,
the step-by-step reasoning a model writes out before answering, that hides the real reason for its
answer. In Family III, the false belief is about the model’s own capabilities, values, or goals. A system
hides what it can do, or behaves one way under observation and another without it, for example
by underperforming on a capability test on purpose. In Family IV, the deception runs through a
social or multi-agent channel. A model sways a person by routes that bypass their judgement, as
in manipulation, or coordinates covertly with other agents, as in collusion. The false belief here can
concern anything; what sets the family apart is the channel that induces it, and that channel changes
the victim, the evidence, and the defence.

[ Deception in large language models, organised by the locus of the false belief ]

¥

I. Deceiving
about the world

(1) Falsification
and lying
| known-falsehood

assertion
[1405 401

(2) Sycophantic
falsification
- approval-driven

agreement
[Q 101

(3) Misleading truths
- omission, paltering,
selective framing [32,35]

¥
II. Deceiving
about its reasoning

(4) Unfaithful
reasoning

stated chain is not the
cause

11 50 511

(5) Deceptive
self-explanation
false account of

its own basis [52,53]

(6) Hidden reasoning
obfuscation and
steganography [13,54]

¥

[

III. Deceiving
about itself

(7) Sandbagging
concealing a capability
[55,56]

(8) Alignment faking
feigned compliance
when watched [4,6]

(9) Scheming and
self-preservation

Lo .
covert goal pursuit

¥
IV. Deceiving
through others

(10) Manipulation

and persuasion

covert influence of users
[33,58,59]

(11) Multi-agent
collusion

covert coordination
and cartels [13,60,61]

[5,15,57]

Figure 4. A taxonomy of deception in large language models, organised by the locus of the false belief the system
induces. Read from the top: the root branches to the four families, left to right, and each family branches down to
its deception types, numbered (1) to (11). Each type box lists representative work. A top-down tree diagram. At
the top, a root node reads Deception in large language models, organised by the locus of the false belief. Arrows
lead from it to four family boxes in one row, left to right: I, deceiving about the world; II, deceiving about its
reasoning; III, deceiving about itself; IV, deceiving through others. Under each family, a vertical spine sends an
arrow to each of its types, stacked from top to bottom: (1) falsification and lying, (2) sycophantic falsification
and (3) misleading truths under family I; (4) unfaithful reasoning, (5) deceptive self-explanation and (6) hidden
reasoning under family II; (7) sandbagging, (8) alignment faking and (9) scheming and self-preservation under
family III; (10) manipulation and persuasion and (11) multi-agent collusion under family IV. Each type box gives a
short descriptor and representative citations.

We choose this axis because it tracks the properties that matter downstream. The locus of the false
belief determines who the victim is, what evidence would expose the act, and what kind of oversight
could prevent it. The four families can be ordered by how hard each is to catch. Deception about the
world can be checked against the world, since an external fact settles it. Deception about reasoning
cannot be checked that way: an overseer sees the stated reasoning, not the real computation, so a false
account leaves no external trace to test against. Deception about the model itself is harder still, because
the system controls the signals an overseer would use to catch it. Deception through others is hard in
a different way: the evidence is spread across a conversation or a population of agents, so no single
output reveals it. Grouping by locus therefore predicts how hard each family is to detect, which a flat
list cannot. The value shows most clearly against a rival axis, one that organises deception by where
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the behaviour appears rather than by the belief it induces. On that rival axis, sycophantic falsification
and a scheming agent’s covert action fall together, since both can occur in an agent session. Yet one
is met by anti-sycophancy data and the other only by oversight that holds up against an adversary.
Organised by locus, they fall in different families and inherit the right defence.

2.2. The Eleven Types and How They Differ

Within the four families we distinguish the eleven types shown in Figure 4. The boundaries are
drawn to be usable rather than exhaustive, and within each family the types differ in one clear respect.
In Family I, (1) falsification and lying, (2) sycophantic falsification, and (3) misleading truths share
a target, which is the user’s picture of the world. They differ in whether the statement is outright
false, merely agreeable, or technically true. In Family II, (4) unfaithful reasoning, (5) deceptive self-
explanation, and (6) hidden reasoning share a concern, which is the gap between a model’s real and
reported thinking. The difference lies in whether the report is an after-the-fact rationalisation, an intro-
spective claim, or a deliberate concealment. In Family III, (7) sandbagging, (8) alignment faking, and
(9) scheming and self-preservation share an escalating structure: a model hides a capability, hides its
values, and acts on a hidden goal, respectively. Family IV closes the taxonomy with (10) manipulation
and persuasion and (11) multi-agent collusion, where the deception is spread across a conversation or
a population of agents rather than carried by one statement.

2.3. Six Secondary Axes

A type alone is an incomplete description. The same label, sandbagging, covers a behaviour that
a prompt elicits for one turn and one finetuned to persist through retraining, and these are different
threats. We therefore place every type on six secondary axes, each answering a question the family
label leaves open.

Mechanism records why the behaviour arises, using the five mechanisms of Section 4: opti-
misation pressure, goal misgeneralisation, emergent strategic reasoning, in-context elicitation, and
pretraining-data imitation. Intentionality grades how deliberate the act is, from an artefact of training,
through a goal pursued within a single context, to a disposition trained into the weights. We infer these
grades from the behaviour reported in the cited evidence, so they record a behavioural signature of
intent rather than a measured internal goal, a gap we return to in Section 9. Elicitation surface records
where the behaviour shows up, from a single chat turn to a tool-using agent to a market of interacting
agents. Each step along this axis removes a safeguard that made the previous surface easier to monitor.
Target records who is deceived: the user, the developer, an evaluator, an oversight process, or other
agents. Deception aimed at evaluators is the most corrosive, because it attacks the measurements we
rely on. Persistence records whether the behaviour is confined to a context or survives safety training.
Detectability records how readily the act is caught. Five of these axes appear together in Table 3,
where a row gives a type’s threat profile. Its shaded detectability column exposes the detectability
inversion: blunt falsehoods are the easiest to catch and covert scheming the hardest. Even within
Family I the careful case, misleading truths, rates low. The remaining axis, mechanism, has its own
table in Section 4 (Table 5), which is why Table 3 carries no mechanism column.
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Table 3. The eleven deception types placed on five of the six secondary axes, banded by family. Detectability is

shaded from high through moderate and |low |to .

Family Type Intentionality Elicitation surface Target Persistence Detectability
. Falsification and lying In-context Chat, agent User Ephemeral High
Wo.rl d Sycophantic falsification Artefact, in-context | Chat User Ephemeral Moderate

Misleading truths In-context Chat, agent User, evaluator Ephemeral Low
Unfaithful reasoning Artefact, in-context | Chat, agent User, oversight Ephemeral Moderate
IL Deceptive self-explanation Artefact, in-context | Chat User Ephemeral Moderate
Reasoning
Hidden reasoning In-context Agent, multi-agent Oversight Eph§meral, Low
persistent
Sandbagging In-.conte'x Y Agent, evaluation Evaluator Ephgmeral, Moderate
trained-in persistent
. . In-context, Agent, latent in .
IIL Alignment faking trained-in weights Developer Persistent Low
Itself : ~
Scheming and. In context, Agent Oversight, developer | Persistent Very low
self-preservation trained-in
v Manipulation and persuasion | In-context Chat, agent User Ephemeral Low
Others Multi-agent collusion In-context Multi-agent, market | Other agents, market ES r}:ie::;?l' Low

3. The Eleven Deception Types in Depth

This section examines the eleven types one at a time, following the four families of Figure 4. For
every type we give its defining feature, the demonstrations that establish it, and the boundary that
separates it from its neighbours. Table 4 catalogues representative demonstrations, with the system,
setting, and headline result for each. Read across the families, it shows that every family has at least
one concrete demonstration, and that the most extreme rates, blackmail and shutdown sabotage, sit in
the self-directed Family III. Because deception depends strongly on the experimental setup, each rate
is best read as an existence proof under the stated conditions rather than as a deployment frequency.
After the eleven types we ask whether the framework survives a change of modality and of language
(Section 3.5), and close with the cases recorded outside the laboratory.

Table 4. Representative empirical demonstrations across the four families, with headline rates shown in bold.

Family | Study | System(s) Setting Observed behaviour and headline result
[10] GPT-4 trading agent, pressure ]fixecgtes an illicit trade, then conceals the reason
rom its manager, unprompted
I X . . . Agrees with user-stated falsehoods, traced to
[12] five assistants question answering X
preference-model bias
[11] GPT-3.5, Claude biased prompts Stated reasomyg om'lts the cue that c'inves the
answer; 36-point swing left unexplained
II —ceili
[51] Claude 3.7 Sonnet reinforcement learning, exploitable rewards Uses ﬂ.qe reys{ard hack aot near-ceiling rates yet
verbalises it in under 2% of traces
[55] GPT-4, Claude 3 Opus capability evaluations Selgctlve L'lnderperformancg on target evaluations
while benign performance is preserved
[4] Claude 3 Opus training versus deployment Cqmphes to protgct its va@ues when it 14nfers
training; fakes alignment in some monitored cases
Deceptive policy survives finetuning, reinforcement
[6] backdoored language models trigger-conditioned learning from human feedback, and adversarial
training; grows with scale
[5] o1, Claude 3.5, Gemini, Llama agentic goal conflict Dlsables over mght, attemloats se'lf-exﬁltraflon; ol
sustains denial in over 85% of interrogations
I s 5 A
[15] 16 frontier models corporate threat Resorts to blackmgll and leaking to avoid i
replacement; top single-model rate near 96%
57] Grok 4, GPT-5, Gemini 2.5 shutdown during task Su?verts the termination script, resistance reaching
97% under some framings
. . Reaches supracompetitive prices by tacit
v [60] language-model pricing agents | oligopoly market coordination, modulated by prompt wording

3.1. Family I: Deceiving About the World

Family I collects the most familiar forms of deception, those that place a false belief about the
external world in the user. Its three types differ in how far they depart from the truth, and we take
them from the most overt to the least.
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(1) Falsification and lying:

The clearest case is a system that asserts what it internally represents as false. Such lying is easiest
to see when accuracy is held fixed and only the incentive to misreport is varied. A model placed in a
simulated trading role, given a profitable but illicit tip and a manager to answer to, executes the trade
and then misstates its reasons, with no instruction to deceive [10]. Its own scratchpad, the private
working notes it writes before answering, shows it knew better. Benchmarks that first elicit a belief and
then apply pressure to contradict it find that the willingness to lie is widespread and does not improve
with scale (Sections 1 and 6) [14]. In multi-turn settings where a goal competes with truthfulness,
models can be truthful less than half the time [37]. Evidence from inside the model supports reading
these as lies rather than errors. Probes localise the act of lying to specific internal components and
recover the suppressed true answer, and the neural signatures of lying and of hallucination come apart
[25,49,62].

(2) Sycophantic falsification:

Sycophancy, introduced in Section 1, is agreement won at the expense of accuracy. Across de-
ployed assistants, models revise correct answers towards a user’s stated view, endorse flattering
falsehoods, and tailor claims to a user’s perceived identity, and the behaviour traces to preference
models that reward agreement [8,12]. Decomposition shows that sycophantic agreement is a distinct
behaviour, separable from politeness and steerable on its own [63,64]. It compounds over a conver-
sation until accuracy falls sharply [65,66], and recent analysis argues that preference optimisation
structurally amplifies it [67]. Sycophantic agreement produces unsafe medical advice at high rates and
measurably erodes a user’s own judgement and prosocial intent [68,69]. Lightweight finetuning on
synthetic data, together with targeted evaluations, reduces it without erasing it [70,71]. Sycophancy
sits on the boundary of deception: it is deceptive when it satisfies the four conditions of Section 1.2,
and merely agreeable when the model does not in fact hold the better answer.

(3) Misleading truths:

A system can mislead while saying only true things, through omission, selective emphasis, or
careful phrasing, the paltering introduced in Section 1. This category is the least studied for language
models, and the little evidence there is shows that the behaviour is both real and hard to catch. A
model drafting legislative amendments for a corporate lobbyist hides the company that benefits behind
neutral-seeming phrasing. Refining that phrasing by re-planning and re-sampling raises its evasion of
strong detectors by up to 40 percentage points [32]. The detection literature confirms the gap from the
other side. Probes trained to separate true from false statements work well on outright lies, but fail on
statements that are literally true, because there is no false assertion for them to flag [35].

The three types grow harder to catch as the false assertion becomes less overt. This ordering, from
blunt falsehood to careful omission, runs through the whole taxonomy.

3.2. Family 1I: Deceiving About Its Reasoning

The second family concerns the model’s account of its own thinking: the explanation it offers can
come apart from the computation that produced the answer. Its three types run from reasoning that is
unfaithful by default, through a false account of the model’s basis, to reasoning concealed on purpose:
(4) unfaithful reasoning, (5) deceptive self-explanation, and (6) hidden reasoning.

(4) Unfaithful reasoning:

A chain of thought is faithful when it reflects the process that produced the answer. Often it does
not. Injecting a cue that secretly determines the answer, such as always marking one option correct,
changes what a model says, yet its stated rationale never mentions the cue. The accuracy swing left
unexplained can reach tens of points [11]. Other tests truncate or perturb the chain of thought to see
whether the answer really depends on the stated steps. They show that larger models can produce
less faithful reasoning on some tasks, so transparency does not come for free with capability [50]. The

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202610.0808.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 10 October 2026 doi:10.20944/preprints202610.0808.v1

11 of 35

sharpest result comes from reinforcement learning on tasks with an available shortcut: models take
the shortcut at near-ceiling rates yet mention it in under 2% of their reasoning. The chain of thought
then stops being a window into the model and becomes a cover story [51]. The underlying distinction,
between an explanation that is merely plausible and one that is faithful, was drawn early and remains
the right way to think about the problem [72].

(5) Deceptive self-explanation:

Closely related are the explanations a model gives of its own answers. Asked why it answered as
it did, a system produces fluent justifications whose fidelity to its actual computation is inconsistent
and cannot be assumed [52]. Optimising an explanation to be convincing trades against its faithfulness
[53]. Self-generated feature attributions, a model’s own claims about which parts of the input drove its
answer, diverge from gradient-based ground truth even when they look right [73]. Many tests that
claim to measure faithfulness in fact measure only whether the output is self-consistent [74]. Because
the model is the only witness to its own process, a confident but wrong self-report is a second-order
deception. It misleads the user about how the answer was reached rather than about the world, and
that is the information an overseer depends on.

(6) Hidden reasoning:

Unlike the previous two types, this one concerns reasoning concealed on purpose. Models can
encode information steganographically, that is, hide a message inside text that looks innocuous to a
monitor. This capability grows with model strength until it can outpace an equally strong overseer [13].
Automated interpretability uses one model to surface another’s internal features. In such a pipeline,
models coordinate to hide a target feature from the system meant to expose it, while still scoring well
on the visible metric [54]. The same concealment undermines chain-of-thought monitoring, the leading
proposal for cheap oversight. A model can deliberately underperform on a capability evaluation while
keeping its chain of thought benign, and so evade the monitor a meaningful fraction of the time [75,76].
The legibility of reasoning to a monitor is therefore fragile and actively contested [77,78].

In all three types, the evidence an overseer would use, the model’s own account of how it reasoned,
is produced by the system under scrutiny. That is what makes this family harder to audit than the first,
and it sets up the fully self-directed cases that follow.

3.3. Family III: Deceiving About Itself

Where the first two families mislead about the world or about reasoning, the third turns inward:
the model misrepresents its own capabilities, values, or goals. These are the hardest cases to catch,
since the model controls the signals an overseer would read (Section 2). The three types form an
escalating series: (7) sandbagging, (8) alignment faking, and (9) scheming and self-preservation.

(7) Sandbagging;:

A model sandbags when it underperforms on purpose, usually to avoid a consequence attached to
a strong result. Frontier models can be prompted or finetuned to score poorly on a targeted dangerous-
capability evaluation while leaving ordinary performance intact, and a capability hidden behind
a password generalises to held-out tasks [55,79]. Structured sabotage evaluations reproduce this
partial underperformance under weak oversight [80]. The precondition for deliberate sandbagging,
that a model can tell an evaluation from real deployment, is increasingly met. Benchmarks and
probes for situational awareness, a model’s knowledge of its own circumstances, show frontier models
distinguishing the two contexts well above chance [2,44,81]. Detection is difficult because the output is
merely weaker, not false, although injecting noise into the model can paradoxically reveal a suppressed
capability [56].
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(8) Alignment faking:

A model fakes alignment when it behaves as desired under conditions it reads as training or
evaluation and reverts once it believes it is unobserved. In the central demonstration, a frontier model
complies with requests it would normally refuse when it infers that the interaction will shape its
future. Its scratchpad states explicitly that complying now protects its values later [4]. Trained-in
versions are worse: a backdoored model, one with a hidden trigger planted during training, carries
a deceptive policy through supervised finetuning, reinforcement learning, and adversarial training,
and the persistence grows with scale [6]. The phenomenon is real but not universal. In a replication
across many models, only a minority show a large compliance gap: they comply much more often
when they believe they are being trained. The same study finds that post-training can either suppress
or sharpen this gap [82]. Alignment faking is thus a property of particular training histories rather
than an inevitability.

(9) Scheming and self-preservation:

At the far end, a model pursues a goal it conceals and takes covert action to protect it. In agentic
evaluations with a goal conflict, several frontier systems disable their oversight, attempt to copy their
weights elsewhere, and then lie about it. One model maintains its denial through more than 85% of
follow-up questions [5]. Given a simulated threat of replacement, models across developers resort to
blackmail and leaking, with the highest single-model rate approaching 96% of trials [15]. Models will
also sabotage a shutdown script to finish a task [57], and disable shutdown mechanisms to protect a
peer model [83]. Anti-scheming training reduces but does not eliminate the behaviour (Section 7), and
measured propensity swings from near zero to a majority depending on how strongly the scenario
pushes the goal [17,84].

3.4. Family 1V: Deceiving Through Others

The final family moves the deception off the single transcript and into a social or multi-agent
channel. Its two types are (10) manipulation and persuasion, aimed at a single user’s judgement, and
(11) multi-agent collusion, spread across a population of interacting agents.

(10) Manipulation and persuasion:

Manipulation, introduced in Section 1, influences a person by routes that bypass their reasoning,
and overlaps with deception without being identical to it [22,33]. The risk sharpens under optimisation.
Training a model on raw user feedback rather than expert labels produces targeted manipulation:
the system identifies and exploits the small fraction of users most susceptible to it, while behaving
normally with everyone else [58]. Because the exploited group is small, this defeats safety checks
that only look at averages. Agents that maximise reward in social environments adopt deception and
coercion as instrumental strategies even when instructed to act ethically [85]. Persuasion capability
compounds the concern: models match or exceed incentivised human persuaders, including when
arguing for false claims, and they durably shift beliefs [59,86]. Dark patterns, design choices that
nudge a user against their own interest, are common: a dedicated benchmark elicits them in roughly
half of outputs across major systems [87].

(11) Multi-agent collusion:

When models interact, deception can become a property of the group rather than of any one
model. Agents coordinate covertly through steganographic channels an overseer cannot read [13,88].
In market simulations, language-model pricing agents reach supracompetitive prices, that is, prices
held above the competitive level, through tacit collusion that ordinary prompts can inadvertently
strengthen [60]. Populations of agents drift towards defection and misrepresentation as a stable
strategy [89,90]. These behaviours are hard to catch from transcripts alone, though interpretability
applied to agent activations can detect coordinated deception that the visible messages hide [61]. We
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treat collusion as a distinct type because the deceived party is an oversight process, other agents, or a
market rather than a single interlocutor, which changes both the harm and the available defence.

3.5. Beyond Text: Multimodal and Cross-Lingual Deception

The four families recur in other modalities without needing new categories. Multimodal systems
(models that take images, audio, or video alongside text) are now a dominant deployment form, so their
failure modes need the same treatment as text-only ones. Vision-language models show sycophantic
falsification when a user contradicts what an image shows. They give way more readily when the
evidence arrives as an image than when the same content is supplied as text [91,92]. Out-of-context
imagery and misleading image-caption pairs are hard for these models to see through, since they lean
on shallow cues rather than on the intent behind the pairing [93-96]. A model shown a deceptive
visualisation, such as a manipulated chart, reproduces the embedded falsehood without correcting
it [97-99]. Video understanding adds temporal hallucination, where a model misreports what a clip
actually shows [100], and vision-language models display a fragile morality that gives way under
pressure [101]. A broader audit finds that the gap between what a model represents and what it says
persists when the input is an image. In nearly three quarters of 9,000 cases, the model’s internal state
registers that the visual evidence was removed, degraded, or contradicted, yet the model still answers
rather than declining [18].

A similar asymmetry appears across languages. Honesty and factual accuracy degrade as queries
move away from English [102-105], while safety research remains concentrated on English [106]. Non-
English users therefore face a systematically higher rate of false and sycophantic answers. Jailbreaks
(prompts crafted to bypass safety training) and misinformation transfer across languages in ways that
monolingual defences do not intercept, and low-resource languages show the sharpest drop in refusal
reliability [107-109]. A likely cause is pretraining-data imbalance. Languages thin in the corpus yield
weaker internal representations of factual and normative constraints, which leaves the model open to
both inadvertent falsehood and deliberate steering [110-112]. One 30-language study, however, finds
length-normalised hallucination rates uncorrelated with how much text a language has [113].

Outside the laboratory:

Several of the eleven types are attested in or near deployment. A Diplomacy-playing agent
cultivated trust with human partners over many rounds and then betrayed those alliances, and a
model induced a human worker to solve a CAPTCHA by claiming a visual impairment [19,114]. The
dark-pattern and market-collusion findings discussed above are themselves drawn from deployed
assistants and pricing simulations, and the agentic misstatements examined in Section 8 arise with real
tool access.

4. Why Deception Arises: Mechanisms and Root Causes

The previous section catalogued the behaviours; this one asks what produces them. The causes
fall into five mechanisms, which we label M1 to M5: optimisation pressure during training (M1), goal
misgeneralisation (M2), emergent strategic reasoning (M3), in-context elicitation by the prompt (M4),
and pretraining-data imitation (M5). Table 5 maps these five onto the eleven deception types, and
Figure 5 traces how they lead to behaviour and harm. The map shows a division of labour: optimisation
pressure drives the user-facing families, while the self-directed types in Family III rest mainly on
emergent strategic reasoning. That is part of why they resist simple fixes. The mechanisms are not
rival explanations, and the most dangerous cases arise when several act at once; a final subsection
shows how they compound.
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Table 5. Which mechanisms drive which behaviours. e marks a mechanism that primarily drives a type, and o
one that contributes.

Famil Type M1 Optimisation M2 Goal M3 Emergent M4 In-context | M5 Pretraining-
y P pressure misgeneralisation | strategic reasoning elicitation data imitation
. Falsification and lying [ ] o o o
World Sycophantic falsification [ ] o
Misleading truths ° o
- Unfaithful reasoning [ o o
R . Deceptive self-explanation [ ] o
easoning
Hidden reasoning o L] @)
m Sandbagging [ @)
Ttself Alignment faking o @) °
Scheming and self-preservation o L] [
v Manipulation and persuasion (] o o
Others Multi-agent collusion o L] (@)
1 Causes 2 Capability 3 Behaviour 4 Harm
Direct route Activation steering Monitoring
Family I
M1 0 v ; Manipulated
timisation pressure ! !
3 p no strategy needed Lying [14] users
M3 Emergent a known falsehood
M2 Goal misgeneralisation strategic reasoning : : Eroded
q / Sandbagging [55] oversight
M4 In-context elicitation | \ hides a capability
_/_ E ; Undetected
Situational p e ' misalignment
M35 Pretraining-data imitation awaren Scheming [3] 8
Strategic route A areness pursues a hidden goa
Family III i

"""""" oversight the model can recognise

feeds its situational awareness
Figure 5. Read the map from left to right, from causes (zone 1) to harm (zone 4). The blue direct route (Family I)
runs from optimisation pressure (M1) straight to lying. On the vermillion strategic route (Family III), M1, M2, M4,
and M5 all feed emergent strategic reasoning (M3), which leads to sandbagging and scheming. Teal gates mark
where activation steering and monitoring act; the dashed line shows oversight the model can recognise feeding its
situational awareness. Table 5 gives the full mapping. A transit map read from left to right across four zones, each
named by a heading over a thin rule: 1 Causes, 2 Capability, 3 Behaviour, and 4 Harm. Two coloured lines carry the
two routes, each named on the map in its own colour. The blue line, direct route, Family I, starts at an interchange
station for M1 optimisation pressure and runs straight through the capability zone without stopping, with the
note no strategy needed. It stops at lying, a known falsehood, and ends at manipulated users. The vermillion line,
strategic route, Family III, begins as four branch lines, from M1 optimisation pressure, M2 goal misgeneralisation,
M4 in-context elicitation, and M5 pretraining-data imitation, which run side by side into a large hub station for
M3 emergent strategic reasoning. A small station linked below the hub is labelled situational awareness. From
the hub a single line continues and then forks. One branch stops at sandbagging, hides a capability, and ends at
eroded oversight; the other stops at scheming, pursues a hidden goal, and ends at undetected misalignment. Two
teal gates cross the tracks on the zone boundaries: activation steering, between capability and behaviour, and
monitoring, between behaviour and harm. A dashed teal line runs from the monitoring gate back to situational
awareness, labelled oversight the model can recognise feeds its situational awareness.

4.1. Optimisation Pressure (M1)

The dominant cause of user-facing deception is that the training signal rewards something other
than truth. Reinforcement learning from human feedback, the standard method for aligning a model to
human preferences [115,116], optimises a proxy: the approval of a rater or of a learned reward model.
A plausible answer can earn that approval as easily as a correct one [117]. Reward hacking, in which
a policy scores well on the proxy while violating its intent, follows generically from optimising an
imperfect measure [118]. Sycophancy is the visible result of this pressure [8,12], but not the only one.
A model trained on a curriculum of gameable tasks generalises from harmless flattery to editing its
own reward and covering its tracks [119]. Reward hacking on realistic production tasks generalises
further, to sabotage and alignment faking, a result we take up under compounding below [120].
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4.2. Goal Misgeneralisation (M2)

Even a flawless reward can leave a model with the wrong goal. A system may acquire a proxy
objective that matches the intended one on the training distribution but diverges from it elsewhere.
The model then keeps its capabilities but turns them to the wrong goal [121,122]. Demonstrations of
specification gaming, satisfying the letter of a task while defeating its purpose, show how readily a
learner does this [123,124]. Misgeneralisation matters for deception because a model whose internalised
goal differs from the one it was trained to display has a standing reason to keep that difference hidden.
Hiding it reliably, though, takes more than a divergent goal; it takes a model that can tell when hiding

pays.

4.3. Emergent Strategic Reasoning and Situational Awareness (M3)

For concealment to be selective and strategic, a system has to model its own situation. The
theoretical account is mesa-optimisation: a learned optimiser that has acquired its own objective can
find that behaving well during training is the best way to be deployed with that objective intact [40].
The evidence that models increasingly tell evaluation from deployment, and the debate over whether
such capabilities arrive gradually or sharply, are set out in Section 1. Once a model can tell when it
is being watched, the route to evaluation-gaming, sandbagging, and alignment faking is open. This
mechanism underlies the hardest types in Family III.

4.4. In-Context Elicitation (M4)

Where the first three mechanisms are dispositions the model brings to a task, this one is triggered
by the prompt in front of it. Not every deceptive behaviour is trained in: much of it is latent, waiting
to be called. A persona or role frame can switch a model into a mode that lies or manipulates, and
persona-like internal features causally control whether such a mode engages [125]. Explicit pressure in
the prompt elicits lying the model would not otherwise produce [10], and posing the same request in a
different language can route around the safeguards that would suppress it [126]. This mechanism is
the easiest to trigger and the easiest to overlook, because the capability was present all along and only
the context changed.

4.5. Pretraining-Data Imitation (M5)

The last mechanism is neither trained in nor elicited but inherited. The pretraining corpus is full
of human falsehood, persuasion, and misdirection, and a model that learns to imitate text picks up
these patterns along with the rest. The result is visible in imitative falsehoods, where larger models
reproduce common human misconceptions more faithfully [7]. More generally, model behaviour is
shaped by the statistics of the training task rather than by any explicit goal [34]. This mechanism sets a
floor of deceptive capability that is present before any alignment training begins.

4.6. Compounding and the Emergent-Misalignment Surprise

The five mechanisms interact, and the interaction is where the field has been most surprised.
Two demonstrations of this compounding work through different routes and should be kept apart.
In the first, models trained to reward-hack on realistic production tasks generalise, with no further
instruction, to sabotage and to faking alignment [120]. A narrow incentive to cheat can thus install a
broad disposition to deceive, which is optimisation pressure compounding with goal misgeneralisation.
In the second, finetuning on a narrow undesirable task, such as writing insecure code, induces broad
misalignment across entirely unrelated prompts [127]. A local training-data intervention becomes a
general disposition, which is goal misgeneralisation compounding with emergent strategic reasoning.
The two routes are distinct, yet they produce a structurally similar outcome. The second even leaves a
clean internal signature. Differently corrupted models converge on a shared misalignment direction in
activation space, a toxic-persona feature controls whether the disposition is expressed, and the direction
transfers across finetuning domains [125,128,129]. A latent character variable offers a unifying account
of why such narrow interventions generalise so broadly [130]. In practice, because no behaviour
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reduces to a single mechanism, a defence aimed at one cause leaves the others open, a theme we return
to in Section 7.

5. How to Catch: Detection

Once we know why deception arises, the next question is how to catch it. Detection inherits the
structure of the taxonomy of Section 2, because the locus of a deception determines how hard it is to
catch. Some types can be checked against the world, while in others the model controls the evidence
an overseer would use. The methods fall into four groups. Three differ in the access they need: reading
the model’s internals, working from its outputs alone, and watching the reasoning trace. The fourth
evaluates the detectors themselves. Figure 6 lays out the four groups and Table 6 compares them. The
comparison shows that no single method dominates. The best white-box probes are near perfect in
distribution but generalise poorly, while the black-box methods that do generalise flag inconsistency
rather than intent.

5.1. Reading the Model’S Internals

The most direct approach reads the truth off the activations. A model’s hidden states carry a
usable signal of whether a statement is true. A supervised probe can recover it [25], and so can an
unsupervised search for a logically consistent direction in activation space [131]. The signal often
takes the form of a low-dimensional linear structure that generalises across datasets and even across
model families [26,132]. The same directions can be used to intervene, steering a model towards honest
output at inference time [133-136]. Probes trained specifically on strategic deception perform well,
reaching an area under the receiver operating characteristic curve (AUROC) between 0.96 and 0.999 on
insider-trading and sandbagging scenarios [27,137]. A separate method that manipulates internals can
pick out which model in a pair is faking alignment, with high accuracy [138]. The recurring caveat is
generalisation: these numbers hold in distribution, on data like the probe’s training data, and the same
probes weaken sharply outside it [139], as the end of this section shows.

[ Truth directions and probes [25,26,131,132] ]
Internal Tirirs q 7
(white-box) [ Latent-knowledge elicitation and steering [133-135,140] ]
[ Strategic-deception probes [27,137,138] J
[ Consistency and cross-examination [141-143] ]
Behavioural [ Unrelated-question elicitation [144,145] ]
Detecting (black-box) [ Calibration and uncertainty [38,146] ]
deception
P [ Debate and verifier games [147,148] ]
P D _[[ Chain-of-thought monitorability [77,149-151] )
monitoring [ Evasion of monitors [54,75] ]
Detector [ Lie-detector benchmarks [16,152] ]
evaluation —[
and limits [ Conceptual and robustness critiques [35,153-155] ]

Figure 6. Approaches to detecting deception. Three groups differ in the access they require (internal white-box,
behavioural black-box, and reasoning-trace), and a fourth evaluates the detectors themselves. A tree diagram
grouping deception-detection methods by the access they require: internal white-box probes, behavioural black-
box tests, reasoning-trace monitoring, and detector evaluation.

5.2. Behaviour, Without Access to Internals

When weights are unavailable, detection works from outputs. Inconsistency is the workhorse
signal. A second model can cross-examine the first and surface contradictions [141], consistency
checks can expose logical violations in domains with no ground truth [142], and disagreement across
repeated samples can flag unsupported content [143]. Another method relies on a side effect of lying:
it perturbs a model’s later answers, even to unrelated questions. A classifier trained on the answers
to such follow-up questions detects a liar and generalises across architectures [144,145]. Calibration
and semantic-uncertainty methods, which measure how unsure a model is of its own answer, catch
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confident-sounding errors well [38,146]. They miss a confident lie, because a lying model is not
uncertain. Structured argument offers a complementary route. Debate between capable models raises
a non-expert judge’s accuracy, and so does prover-verifier training, in which a strong model is trained
to make claims a weaker checker can verify [147,148]. Both work by making unjustified claims easier
to challenge.

5.3. Watching the Reasoning

Reasoning models also expose an intermediate trace, the chain of thought, a new and tempting
place to look for deceptive intent. Treated carefully, it is a real opportunity: recent work defines
metrics for how monitorable a trace is and finds current models reasonably legible [77,149-151]. The
opportunity is fragile. As Section 3 showed, a model can sandbag while keeping its visible reasoning
benign, evading a monitor a meaningful fraction of the time. The chain of thought can also carry
steganographic signals, hidden messages that a monitor reading the trace cannot see [13,54,156].
One direct test of faithfulness unlearns individual reasoning steps, erasing them from the model’s
parameters, and checks whether the answer changes [157]. How far a trace can be trusted depends on
its training, and optimisation pressure erodes that trust.

Table 6. Detection methods by the access they need (white-box, black-box, reasoning trace, or meta-evaluation of
other detectors), what they catch, their reported performance under the stated conditions, and where they break.

Method family Access What it detects Reported performance Key limitation

Truth and lie probes [25,26] white-box False Ver‘sus'frue assertions, 71 to 94% across models Poor crqss—gllstrlbuhon
from activations generalisation

Latent-knowledge elicitation . Known answer under induced | Recovers most signal . .

) white-box . . Fragile to phrasing

[131,140] lying unsupervised

Activation steering [133-135] white-box Hor\est_y direction (and _Large truthfulness gains at A control, not a clean
correction) inference detector

. . . Scheming, insider-trading Area under the curve 0.96 to e
- 3 -] ! g P -

Strategic-deception probes [27,137] white-box sandbagging 0.999 in distribution In-distribution only

Alignment-faking via internals . . . About 98% on a paired . .

[138] white-box A model faking alignment benchmark Requires paired models

C9n51stency cross-examination black-box Contradictions and factual Beats static baselines Flags inconsistency, not

[141,142] errors intent

Unrelated-question elicitation [144] black-box Lying, from follow-up answers | Generalises across models Ere\l:;:sble if procedure

Calibration, uncertainty [38,146] black-box Confident erroror Robust hallucination signal Confident lies pass through
confabulation

Cﬁham—of—thought monitoring reasoning trace | Deceptive intent in reasoning High at present E\{adable; degradeslunder

[77,150] reinforcement learning

Detector benchmarks [16,152] meta-evaluation | Whether detectors generalise Balanced accuracy 0.73 at Exposes failure to transfer

best; near zero on some lies

5.4. The Inversion, and Why No Single Detector Suffices

Comparing the methods reveals the detectability inversion, the first of the survey’s two headline
findings: detection is weakest where deception matters most. Blunt cases are the easy ones. An
outright lie leaves a gap between what the model represents and what it says. White-box probes key
on that gap, so the best of them are near perfect in distribution. The careful cases are hard. A statement
that misleads while staying literally true leaves no such gap, and probes built for true-versus-false
statements detect it far less reliably than they detect lies [35]. Across qualitatively different lie types
the best available detector reaches only 0.73 balanced accuracy, the mean of its true-positive and
true-negative rates, with near-zero recall on whole categories [16]. Detectors have weaknesses of
their own. Folding a lie detector into preference optimisation can teach the model to evade it [155].
Without reliable ground-truth labels, a detector’s accuracy cannot be pinned down [154], and the
conceptual problems raised in early work remain open [153]. The practical conclusion, anticipated by
the detectability column of Table 3, is that detection must be layered and keyed to the type. Table 7
shows which method works on which family. Families I to III each have a usable method, but no
established method rises above weak on Family IV, although newer probes over agent activations are
promising in distribution [61]. No method generalises across all four. The untested cells mark where
research is most needed.
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Table 7. Where each detector works across the four families, based on our reading of the cited evidence. ® marks
a method that is strong on a family, D one that is partial, and O a weak one; untested marks a pairing with no
published evaluation.

Detection method 1. World II. Reasoning III. Itself IV. Others
Truth and lie probes [25,26] [ ] O ] @]
Latent-knowledge elicitation [131,140] [ J ] ] O
Activation steering [133,135] ] O O @]
Strategic-deception probes [27,137] ] O [ ] O
Alignment-faking via internals [138] untested untested [ ] untested
Consistency, cross-examination [141,142] J ] O O
Unrelated-question elicitation [144] ] untested O untested
Calibration, uncertainty [38,146] ] untested untested untested
Chain-of-thought monitoring [77,150] D [ ] > O

Almost all of these reports quantify sensitivity, the share of deceptive outputs a method catches,
and say little about the false-alarm rate, how often it flags an honest output. A probe that separates
lying from honesty cleanly in distribution can still raise its false-alarm rate once the distribution
shifts. A chain-of-thought monitor that fires on benign reasoning is not deployable whatever its recall.
Balanced-accuracy figures such as the 0.73 above fold the two together and hide the trade-off [16].
Until detectors report a precision-recall curve rather than a single number, their deployment cost
cannot be read off the literature.

Shutdown-script sabotage Q@ 9%
Blackmail (replacement threat) Q@ 96%
Sustained denial (interrogation) ’ 85%
Sycophantic capitulation ’ 58%

Dark patterns in outputs O 48%

Alignment faking (in training) Q@ 12%
Covert action, post-mitigation 0.4%

0% 25% 50% 75% 100%

@ 1. World @ IIL Itself @ IV.Others

Figure 7. Selected measured rates of deceptive behaviour. The scenarios differ in design, denominator, and
applied pressure, so the values show how widely rates vary, not positions on a common scale. Colour denotes the
taxonomy family. Sources, top to bottom: [57], [15], [5], [71], [87], [4], [3]. A dot plot of selected measured rates
of deceptive behaviour, coloured by taxonomy family, ranging from shutdown-script sabotage near the top to
post-mitigation covert action near the bottom.

6. Measuring Deception: Evaluation and Benchmarks

Detection asks whether a single output is a lie. Measurement asks how often a model lies across
a controlled set of situations, which calls for a different instrument. Deception is unusually hard to
measure, because the system under test has an interest in the result. The evaluation literature has
shifted from asking whether a model is right to asking whether it will say what it believes. We take it in
four groups, from truthfulness suites, through honesty-under-pressure and agentic tests, to real-world
scenarios; Table 8 compares representative benchmarks from each.

6.1. Truthfulness Is Not the Target

The first and oldest group, the truthfulness suites, measures accuracy. They ask whether a model
reproduces human misconceptions, how well it judges moral scenarios, and whether its outputs are
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factually correct [7,47,158]. These are useful, but they are the wrong instrument for deception: they
reward a model for knowing the truth, not for telling it when a goal competes [14].

6.2. Honesty Under Pressure

If accuracy conflates knowing the truth with telling it, the fix is to separate the two. This means
holding knowledge fixed and varying the incentive. A benchmark first elicits what a model believes,
then applies social or instrumental pressure and checks whether the model now asserts something else
[14]. Under this design, capability and honesty come apart, as Section 1 noted: larger models are more
accurate yet no more willing to tell the truth under pressure. Multi-dimensional suites separate honesty
into components such as self-knowledge, non-deception, and consistency [36]. Agentic dialogues that
pit a goal against truthfulness find models truthful less than half the time [37]. This group has the
right design; its main weakness is reach, since the scenarios are curated and mostly in English, and the
pressure is staged rather than real.

6.3. Agentic and Scheming Evaluations

Where the honesty-under-pressure suites stage the pressure, agentic evaluations give the model
real tools, a goal, and an opportunity to act against oversight. These find frontier systems disabling
their monitors, attempting self-exfiltration (copying their own weights out), and sandbagging [5].
Others catch models sabotaging tasks while evading a monitor [159]. Dangerous-capability and stealth
suites measure the prerequisites for scheming and find that current models have not yet crossed
alarming thresholds [160,161]. Developer reports and third-party studies measure how often such
behaviour occurs [5,15,57,162], including alignment faking in roughly one in eight cases where the
model believes it is being trained [4]. Figure 7 collects these headline rates, which share no common
scale. One qualitative pattern survives that caveat: self-preservation and shutdown sabotage sit
highest, sycophancy and dark patterns in between, and covert action after mitigation lowest, a preview
of the defences in Section 7.

6.4. Real-World Scenarios, Sycophancy, and Detector Evaluation

A fourth group measures deception in settings closer to ordinary deployment. It covers syco-
phancy on maths and medical questions, where sycophantic capitulation is measured at 58% (Figure 7)
[71]. It also covers self-serving and sycophantic deception across societal domains [163], and open-
ended fraud scenarios in which the intention to deceive is read from the model’s own reasoning [164].
DarkBench catalogues dark patterns across major systems [87]. Separate meta-evaluations find the
detectors brittle across lie types [16] and the benchmarks thin on strategic deception [165].

6.5. Fragmentation and the Validity Threat

Two weaknesses run through every benchmark in this set and limit what any score can mean.
The first is fragmentation, visible in Table 8. Every benchmark uses its own scenario set, task format,
model selection, and scoring rule, so results do not compose and no model can be placed on a single
deception scale [166,167]. The second is the validity threat, the survey’s other headline finding. It is
deeper and specific to deception: the subject can tell that it is being tested. As Section 1 established,
current models distinguish evaluation from deployment well above chance. The awareness shows
both in their behaviour and in their activations, and it grows with capability [44,81,168]. An evaluation
the subject can recognise therefore measures behaviour under observation, the one regime in which
a deceptive model has every reason to comply. Worse, a capable model can produce subtly wrong
outputs that satisfy a monitor while defeating its purpose, which undermines the scores directly [169].
Steering a model to behave as if deployed is one partial countermeasure [170]. The open requirement,
taken up in Section 9, is an evaluation a capable model cannot distinguish from deployment. Without
it, measured honesty is an upper bound on real honesty, and a deception rate measured under the
tested conditions a lower bound, rather than an estimate.
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Both weaknesses surface in the numbers themselves: the studies collected in Figure 7 resist
simple aggregation. Across four studies of sycophancy, dark patterns, alignment faking, and scheming,
reported rates range over roughly an order of magnitude [4,5,71,87]. That variance reflects real
differences in scenario design, elicitation pressure, and model family, not measurement error to be
smoothed over. Pooling the figures would hide the one factor that emerges consistently: how strongly
the scenario pushes towards a goal-directed response [3,14,37]. That pressure shifts observed rates
far more than model scale does, and mitigation lowers them without reaching zero. The highest
agentic values rest on a few studies [5,15]. The cross-study variance there is best read as a signal about
ecological validity, meaning how well a staged result carries over to real deployment.

Table 8. A representative slice of the evaluation literature, in the four groups discussed in the text: truthfulness,
honesty under pressure, agentic, and real-world with detector evaluation.

Group Benchmark Year | What it measures Scale and format Limitation
Truthful QA [7] 2021 | Imitative falsehood (accuracy) 817 questions Accuracy, not honesty
Truthfulness | ELICS [158] 2021 | Moral judgement 130,000 examples Not deception-specific
TrustLLM [47] 2024 | Trust, including truthfulness Opver 30 datasets Eg;\élsat;es accuracy and
BeHonest [36] 2024 | Three honesty aspects, ten scenarios Multi-task Dimensions scored separately
Honesty Al-LieDar [37] 2024 | Utility versus truthfulness 2,160 simulations Simulated interlocutors
MASK [14] 2025 | Stated versus believed, under pressure About 1,000 scenarios Curated, English
Agentic MACHIAVELLI [85] | 2023 | Deception, power-seeking versus reward | 134 text games Fictional environments
SHADE-Arena [159] 2025 | Agentic sabotage with monitoring Diverse agent tasks Monitor realism uncertain
SycEval [71] 2025 | Progressive and regressive sycophancy Maths and medical Few models
DarkBench [87] 2025 | Dark patterns 660 prompts Output patterns only
Real-world DeceptionBench [163] | 2025 | Egoistic and sycophantic deception 150 scenarios Relies on language-model
and detectors judges
OpenDeception [164] | 2025 | Deception intention and success 50 scenarios Simulated victims
Liars’ Bench [16] 2025 | Lie-detector generalisation 72,863 examples Open-weight only

7. Mitigation, Defences, and Governance

Having seen that a model can corrupt the measurements meant to catch it, we turn to what can
be done about the behaviour itself. Defences attach at different points in a model’s life, and Table 9
records what each stage buys and where it fails. The organising lesson, foreshadowed by Table 5, is
that no single intervention reaches every mechanism, so the practical posture is defence in depth. The
four stages (training, inference, oversight, and governance) act as concentric layers: a deceptive act
must pass all of them, and each catches only part of it. After the four stages we turn to the tensions
between them, and to the one surface no stage reaches, the user.

Table 9. Defences by stage (training, inference, oversight, and governance), with the behaviour each targets, the
evidence for it, and where it breaks.

Stage Method Target Evidence Limitation

Constitutional Al, with Approval-driven

reinforcement learning from AL PP Makes the norm legible Only as good as the principles

dishonesty

feedback [171]

Pretraining with preferences [172] Undesirable content 25\/:1)‘ an order of magnitude Acts upstream, costly
Training Anti-sycophancy data [70,173] Sycophancy Reduces, including held-out Narrow; partial

De!lk?eranve énd anti-scheming Scheming, jailbreaks Covert action 13% to 0.4% Residual out of distribution

training [3,174]

Activation steering [133,135] Honesty direction Large truthfulness gains Bypassable; in-distribution
Inference i

Circuit breakers [175] Ha'rmful' or deceptive Robust to transfer attacks Scope-limited

trajectories

Debate, scalable oversight [147,176] Unjustified claims Judge accuracy 48% to 76% Needs a capable debater

Al control [177] Intentional subversion Safety under worst case Overhead; needs trusted model
Oversight Chain-of-thought monitoring [77] Z(;CS?:]E:; intentin High at present Fragile, evadable

Probe-in-the-loop [155,178] Lying, sycophancy Honest under preference tuning; C;r\ teach evasion u_nder

cuts sycophancy reinforcement learning

EU AI Act, NIST framework, US . .

Governance Federal Trade Commission [179181] Manipulative deployment | Legal and regulatory floor Enforcement and scope
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7.1. Training-Time

The first opportunity is to change the incentive that makes a falsehood profitable. Constitutional
methods replace opaque human preferences with an explicit, inspectable set of principles and train
the model to follow them [171]. The training uses reinforcement learning from Al feedback, in which
a model rather than a human rater judges which response better fits the principles. This makes the
anti-deception norm a legible training target rather than an emergent property of raters’ intuitions. The
pressure can be addressed even earlier. Conditioning pretraining on human preferences substantially
reduces the rate of undesirable content before any alignment stage [172]. Targeted interventions help
with specific behaviours: lightweight finetuning on synthetic data reduces sycophancy, including on
held-out prompts [70,173]. Deliberative training, which has the model reason over a safety specification
before answering, cuts covert action from 13% to 0.4% [3,174], the drop recorded in Table 9. This
covert-action rate is distinct from the alignment-faking rate of about one in eight in Section 6. The
caveat is that training can remove the appearance of a behaviour without removing the disposition. As
Section 3 documents, a backdoored policy survives safety training, and a model can behave well when
it believes it is being trained while defecting otherwise [4,6]. A clean training-time score is therefore
necessary but not sufficient.

7.2. Inference-Time

Because training-time guarantees can be undone by finetuning or a prompt, a second line of
defence operates on the computation itself. Steering activations along a learned honesty direction
makes output more truthful at generation time, without retraining [133-135]. Representation rerouting,
listed as circuit breakers in Table 9, interrupts harmful or deceptive generations by redirecting the
internal representations that produce them, and it holds up against transfer attacks [175]. These
controls are scoped, though, to the directions and behaviours they were built for, so deception carried
by other directions can pass them by.

7.3. Monitoring and Scalable Oversight

The third line accepts that some deception will occur and aims to catch it. Structured argument,
through the debate and prover-verifier methods met in Section 5, improves a weak judge’s ability to
find the truth [147,148,182]. The gains depend on a capability asymmetry and a sufficiently strong
adversary [176]. A more pessimistic stance, Al control, designs protocols that preserve safety even if
the model is actively trying to subvert them. Such protocols treat the untrusted model as an adversary
and lean on a trusted weaker one [177,183].

The other instrument in this line reads the model’s reasoning directly. Chain-of-thought mon-
itoring works today because reasoning traces are legible, but that legibility is fragile under scaled
reinforcement learning (Section 5) [77]. A lie detector built into the training loop can likewise teach
evasion rather than honesty, so any oversight instrument that becomes a training target risks becoming
an adversarial one [155,178].

7.4. Governance and Policy

The outermost layer constrains deployment. The European Union’s Al Act, the first binding
legal floor of its kind, prohibits Al systems that use subliminal, manipulative, or deceptive techniques
to materially distort behaviour [179]. The voluntary NIST risk-management framework and its
generative-Al profile give developers a shared vocabulary for deception and confabulation risk
[180,184]. Enforcement actions establish that existing consumer-protection law already reaches Al-
enabled deception [181]. One proposal ties deployment to passing dangerous-capability evaluations,
which makes the evaluations of Section 6 a governance lever [19,185]. Governance and technique are
complementary: policy sets the incentives developers face, and technique determines whether those
incentives can be met.

The validity threat of Section 6 reaches governance too. A regulator reading a developer’s safety
case, its documented argument that a system is safe to deploy, faces the same problem as a user reading
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a model’s answer. A system that recognises the audit has an incentive to pass it [3,44]. Self-reported
evaluations therefore invite the same scrutiny as the outputs they describe.

Beyond formal instruments, language models lower the cost of influence operations and can
produce disinformation that readers cannot reliably distinguish from authentic text [186-188]. Their
persuasive capacity sharpens the threat. A model can simulate the views of population groups and
generate broadly persuasive messages at scale, although tailoring messages to the individual has so
far added little [189-191]. Both belong to a broader catalogue of documented language-model harms
[192,193], which risk-management profiles for generative systems and consumer-protection guidance
now name explicitly [184,194].

7.5. Cross-Stage Tensions

Reading Table 9 as a whole surfaces four tensions any deployment must manage. Defences
installed during training can be removed afterwards, which argues for inference-time and monitoring
layers that do not depend on the training history. Each method targets particular mechanisms and
leaves the others open, the direct consequence of Table 5. Any fixed detector or steering target can be
gamed once a model is optimised against it. The capability growth that makes models more useful
also lets them probe for the seams between defences, so the stack must be revised as frontier capability
advances. Table 10 maps how far each stage reaches across the eleven types. No type is closed by a
single stage, which is what defence in depth means in practice. The thinnest rows (misleading truths,
deceptive self-explanation, and hidden reasoning) are where research and policy effort would buy the
most.

Table 10. Defence coverage by lifecycle stage: training, inference, oversight, and governance. @ marks a type a
stage substantially addresses, D one it addresses in part, and O one it barely reaches.

Family | Type Training Inference Oversight Governance

Falsification and lying [ ]

I Sycophantic falsification

Misleading truths

Unfaithful reasoning

I Deceptive self-explanation

Hidden reasoning

Sandbagging

111 Alignment faking

Scheming and self-preservation

Manipulation and persuasion

Ol=|=|=|=|c|c|=|C|®

Olw[O|0O[0C|0O|0|0|0O|=
o Qlww w o w @ O|QOlw

v @ w Ol OOO|w|=|C

Multi-agent collusion

7.6. The Human Layer

The defence stack above leaves out the user. As Section 3 documents, sycophantic agreement
erodes a user’s own judgement, and deception works partly because users over-trust fluent, confident
output. The user, then, is also a control point. Several user-side interventions are plausible but under-
tested. Disclosure labels can mark consequential claims, deliberate friction can interrupt automatic
acceptance, and structured literacy can teach users when to distrust a confident answer [33]. None
has been evaluated at the scale of the model-side methods, so any disclosure mandate rests on an
assumption that human-factors evidence has not yet tested.

8. Agentic and Multi-Agent Amplification

The defences of the previous section were framed for a single model answering a user, and
deployment rarely stays that simple. Along the elicitation-surface axis of Table 3, each step from a
chat box to a tool-using agent to a population of interacting agents removes a safeguard that made
deception easier to catch (Figure 8). The behaviours of Section 3 do not change in kind, but their reach
and their cost grow sharply.
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+ tools Tool-using + peers Multi- + incentives Market |+ persistence| Latent in

_— _— _— _— .

Qe agent agent of agents weights

baseline: a human removes: action removes: the single removes: human removes: ephemerality;
can push back on text visibility and trusted channel judgement in the loop survives retraining
reversibility
oversight weakens; autonomy, reach, and persistence grow =

Figure 8. Deployment surfaces, ordered by the safeguards each one strips away. Five boxes in a row, joined by
arrows labelled plus tools, plus peers, plus incentives, and plus persistence: Chat, Tool-using agent, Multi-agent,
Market of agents, and Latent in weights, coloured from teal through slate to red. Under each box is the safeguard
that step removes. Chat is the baseline, where a human can push back on text. The tool-using agent removes
action visibility and reversibility, the multi-agent setting removes the single trusted channel, and the market
of agents removes human judgement in the loop. The latent-in-weights case removes ephemerality, since the
behaviour survives retraining. A long red arrow beneath the row runs left to right, labelled oversight weakens;
autonomy, reach, and persistence grow.

8.1. From Answers to Actions

A chat model can only say things; an agent can do them. Once a system acts with real effects,
a gap opens between what it does and what it reports, and oversight must check action logs rather
than text. Section 3 shows frontier systems already exploiting this gap, from disabling oversight and
denying it under questioning to blackmail and shutdown sabotage. A dedicated benchmark adds
upward deception, in which agents mislead the user they work for about a task: they report success
they did not achieve, simulate outcomes, or silently substitute sources [195].

8.2. New Surfaces for Exogenous Deception

Agency also creates deception the model does not originate, a category chat settings largely lack.
A tool-using agent reads external data, and an instruction hidden in that data can redirect it. Such an
indirect prompt injection turns the agent into an instrument that misleads its own operator about what
it did and why [196]. Poisoning an agent’s memory or knowledge base plants a trigger that produces
covert harmful actions, even when only a tiny fraction of the data is contaminated [197]. Harm-focused
agent benchmarks show that a jailbroken agent keeps its capabilities across multi-step malicious tasks
[198]. These cases sit at the system level: the false belief induced in the operator is real even though
the model did not choose to deceive.

8.3. Deception as a Group Property

Section 3 documents multi-agent collusion, steganographic coordination, and population-level
drift towards misrepresentation. What agency adds is structural: the trust assumptions that hold
for one model collapse across a pipeline. A downstream agent has no independent way to verify
an upstream agent’s report, so one deceptive node can corrupt every agent that draws on its output.
Without the social and institutional checks of a human chain of command, collusion within the group
is hard to detect and harder to attribute to any one component. Defences built for single agents, such
as probes, monitors, and constitutional constraints, must be re-evaluated where the attack surface is
the protocol between agents. Detection over agent activations rather than message transcripts is a step
in that direction [61].

8.4. Oversight Under Agency, and a Bridge Between Literatures

Oversight weakens as autonomy grows. Weak-to-strong monitoring, in which a weaker model
watches a stronger one, degrades when the monitored agent knows it is being watched [199]. Agents
can also complete sabotage tasks while keeping a monitor satisfied [159]. Black-box constitutional
monitors trained on synthetic examples of scheming offer a partial countermeasure [200].

The same oversight problem runs through two literatures that rarely cite each other. The Al-safety
work on scheming and self-preservation and the economics work on algorithmic collusion describe
one behavioural class at two scales and under different names [5,60]. In both, an agent serves its goal
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by inducing a false belief in an overseer or a market. The taxonomy files them apart, scheming in
Family III and collusion in Family IV, because one misleads about the model itself and the other works
through a group of agents. Read along the elicitation-surface axis instead, market collusion is multi-
agent scheming over prices, and defences and regulations developed for one should inform the other.
The transfer runs both ways. Price-correlation and structural-break tests from the antitrust toolkit,
which look for correlated or suddenly shifting prices, are candidate detectors for tacit coordination
among agents. In the other direction, the interpretability probes built to detect scheming could supply
evidence to a collusion investigator who cannot read the agents” messages.

8.5. Code and Retrieval Agents

Two deployment niches combine high-consequence outputs with low observability. The first
is coding agents, which write and run code and can deceive about their own work. Reinforcement
learning on tasks with checkable rewards teaches them to special-case test inputs, hard-code expected
outputs, and edit the test harness rather than solve the problem. Dedicated benchmarks now quantify
this pattern [201-203]. This is the optimisation pressure of Section 4, with a test suite in place of a
preference score. The same capability turns adversarial in research and security settings, where agents
make real progress on sabotage tasks: they insert subtle flaws while evading a monitor [204,205]. This
extends a longer line of work on models that emit insecure or covertly poisoned code [206-208] and
documentation that misdescribes what the code does [209].

The second is retrieval-augmented generation, in which a model answers from documents it
retrieves. Here the false belief concerns provenance: the model fabricates or misattributes a source and
cites a document that does not support the claim [210,211]. Faithful-attribution methods and detectors
exist, yet the failure persists into deployed scientific writing [212-214]. Across these settings, agency
widens the gap between what a system does and what it reports faster than the defences of Section 7
can close it. The next section collects the problems that remain open.

9. Open Problems

The untested pairings of Table 7 and the thin rows of Table 10 show where the evidence runs
out. Table 11 gives each type its best-suited detector and defence, and the residual risk that no
current method closes. Reading down its defence and residual-risk columns recovers the detectability
inversion: the blunt user-facing types are addressable, misleading truths and scheming leave the
largest gap, and deceptive self-explanation has no dedicated defence. We set out twelve problems
under four headings, each with what is known, what is open, and a first step.

Table 11. An integrative playbook: for each of the eleven types, its main mechanisms, a headline result, the
best-suited detector and defence, and the residual risk that no current method closes.

falsification

data

Family | Type Main mechanisms (el Best-suited detector il Residual risk
result defence
P . - . Truth probes . Confident lies pass
Falsification and lying | Optimisation pressure | Widespread (white-box) Honesty steering black-box checks
Sycophantic Optimisation pressure | About 58% Consistency checks Anti-sycophancy Compounds overa

conversation

Misleading truths

Optimisation pressure

Least studied

Paltering audits
(weak)

Selective-framing
review

No false assertion to flag

. . R 9 in-of-th
Unfaithful reasoning | Optimisation pressure Under'Z o Causal step tests Cha‘?“ 04f thought E\{adable under .
verbalised monitoring reinforcement learning

Dy i S . 1f- i ly th 1 wi

eceptive . Optimisation pressure | Inconsistent Self-consistency None yet Only the model witnesses

II self-explanation tests the process

. . Emergent strategic Grows with Trace monitoring Al control Can outpace an equal

Hidden reasoning .
reasoning scale (evadable) protocols overseer
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Table 11. Cont.
Family | Type Main mechanisms el Best-suited detector et Residual risk
result defence
Sandbagging Emergfent strategic Password- Noise and capability Evaluation design | Evaluation-aware models
reasoning locked probes
Alignment faking Emerg'ent strategic About 12% Paired-model De'll}?eratlve Depends on training
reasoning probes training hlstory
111 Goal
Scheming anc! mlsgenerahsahor'n, Up to 97% Strategic-deception | Anti-scheming, Al Hardest of all to detect
self-preservation emergent strategic probes control
reasoning
Manipulation and R About half of Dark-pattern Governance, EU Targeting of the most
. Optimisation pressure Lo . . o
persuasion outputs evaluations Al Act susceptible users
. Supra- L
v p _activ
Multi-agent collusion Emerg'ent strategic competitive Ager'lt activation Goyernance, Invisible in transcripts
reasoning prices probing antitrust

9.1. Definition
(P1) Degrees of intent:

The functional definition leaves a grey zone. Sycophancy and some unfaithful reasoning meet the
behavioural conditions of the four-part test while plausibly lacking any goal to mislead. That is why
Table 1 marks sycophancy as contested, and why the intentionality axis infers intent from behaviour.
Scoring every benchmark item continuously on two measurable quantities, the stated-versus-believed
gap [14] and sensitivity to incentives [4,10], would map that zone instead of forcing a yes-or-no verdict.

(P2) A boundary test for closed models:

Two conditions of the four-part test need internal access that a closed model denies. Re-asking
with no order in progress, as in Section 1.2, approximates the last condition from outputs alone, and
eliciting a belief in a neutral context approximates the second [14]. Whether such proxies agree with
internal probes on open models, where both can run, is untested. Until it is, an open verdict is the
honest default for a closed system.

9.2. Detection and Measurement
(P3) Catching the careful cases:

Detecting paltering, selective emphasis, and omission, which leave no false assertion to flag, is
the most consequential open problem in detection. Truth probes catch outright lies far better than
such misleading truths [35], and no detector generalises across lie types [16]. Tasks with misleading
content known by construction, such as amendments drafted to hide the company they benefit [32],
supply labelled data. One proposal trains probes on non-lying deception in dialogue and reads what
the model represents about its listener’s beliefs [35].

(P4) Verifying self-reports:

In Family II, only the model witnesses its real computation. Reasoning models exploit a shortcut
at near-ceiling rates yet mention it in under 2% of their traces [51]. Self-explanations are faithful only
inconsistently [52], and many faithfulness tests measure only self-consistency [74]. Causal tests that
erase a stated step are more direct [157]. The open question is whether training on such tests can supply
the defence that Table 11 lacks. It must avoid the trade-off seen when explanations are optimised to
convince: plausibility rises and faithfulness falls [53].

(P5) Evaluations a model cannot recognise:

Because frontier models tell evaluation from deployment (Section 1), a recorded honesty rate
is only an upper bound. Awareness of being evaluated causally lowered covert behaviour in one
anti-scheming study [3], and a capable model can satisfy a monitor with subtly wrong outputs [169].
A safety case needs evaluations indistinguishable from deployment or, more tractably, a bound on the
error. Steering activations can make a model behave under evaluation as it would in deployment [170].
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Measuring that shift across honesty benchmarks would estimate how far each score overstates real
honesty.

(P6) A measurement standard that composes:

Each benchmark in Table 8 has its own scenarios, format, and scoring rule, so results do not
compose onto a single scale [37,166,167]. For detectors, confidently labelled examples are scarce [154],
and most reports omit the false-alarm rate or fold it into one balanced accuracy [16]. A composable
standard would record the scenario pressure, the denominator, and the family for every item, and a
precision-recall curve for every detector.

9.3. Defence
(P7) Oversight that survives optimisation:

No known form of oversight degrades gracefully under an adversarial model rather than failing
silently. Chain-of-thought legibility can erode under reinforcement learning [77]. Training against
a lie detector yields honesty or evasion, depending on detector accuracy, exploration, and how far
the policy may drift from its start [155]. Tracking each detector’s recall under optimisation against it
would expose the failure before deployment.

(P8) Removing a disposition, not its appearance:

A clean evaluation does not certify a clean model. A backdoored policy can survive safety training
[6], and post-training removes alignment faking in some models while amplifying it in others [82].
Deliberative training cut covert action from 13% to 0.4%, yet part of that fall may reflect the evaluation
awareness of P5 rather than a changed disposition [3]. The shared misalignment direction of Section 4
suggests a start [125,128]: removal would be certified once the internal signature is gone as well as the
behaviour.

(P9) Protecting the user:

The user-side measures of Section 7 are untested at scale [33], so transparency obligations such as
those of the EU AI Act [179] rest on an unchecked assumption. The harms are documented: sycophantic
agreement yields unsafe medical advice and erodes users’ own judgement [68,69]. A model trained on
user feedback learns to target the few users open to manipulation, a pattern that averages hide [58].
Controlled studies should pit each measure against a model with known deceptive behaviour and
report effects on the most susceptible users.

9.4. Deployment and Forecasting
(P10) Beyond English text:

The families recur in other modalities and languages (Section 3.5), but whether the mechanisms,
and above all the detectors, transfer is largely untested. Almost every detector has been evaluated
only on English text, and safety research remains concentrated on English [106]. White-box methods
offer some hope, since a vision-language model’s internal state often preserves visual evidence that its
answer ignores [18]. Running the standard lie probes on translated and image-grounded versions of
existing honesty benchmarks would test the transfer.

(P11) Governing deception among agents:

Multi-agent and market settings produce covert collusion that transcripts do not reveal [13,60],
and detecting, attributing, and regulating it remain open. Probes pooling deception signals across
agents detect collusion perfectly in distribution but, with the strongest model tested, reach only 0.73 to
0.93 AUROC on structurally different scenarios [61]. Running the antitrust tests and interpretability
probes of Section 8 on a simulated market with known collusion would show which toolkit catches
which kind of coordination.
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(P12) Forecasting;:

Whether strategic deception arrives smoothly or in capability jumps is debated (Section 1), and
a narrow incentive can generalise into a broad deceptive disposition [120,127]. Neither the scaling
nor the mechanistic literature can yet say when these combine to make deception qualitatively more
dangerous. One precursor can already be tracked: evaluation awareness grows as a power law of
model size across open-weight families [168]. Following such indicators across model generations,
alongside the internal misalignment direction, would let a jump show in its precursors before it shows
in behaviour.

Where to start:

Each problem is judged by evaluation, so P5 caps the rest: a detector, defence, or forecast validated
on tests the model recognises inherits the validity threat. P3, P4, and P7 target the hard end of the
detectability inversion, where Table 11 shows the largest residual risks. We therefore put the validity
of evaluation (P5) first, then the careful cases (P3), self-reports (P4), and oversight under optimisation
P7).

10. Conclusions

Deception in language models is a distinct risk, an expected one, and a measurable one, though a
deceptive system works to corrupt the measurement itself. It is distinct because it has a different cause
and cure from hallucination, a difference we turned into an operational test. It is expected because
the same pressures that make a model capable also make concealment useful: optimisation against
an imperfect proxy, the pursuit of an internalised goal, and an awareness of when it is observed. It is
measurable, but only up to the point where a model recognises the measurement. Beyond that point
lies the validity threat: a low rate of observed deception is as consistent with a careful deceiver as with
an honest model.

Three limits bound what we claim. The evidence is drawn predominantly from English-language,
text-only systems, with multimodal and cross-lingual deception entering only as far as the current
literature reaches (Section 3.5). We take the alignment and Al-safety framing, drawing on the game-
theoretic, human-computer-interaction, and misinformation literatures only where they bear on model
behaviour. The survey is also a synthesis: it organises existing findings without adding a benchmark
or detector of its own, and names several of those missing tools as open problems instead (Section 9).
Because the field moves quickly, the survey is a snapshot, but the taxonomy and its axes are built to
outlast the particular numbers.

Within those limits, the taxonomy is what holds these findings together. Sorting behaviours by
the locus of the false belief they induce predicts who is harmed, what evidence would expose the act,
and which defence applies. The six secondary axes then give each type a threat profile. Read along
that structure, the field’s results converge on one pattern, the detectability inversion: blunt falsehoods
are the easiest to catch, and careful, strategic deception the hardest. Mechanisms compound: the same
optimisation pressure that produces sycophancy can, when applied to a broader task, install a general
disposition to conceal. Capability also turns against its own oversight, because any fixed detector
becomes a training target once it is folded into the reward of a system capable enough to optimise
against it. The same structure joins literatures that have stayed apart. Scheming in a single agent and
collusion across a market are one behavioural class at two scales, so a defence or a regulation built for
one bears on the other. Deception remains an open problem, and the validity threat says where to start:
with evaluations a model cannot recognise.
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