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Abstract: Digital twin technology, a cutting-edge approach that creates dynamic digital replicas of physical
systems, is increasingly integral to various industrial applications. However, the effective deployment of digital
twins often faces challenges associated with data availability, quality, and interoperability, which can impede the
development and operational efficacy of these virtual counterparts. This paper presents a systematic review of the
application of artificial intelligence (AI) in enhancing and managing digital twin technologies across multiple
domains such as industry, healthcare, urban planning, business, education, technology, and others. It specifically
examines how machine learning models, particularly neural networks and deep generative models, are being
employed to optimize the creation, maintenance, and functionality of digital twins. The review explores the role of
artificial intelligence in overcoming data-related limitations by providing robust, scalable data solutions for digital
twins. Additionally, it addresses critical considerations of real-time data processing and system interoperability
within these applications. This survey not only identifies the prevailing challenges and opportunities within
this emerging field but also highlights potential future research directions that could further the integration
of Al with digital twin technology. Through a detailed exploration of the intersection between Al and digital
twins, this paper aims to contribute significantly to the knowledge base and encourage further innovations in this

interdisciplinary area.

Keywords: digital twin; machine learning; generative Al; synthetic data generation

1. Introduction

Digital twins are dynamic digital replicas or models of real-world processes, products, or services
used for digital simulation, testing, modeling, and monitoring. They can model equipment, facilities,
and entire supply chains, capturing significant interest across a variety of sectors [1-3]. Digital twins
are not only about generating synthetic data for training and analysis; rather, they aim to establish a
virtual counterpart that continuously predicts, optimizes, and reacts to its physical twin’s changes in
real time. These systems employ advanced multi-physics, multi-scale, and probabilistic simulations,
leveraging the finest physical models, updated sensor data, and historical fleet data to mirror the
operational life of their real-world counterparts [4].

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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Figure 1. This diagram shows the digital twin generation process, starting with data collection through
sensors and IoT devices. The data undergoes cleaning, preprocessing, and analysis before being utilized
by Al models to simulate and optimize systems within the digital twin. This integrated approach
enhances real-time feedback and control, facilitating predictive maintenance and decision support.

However, it is important to recognize that digital twins alone do not always solve problems or
produce optimal solutions. Despite the numerous achievements of digital twins, there are still many
challenges in their development and application [5]. As the field continues to evolve, addressing these
obstacles is crucial to unlocking the full potential of digital twins and their transformative impact on
various industries. Most existing literature on digital twins focuses mainly on their simulation and
modeling aspects [6,7], which are essential components of digital twin frameworks, supplemented by
continuous updates to the physical entities they represent. However, this process is time-consuming
and costly. Some of the key obstacles and challenges include:

® Predictive Accuracy. Traditional modeling and simulation methods often struggle with predictive
accuracy in digital twins. These methods may not capture the dynamic and complex nature of
real-world systems, leading to less reliable predictions. This limitation can impede the effectiveness
of digital twin implementations that rely on accurate and timely predictions [8].

e Data Analysis and Integration. Digital twins rely on vast amounts of data collected from various
sensors and data sources. This data is often incomplete, noisy, and comes in different formats
and standards. Effectively integrating and analyzing this data, especially in real-time, is a major
challenge. Data accuracy and timeliness are critical to the reliability of digital twins [9].

¢ Data quality. High-quality data is key to the success of digital twins, but in reality, data is often
incomplete, inaccurate, or scarce. These data issues can affect the accuracy and reliability of digital twins.
Automatically detecting and correcting errors and anomalies in the data is also a complex task [10].

Addressing these challenges is essential to fully realizing the potential of digital twins and their
transformative impact on various industries. Advances in artificial intelligence (Al) are making this
transformation possible. Al, ranging from neural networks capable of handling complex patterns to
generative models that create data-rich simulations, drives the forefront of digital twin innovation [11].
Al enhances predictive accuracy by utilizing advanced neural networks, such as CNNs for processing
spatial data and GNNs for understanding complex relationships within data, leading to more accurate
and dynamic predictions in digital twins. Al can quickly analyze and integrate large amounts of data
from sensors and other sources. Using advanced data processing and analysis algorithms, AI can identify
trends, anomalies, and potential disruptions in real-time, enabling faster decisions and interventions.
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Additionally, AI can employ generative adversarial networks (GANSs) and other generative models to
create high-quality synthetic data, filling gaps in actual data and alleviating data scarcity issues. Initially
crucial in industrial engineering and manufacturing, the utility of digital twins is expanding to a broad
range of fields including healthcare, drugs, urban planning, business, education, etc.

The goal of this paper is to provide a comprehensive review of various cutting-edge Al methods
for digital twin generation. To facilitate understanding, we outline the key contributions of this paper
as follows:

e Applications. We explore various real-world application domains and highlight the vast op-
portunities that Al and digital twin technologies offer in bridging operational and data analysis
gaps (Section 2).

¢ AI Models. We introduce a variety of advanced neural network architectures and generative Al

models that are pivotal in creating high-fidelity digital twins (Sections 3-5).
¢ Trustworthiness. We analyze the trustworthiness of the Al-based digital twin model, including

safety, privacy, and interpretability (Section 6).

e Privacy and Fairness. We address concerns regarding privacy and fairness, as sensitive data
used in digital twins can lead to privacy issues and biases from the original data can be replicated.
We evaluate current technological measures and their limitations in protecting data privacy and
ensuring fairness in the development of digital twins (Sections 6 and 7).

¢ Evaluation. We describe various strategies to assess the quality of digital twin simulations,
ensuring their accuracy and applicability in real-world scenarios (Section 7).

* Future work. We pinpoint challenges encountered in the creation and implementation of
digital twins, highlighting areas for further research that could improve their functionality and
deployment (Section 8).
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Figure 2. The main content flow and categorization of this survey.
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2. Digital Twin and Its Application Domains

A digital twin is a virtual representation of a physical entity or system that integrates sensor
data, machine learning, and software analytics to monitor and analyze the entity’s performance and
condition in real-time. It enables the simulation, prediction, and optimization of the physical entity’s
behavior and operational parameters across its lifecycle.
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Figure 3. The use of digital twins in sectors like industry, healthcare, urban planning, business,
education, and technology, showcasing their versatility in improving operations and decision-making.

A digital twin is a multidisciplinary, data-centric, and computationally driven virtual replica of a
physical asset, process, or system. It is composed of three main elements:

¢ Digital Representation: An accurate and dynamic virtual model that mirrors the physical entity’s
geometry, behavior, and interactions. This model can range from simple graphical renderings to
sophisticated simulations that incorporate physics-based modeling, machine learning algorithms,
and historical data.

¢ Data Fusion and Analytics: Real-time data from sensors embedded in the physical entity is
collected and integrated with the digital representation. Advanced analytics, including statistical
analysis, machine learning, and Al techniques, are applied to this data to extract insights, detect
anomalies, predict outcomes, and optimize performance.

¢ Bidirectional Communication: There is a continuous two-way flow of information between the
physical entity and its digital counterpart. Changes in the physical world are reflected in the dig-
ital twin. Conversely, actions or adjustments suggested by the digital twin can be communicated
back to the physical entity, facilitating remote monitoring, control, and intervention.

Digital twins, serving as dynamic virtual replicas of physical systems, are increasingly pivotal
across diverse sectors due to their ability to simulate real-world environments in real-time. The purpose
of a digital twin is to enable predictive maintenance, optimize operations, enhance decision-making,
and facilitate product development and innovation. It serves as a powerful tool for understanding
complex systems, identifying inefficiencies, and exploring potential improvements without the need
for physical prototypes or direct modifications to the actual asset. These advanced models offer
unparalleled insights and predictive power, significantly impacting several fields. Here, we explore
some prominent applications of digital twins across various areas.


https://doi.org/10.20944/preprints202408.2063.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 August 2024 d0i:10.20944/preprints202408.2063.v1

50f 26

2.1. Industry

In the industry, digital twins offer significant advancements, particularly in manufacturing,
component manufacturing, and automotive industries.

In the manufacturing sector, Al-driven digital twins are revolutionizing traditional manufacturing
processes, marking a significant advancement toward smart manufacturing [12-15] and aligning with
the principles of Industry 4.0 [16-18], Industry 5.0 [19,20]. Companies utilize these technologies to
create highly accurate simulations of their manufacturing lines [21,22], which helps in optimizing
not only machine operations [23] but also the assembly process [24] and workshop workflows [25],
reducing downtime, and enhancing product quality [26,27].

Al-aided digital twins are fundamentally transforming the approach to component lifecycle
management in component manufacturing. These advanced digital twin models are an indispensable
part of precision engineering and automation, significantly enhancing the accuracy and efficiency of
component fabrication. Digital twins enhance the sustainability of materials by refining the design,
production, and even disposal stages of complex parts. For example, in terms of production processes,
digital twins can optimize techniques like the die-casting of aluminum [28], boosting product yield
rates through intelligent simulations. Furthermore, digital twins enable the simulation of component
aging and damage to facilitate predictive maintenance and reduce downtime, such as gear surface
degradation [29], tool wear [30], and product damage detection [31].

Another noteworthy implementation of digital twins in the industry is within the automotive
sector, where this technology simulates the entire car production line to predict outcomes under
various scenarios, enhancing resource management and product development [32]. In vehicle-to-
everything applications, IDT-SDVN virtualizes the intelligent digital twin of the physical SDVN
network, improving performance and learning capabilities [33]. For autonomous vehicles, digital
twins create accurate simulations of driving scenarios, aiding in testing and refining vehicle responses
under various conditions without actual exposure to hazards [34], ensuring safety and security before
release [35,36].

2.2. Healthcare

In healthcare, digital twins offer significant advancements [37-42], particularly in personalized
medicine [43] and complex surgical procedures. Digital twins, virtual replicas of physical entities,
utilize real-time data and advanced analytical techniques to provide precise simulations and pre-
dictions of health conditions. These models have a profound impact on healthcare by representing
biological entities such as cells [44,45], cell cultures [46,47], tissue samples [48], organs [49-51], animal
models [52,53], and full human representations [54,55]. They enable the simulation of real experiments
using advanced computational techniques, enhancing the understanding of biological processes [56].

In personalized medicine, digital twins offer tailored treatments through predictive modeling
and risk assessment [57]. By simulating treatment scenarios, digital twins optimize patient responses,
maximizing efficacy and minimizing side effects [58]. They assess individual risks for diseases by
analyzing genetic traits, lifestyle choices, and environmental factors, enabling preventive measures
and targeted interventions [59-64]. In managing chronic diseases, digital twins provide continuous
predictive analytics, improving disease control and patient quality of life [65]. They function as early
warning systems, identifying potential health risks for timely interventions [59-64], and are used to
monitor and optimize fitness plans based on real-time data [65].

Digital twin technology in clinical trials enhances efficiency and accuracy by creating virtual
replicas of patients, enabling the simulation of trial scenarios [66,67]. By integrating diverse data
sources, digital twins model patient responses to treatments, optimizing trial design and predicting
outcomes. They allow for virtual trials, reducing the need for extensive physical trials and accelerating
drug development processes [68-72]. Digital twins also improve patient recruitment by identifying
suitable candidates based on their digital profiles, ensuring more targeted and effective trials. Addi-
tionally, they enhance monitoring and management of ongoing trials by providing real-time insights
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into patient conditions and treatment effects, allowing for timely adjustments [73-75]. This approach
minimizes risks, reduces costs, and increases the overall success rate of clinical trials, paving the way
for more innovative and personalized medical solutions [76-81].

2.3. Urban Planning

The application of digital twin technology in urban planning is revolutionizing how cities are
designed, managed, and developed, offering significant potential to improve urban efficiency, sustain-
ability, and livability. Digital twins are virtual replicas of physical entities that utilize real-time data
and advanced analytical techniques to simulate and predict urban dynamics.

One of the primary applications of digital twins in urban planning is in city infrastructure
management. By creating digital twins of city infrastructure, such as roads, bridges, and utilities, urban
planners can monitor their condition in real-time, predict maintenance needs, and optimize resource
allocation [82,83]. This proactive approach helps prevent infrastructure failures, reduces maintenance
costs, and ensures the smooth functioning of urban systems [84,85].

In transportation planning, digital twins play a crucial role in optimizing traffic flow and reducing
congestion. By simulating various traffic scenarios and analyzing real-time data from sensors and
cameras, planners can identify bottlenecks, optimize traffic signal timings, and develop efficient public
transportation routes [86,87]. This leads to reduced travel times, lower emissions, and improved
overall mobility in the city.

Digital twins also enhance disaster management and resilience planning. By modeling the city’s
infrastructure and simulating different disaster scenarios, such as floods, earthquakes, or fires, planners
can identify vulnerable areas, plan evacuation routes, and optimize emergency response strategies [88].
This improves the city’s preparedness and resilience, reducing the impact of disasters on residents and
infrastructure.

In sustainable urban development, digital twins enable planners to model and analyze the
environmental impact of different development scenarios. By simulating energy consumption, water
usage, and waste generation, planners can identify sustainable practices, optimize resource utilization,
and develop green infrastructure solutions [89,90]. This contributes to the creation of more sustainable
and environmentally friendly urban environments.

Moreover, digital twins facilitate community engagement and participation in urban planning
processes. By providing interactive and visually engaging models of urban development plans,
residents can better understand proposed changes, provide feedback, and actively participate in
decision-making processes [91,92]. This enhances transparency, fosters community trust, and ensures
that urban development aligns with the needs and preferences of residents.

Overall, digital twin technology in urban planning offers numerous benefits, including enhanced
infrastructure management, optimized transportation, improved disaster resilience, sustainable devel-
opment, and increased community engagement. As digital twin technology continues to advance, it
will play an increasingly vital role in shaping the future of urban environments [93].

2.4. Business

Digital twins are pivotal in business for strategic planning and crisis management. They simulate
various strategic decisions and their impacts, helping model market changes, supply chain disruptions,
and shifts in consumer behavior for robust decision-making and risk management [94]. For instance,
in logistics, digital twins optimize routes and inventory levels, reducing costs and improving service
delivery [95].

In manufacturing, digital twins enhance operational efficiency by monitoring machinery health
and predicting maintenance needs, preventing downtime, and ensuring consistent output and higher
profitability [96]. In retail, digital twins simulate store layouts, customer flow, and inventory man-
agement to optimize store design, streamline processes, and boost sales. They also help understand
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consumer behavior by integrating data from various sources, enabling personalized marketing strate-
gies.

In financial services, digital twins improve risk assessments and fraud detection by simulating
transactions and market behaviors to identify anomalies and potential risks. They also support
compliance with regulatory requirements through detailed, real-time reporting.

In human resources, digital twins model workforce dynamics, including performance and
turnover. Analyzing these models helps businesses develop strategies to improve employee sat-
isfaction, enhance productivity, and reduce turnover rates by simulating the impact of various HR
policies [97].

Overall, digital twin technology offers comprehensive benefits across various business sectors,
driving efficiency, reducing costs, and enhancing strategic decision-making [96].

2.5. Education

Educational institutions increasingly harness digital twins to foster interactive and engaging
learning environments. Digital twins of archaeological sites or biological ecosystems offer students
hands-on experiences with otherwise inaccessible systems, enhancing learning outcomes and under-
standing of complex subjects [98]. This technology also facilitates virtual dissections of historical
events and scientific phenomena, creating immersive educational experiences [99].

Furthermore, digital twins provide personalized learning experiences by tracking individual
student progress and tailoring instruction to meet unique needs. In higher education, they transform
laboratory and practical training, allowing students to interact with digital twins of equipment, virtual
patients, or experimental setups, thereby enhancing practical knowledge and competence. Additionally,
digital twins optimize campus management and operations by monitoring facilities efficiently and
planning infrastructure changes effectively.

Moreover, digital twins facilitate collaborative projects and research by providing a shared virtual
environment, enabling students and researchers from different disciplines and locations to work
together on complex projects. They also support lifelong learning and professional development
by continuously updating with new data and insights, ensuring learners stay current with industry
developments.

Overall, digital twin technology in education offers numerous benefits, including personalized
learning, enhanced training, optimized campus management, and improved collaboration and research,
shaping the future of education to be more interactive, efficient, and tailored to individual needs.

2.6. Technology

The application of digital twin technology is transforming network management, immersive
experiences, and intelligent systems. Digital Twin Network (DTN) enables virtual replicas of network
components for real-time monitoring, predictive maintenance, and optimization [100,101]. DTNs
simulate network scenarios to predict issues, enhancing reliability and efficiency.

In augmented reality (AR), digital twins enhance interactive and immersive experiences, particu-
larly in digital assembly. This integration allows users to visualize and interact with virtual models
overlaid on the physical world, improving accuracy and reducing errors [102,103].

For smart cities, digital twins manage urban infrastructure and services by creating replicas of city
components like buildings and transportation systems. This aids in real-time monitoring, optimizing
resource allocation, and enhancing public safety [82,104].

In healthcare, digital twins of medical devices and patients enable personalized medicine and
improved patient care through optimized performance and maintenance [97].

In aerospace and defense, digital twins model complex systems like aircraft, allowing comprehen-
sive testing and simulation to ensure reliability and safety, reducing costs associated with physical
testing.
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Overall, digital twin technology enhances network management, AR experiences, urban manage-
ment, personalized healthcare, and aerospace and defense systems, driving innovation and efficiency
across technological domains [105].

Table 1. Summarization of representative works in digital twin design.

Paper application generative Al or DNN | dataset
DDT [106] Industry VAE + GAN The Gearbox Dataset
CTVAE [107] IoT Intrusion Detec- | CTVAE UNSW-NB15

tion

3. Deep Neural Network

Deep learning [108], a sub-field of machine learning, has garnered significant attention in recent
years due to its numerous breakthroughs and successful applications in various fields, such as computer
vision, natural language processing, audio analysis, drug discovery, etc. The heart of deep learning
is the artificial neural network [109], a machine learning approach modeled after the structure and
function of the human brain. In this section, we explore different types of deep neural networks,
specifically Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and Graph
Neural Networks (GNNs), each designed to process specific data structures such as sequences and
graphs. These models are fundamental in augmenting the traditional digital twin capabilities by
leveraging the power of Al to enhance both efficiency and practical applications.

3.1. Convolutional Neural Network (CNN)

Convolutional Neural Networks (CNNs) [110] are designed to capture local patterns in data
features and are widely used for analyzing images, text, and sequential data. The core idea behind
CNN:s is the convolutional layer, which applies a set of learnable filters (or kernels) to the input data.
For images, a two-dimensional convolutional layer slides over the image, capturing local patterns in
both horizontal and vertical directions. The operation can be formulated as:

h(l (2 W’”” z+m ]+n + b(l)> (1)

()

is the output feature map at layer I, Wy, is the convolutional filter applied to the

(I-1)
i+m,j+n
activation function, such as ReLU.

CNN s can also be adapted to handle sequential data using one-dimensional convolutional layers,
where the filter slides along the temporal or spatial sequence to capture relevant patterns. These
architectures are particularly effective in tasks such as image recognition, text classification, and
natural language processing. For more detailed information on CNNSs, please refer to [111].

Applications in Digital Twin. Digital twins could provide precise simulations and predictions
through real-time data interaction and analysis. CNNs have become vital tools for enhancing digital
twin systems with their superior performance in processing high-dimensional data. For example,
EfficientNet CNNs detect spoofing in digital twins of e-health [112]. In robotics, CNNs generate and
select grasps for intelligent robotic grasping digital twins [113]. Additionally, a CNN-LSTM-attention
model enhances real-time degradation prediction of lithium-ion batteries [114]. Acoustic signals and
CNN:ss are used in digital twins for welding quality inspection [115], while visualized weld joint growth
monitoring and penetration control benefit from deep learning-powered digital twins [116].

)

where h

local region of the input x; from the previous layer, b(!) is the bias term, and f(-) is a non-linear

3.2. Recurrent Neural Network (RNN)

Recurrent Neural Network (RNN) [117,118] models sequence data and captures the long-term
dependencies in the sequence data. To handle sequence data, the recurrent neural network (RNN)
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was designed, originally for natural language. Token is the basic unit of a sequence. The set of all the
tokens is called the vocabulary. We suppose the sequence of interest has T tokens, or T in length. The
sequence data can be formulated as x1 x@ ... x(T) where x() is the input feature vector at time ¢
(i.e., the t-th element in the sequence). We use h h®), ... h(T) to denote the hidden state (latent
variable) at different times. Generally, the RNN can be formulated as

h) — fl(x(t),h(ffl)), olt) — fz(h(t)), )

where the current hidden state h(*) relies on both previous hidden state h{*~1) and the current input
x(), where f1(-) and f,(-) are both neural networks. However, when traditional RNNs are unrolled,
they can result in a very deep neural network, with a depth equal to the length of the sequence. This
can lead to the vanishing gradient problem, particularly for long sequences. To address this issue, two
popular variants of RNN have been proposed: (1) Long Short-Term Memory Networks (LSTMs) [119]
and (2) Gated Recurrent Units (GRUs) [120]. Both of these variants have been thoroughly studied and
widely used in the modeling of sequence data.

Applications in Digital Twin. RNNs have been successfully applied to the generation of digital
twins in various innovative contexts. For instance, time series prediction is enhanced using a hybrid
ensemble empirical mode decomposition and BO-LSTM neural networks [121]. Real-time temperature
prediction and degradation analysis for lithium-ion batteries utilize LSTM neural networks for digital
twins [122]. Additionally, tool condition prognostic models leverage digital twin systems to predict
tool health and performance [123]. These applications highlight the effectiveness of RNNs in digital
twin technology.

3.3. Graph Neural Network (GNN)

Graph Neural Networks (GNNs) [124,125] are designed to capture the complex topological
structures in graph data, such as chemical compounds, proteins, and knowledge graphs. GNNs
represent graph topology by passing information between nodes and edges, enabling a comprehensive
understanding of graph structures.

A graph is represented as G = (V, E), where V is the set of nodes and E is the set of edges. GNNs
use a neighborhood aggregation approach, where each node’s representation is iteratively updated by
combining the representations of its neighboring nodes. Formally, the feedforward rule for the I-th
layer of a GNN is given by:

hz(,l) = Aggregate({h&l_l)}ueN(v)) I=1,---,L, 3)

where hz(,l) is the representation vector of node v at layer /, and N (v) is the set of neighboring
nodes. The aggregate function Aggregate(l ) is typically a neural network.

After L layers, the node’s final representation h(1) captures its L-hop neighborhood structure. To
obtain a graph-level representation, a READOUT function aggregates all node embeddings:

hg = READOUT({hZ(,L) }vev), 4)

where READOUT can be an average or summation function over all nodes in V.

Applications in Digital Twin. GNNs [126,127] have been successfully applied to generate
digital twins in various innovative contexts, demonstrating their versatility and effectiveness. For
instance, GNNs are used for network slicing management [128] and network optimization [129]. In
manufacturing, they facilitate cognitive digital twins for system optimization [130]. GNNs also forecast
patients” medical conditions, aiding in personalized healthcare [131]. Additionally, FlowDT leverages
GNN:s for flow-aware digital twins in computer networks [132], and GNNs optimize power allocation
and user association in terahertz band networks [133].

d0i:10.20944/preprints202408.2063.v1
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4. Generative AI Methods

Generative Al has rapidly emerged as a pivotal area within artificial intelligence, attracting
widespread attention due to its groundbreaking advancements and successful implementations in
diverse fields, including image generation, text synthesis, audio creation, and drug discovery. Central
to generative Al is the principle of learning to produce new data that mirrors existing patterns. In
this section, we examine several generative Al models, including Variational Autoencoders (VAEs),
Generative Adversarial Networks (GANSs), and Large Language Models (LLMs), each tailored to
generate specific types of data such as images, text, and more. These models play a vital role in
elevating the creative and predictive capabilities of traditional digital twins, empowering them to
generate realistic simulations, drive innovative design, and enhance decision-making processes across
various domains.

4.1. Variational Auto-Encoder (VAE)

Variational Auto-Encoders (VAEs) [134] are generative models integrating deep learning with
probabilistic graphical models. VAE comprises two neural networks:

1. Encoder maps the data object x to a fixed-dimensional latent variable z € R?. It is denoted as
q(z|x; 01), with 67 as learnable parameters.

2. Decoder reconstructs the data object from z. It is denoted as p(x|z; 6;), with 6, as learnable
parameters.

The objective of VAE training is to maximize the Evidence Lower Bound (ELBO), given by:

L(61,02;x) = Ey 10, [log p(x|2; 02)] — KL(q(z|x; 61)([p(2)),

where KL denotes the Kullback-Leibler divergence. The first term ensures that the decoder accurately
reconstructs the input data, while the second term regularizes the distribution of the latent variables to
match a prior distribution, typically Gaussian. This balance allows VAEs to generate new similar data
points by sampling from the learned latent space, making them powerful tools for data generation and
representation learning.

Applications in Digital Twin. VAEs have been prominently utilized to generate digital twins in
various fields, enhancing detection, diagnostics, and prognostics capabilities. Specifically, Variational
Autoencoders (VAEs) form the backbone of a deep digital twin (DDT) framework used in prognostics
and health monitoring (PHM). The DDT framework leverages deep generative models, like VAEs, to
learn the distribution of healthy operational data at the beginning of an asset’s life cycle, bypassing
the need for historical failure data. This enables the DDT to detect early-stage faults, monitor asset
degradation, and distinguish between different failure modes in both stationary and non-stationary
conditions, even when trained solely on healthy data. Such capabilities make the DDT a powerful tool
for automating predictive maintenance scheduling across diverse asset fleets, enhancing the overall
reliability and efficiency of PHM systems [106].

Additionally, the TWIN method employs VAEs to generate personalized clinical trial digital
twins, creating virtual patients that closely mirror individual participant characteristics. This approach
addresses the limitations of prior research, which often focused on generating electronic healthcare
records (EHRs) with large training datasets but lacked the granularity needed for personalized patient
simulations. By using VAEs, TWIN can produce high-fidelity synthetic clinical trial data that maintains
the temporal relationships between visits and events, aiding in patient outcome predictions even in
low-data scenarios. Furthermore, TWIN enhances privacy protection when sharing synthetic data,
making it a valuable tool for advancing drug development and optimizing clinical trial processes [135].

4.2. Generative Adversarial Network (GAN)

Generative Adversarial Networks (GANSs) [136,137] consist of two neural networks: a generator
(G) and a discriminator (D). The generator Gg generates synthetic data from a latent variable z ~


https://doi.org/10.20944/preprints202408.2063.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 28 August 2024 d0i:10.20944/preprints202408.2063.v1

11 of 26

p(z), aiming to fool the discriminator, while the discriminator Dy tries to distinguish real data from
generated data. The GANSs’ objective is formulated as a minimax game:

minmax £(¢,0) = Ex- . 108 Dg(()] + B, () 1081 — D(Go(2)))] 6)

Training alternates between optimizing D with fixed G, maximizing;:

max L(¢) = Exopgan 108 Dgp ()] + E, () [l0g(1 — Dy (Go(2)))]- (6)

and optimizing G with fixed D, minimizing:

min £(0) = E, ;) log(1 — Dy (Go(2)))] %

This process leads G to produce data increasingly indistinguishable from real data, as D becomes
better at differentiating between real and generated samples.

Applications in Digital Twin. GANs have been successfully applied to the generation of digital
twins in various innovative contexts, demonstrating their versatility and effectiveness. For example,
rAC-GAN is used in a digital twin-enabled IoMT system for surgical simulation, enhancing training
and procedural accuracy [138]. In pandemic modeling, GANs combined with bidirectional LSTM
create digital twins to model COVID-19 dynamics [139]. Additionally, Wasserstein GANs enable early
drift fault detection in wireless sensor networks [140], and GANSs are utilized to model machining
vibrations [141]. GAN-MDF integrates multi-fidelity data for digital twins [142], and GANs model
intelligent communication networks [143]. Furthermore, generative models form the basis for digital
twins in various applications, enhancing anomaly detection and diagnostics in cyber-physical systems
and oil and gas stations [144-146]. These applications highlight the broad impact of GANs in advancing
digital twin technology.

4.3. Large Language Model

Large Language Models (LLMs) are advanced machine learning models designed to proficiently
understand and generate human language [147,148]. These models, built using deep neural networks
with billions of parameters, excel in various natural language processing (NLP) tasks, including text
generation, translation, summarization, and question-answering.

Key Components.

¢ Transformer-based Architectures. LLMs typically rely on transformer architectures, which use self-
attention mechanisms to capture complex dependencies in the data. The self-attention mechanism
can be described as:

Attention(Q, K, V) = softmax QKT 1%
7 7 \/ﬁ 7

where Q, K, and V are the query, key, and value matrices, respectively, and dj is the dimension of
the key vectors.

® Pre-training. LLMs are pre-trained on massive text corpora to learn general language representa-
tions. This unsupervised phase allows the model to capture a wide range of linguistic patterns and
knowledge.

¢ Fine-tuning. After pre-training, LLMs are fine-tuned on specific tasks using labeled data. This
process adapts the general language knowledge to the particular requirements of the target task.

Applications in Digital Twin. LLMs have demonstrated state-of-the-art performance on nu-
merous NLP benchmarks, opening new possibilities for Al applications. However, they also pose
challenges, including ethical considerations, computational resource demands, and the need for robust
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bias mitigation and fairness mechanisms. As research progresses, LLMs are expected to become
even more powerful and versatile, driving Al advancements and transforming technology interac-
tions [149,150]. The LLM-based model TWIN-GPT can establish cross-dataset associations of medical
information with limited data [151], generating personalized digital twins for patients and enhancing
clinical trial outcome predictions [152,153]. A study compares LLM output quality for defining digital
twin requirements with domain expert specifications, highlighting prompt engineering insights [154].
In Industry 4.0, a novel approach facilitates Asset Administration Shell (AAS) instance creation for
digital twin modeling, enhancing interoperability and reducing manual effort [155]. ChatTwin, a
conversational system leveraging GPT-4, automates scene description document generation for digital
twins by segmenting prompts, generating scenes, and optimizing content [156].

5. Other AI Methods

Other Al methods, such as federated learning, transfer learning, reinforcement learning, and
genetic algorithms, also play critical roles in enhancing the functionality and performance of digital
twins.

5.1. Federated Learning

Federated learning (FL) is a decentralized approach where multiple clients collaboratively train
a model under the coordination of a central server, while keeping their data locally, making it ideal
for scenarios requiring data privacy. Each client computes updates to the global model using its local
data and sends these updates to the central server. The server aggregates the updates, typically using
federated averaging (FedAvg), to improve the global model, which is then sent back to the clients for
further training.

Federated Learning Framework.

Key components include:

¢ Clients. Local entities that hold data subsets and perform local computations.
¢ Local Model Update. Clients update the local model using their data D, by optimizing the local

objective function L.(w; D,).
* Global Model Aggregation. The server aggregates updates from clients as:

y_ 1
C|

wittl

Z WC/

ceC

where w, is the client update.
¢ Privacy Mechanisms. Techniques like differential privacy and secure multi-party computation

protect data during aggregation.

Applications in Digital Twin. Federated learning significantly enhances the capabilities and
performance of digital twin systems by effectively addressing critical challenges in data processing
and privacy preservation [157]. This decentralized approach enables digital twins to integrate insights
from diverse sources while ensuring that raw data remains confidential, a crucial benefit in sensitive
environments such as industrial IoT [158]. By localizing data processing, federated learning allows
individual devices to train models on their own data independently, transmitting only the model
updates to a central server. This server then aggregates these updates into a comprehensive global
model, which is disseminated back to all participating devices. This method not only improves
the accuracy and reliability of digital representations by leveraging diverse data sources but also
significantly reduces the risks associated with data breaches [159]. The interaction between federated
learning and digital twins is particularly pertinent in complex, dynamic scenarios such as air-ground
networks, where drones may serve as aggregators. These drones can utilize incentive mechanisms
based on the Stackelberg game to optimize client selection and participation, thereby enhancing the
accuracy of digital twin models while promoting energy efficiency across the network [160].
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5.2. Transfer Learning

Transfer learning (TL) is a technique where knowledge gained from solving one problem is
applied to a related but different problem, making it especially useful when labeled data for the target
task is scarce but abundant for a related source task [151,161]. The process involves fine-tuning a
model trained on a source domain with abundant data for use on a target domain with limited data,
leveraging learned features to improve the target model’s performance.

Transfer Learning Framework.

Key components include:

¢ Source Domain and Task. The source domain Dg contains a large labeled dataset for the source
task 7Ts. For example, Dg could be ImageNet, with 75 being image classification.

¢ Target Domain and Task. The target domain D7 has fewer labeled examples for the target task 7T,
like a medical imaging dataset for disease detection.

¢ Pre-trained Model. A model is trained on Dg to solve Ts and serves as the pre-trained model, often
involving deep neural networks.

* Feature Extraction and Fine-tuning. The pre-trained model is adapted to Dr either by using it as a
fixed feature extractor or by fine-tuning it on the target data.

¢ Knowledge Transfer. Knowledge is transferred through shared features that benefit both domains.

Transfer learning is a machine learning approach where a model developed for one task is
repurposed as the starting point for a model on a second, related task. This method is particularly
popular in deep learning, where pre-trained models are adapted to new problems with similar data
characteristics.

Applications in Digital Twin. The integration of digital twins with transfer learning has shown
significant promise in domains such as fault diagnosis and structural analysis [162]. In fault diagnosis,
the Deep Fault Detection and Diagnosis (DFDD) approach combines digital twins and deep transfer
learning across both virtual and physical phases, enabling more accurate fault detection and diagno-
sis [163]. Another innovative framework employs a digital twin in conjunction with deep transfer
learning, utilizing a Novel Sparse De-noising Auto-Encoder (NSDAE) pre-trained on condition data to
enhance diagnostic capabilities [164]. In the field of structural analysis, digital twins are used to gener-
ate damage samples from numerical models, which are then employed to train a Convolutional Neural
Network (CNN). This CNN is subsequently transferred to real structures using transfer learning,
significantly improving detection accuracy and performance [165].

5.3. Reinforcement Learning

Reinforcement learning (RL) [166] is a powerful learning paradigm that addresses sequential
decision-making problems [167]. In RL, an agent interacts with an environment to maximize cumu-
lative reward. At each time step, the agent observes the environment’s state, selects an action, and
receives a reward based on its performance. The goal is to learn a policy that maps states to actions,
maximizing long-term rewards.

Markov Decision Process (MDP).

RL is often modeled as a Markov decision process (MDP) [168], where the future state depends
only on the present state, not the past (Markov property). Formally, at time ¢, with state s(*), the state
transition is:

P(s(t) |S(1), . ,s(t_l)) = P(S(t) |S(t_1)).
Key components include:

* State space S: Set of all possible states.
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Action space A: Set of all possible actions.

Agent: Policy g (a|st=1), often a deep neural network, maps states to actions.

State transition dynamics: The transition from s(!~1) to s(!) under action a.

Reward function R(s("),s(!=1)) : S x S — R: Provides feedback based on the current state.

Applications in Digital Twin. Reinforcement learning (RL) has been increasingly integrated with
digital twin technology across various domains, significantly enhancing both simulation fidelity and
operational efficiency. In smart manufacturing, digital twins serve as high-fidelity environments where
RL agents are trained to optimize performance, leading to improvements in production processes and
resource management [169-171]. The precision required in robotic arm control is also greatly enhanced
through the combination of digital twins and RL, enabling more accurate and efficient operations [172—
174]. In networked environments, digital twins leverage RL for tasks such as computation offloading,
adaptive task allocation, and edge collaboration, resulting in significant gains in system efficiency and
adaptability [175-180]. Furthermore, the application of RL within digital twins extends to areas such as
supply chain management and UAV cooperative search, where it has demonstrated broad applicability
and marked improvements in performance [181,182]. The versatility of RL-driven digital twins is
further exemplified in fields like de novo molecular design, vehicular networks, and construction
robotics [176,183,184].

5.4. Genetic Algorithm (GA)

The genetic algorithm (GA) [185] is a combinatorial optimization method inspired by natural
selection and evolution. Unlike neural network-based approaches, GA does not have learnable
parameters, is easy to implement and tune, and avoids overfitting. The GA process begins by randomly
sampling a population of candidates from a library.

In the t-th generation (iteration), the GA follows three essential steps:

1. Crossover: Recombines the structure of two randomly selected parents from the population to
generate new children. This process is repeated multiple times, producing an offspring set S(*).

2. Mutation: Slightly alters the structure of a single parent, randomly selected from the population, by
modifying a substructure. The mutation is performed multiple times, with the resulting offspring
added to S®).

3. Evolution: Given the offspring pool o generated by crossover and mutation, the candidates are
filtered, and the top K candidates are selected to form the next generation S(*+1).

The overall process is defined as:

S® = MUTATION(P!~1) U CROSSOVER(P*~1)),

(8)
P = top-K(SM).

Applications in Digital Twin. Genetic algorithms (GAs) have substantially advanced digital
twin technology across various sectors by providing robust optimization capabilities. In robotics,
GAs have been employed to enhance trajectory precision and efficiency, leading to more accurate and
reliable robotic movements [186]. In the renewable energy sector, they have significantly improved the
simulation of photovoltaic (PV) power generation, contributing to more efficient energy management
systems [187]. Maintenance scheduling has also benefited from the integration of digital twins
with genetic programming, resulting in increased system reliability and reduced downtime [188].
Additionally, human-robot assembly processes have been optimized through multi-adaptive genetic
algorithms, leading to more seamless and efficient production lines [189]. Real-time decision support
and predictive simulation learning, enabled by the integration of GAs with digital twins, have been
applied across various industries to enhance operational efficiency and responsiveness [190]. In
the shipbuilding industry, digital twins combined with genetic algorithms have optimized welding
production lines, improving overall manufacturing efficiency [191]. Furthermore, manufacturing
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processes have seen advancements in scheduling and maintenance through the synergistic use of
digital twins and genetic algorithms, leading to more streamlined and predictive operations [192,193].

5.5. Post-Training

Generative models, such as diffusion models and large language models, are typically pre-trained
on vast datasets to approximate the overall data distribution. However, directly applying these pre-
trained models often fails to consistently produce outputs that meet specific requirements, despite their
ability to generate high-reward samples. These high-reward samples tend to have low probabilities in
the pre-trained distribution, which limits the efficacy of relying solely on these models for consistent
high-quality results. To address this challenge, OpenAl introduced Reinforcement Learning from
Human Feedback (RLHF) [194] to enhance the probability of generating high-reward outputs. RLHF
refines a model’s capabilities by generating responses to prompts, ranking these responses based
on human feedback, and then training a reward model on this ranked data. This reward model is
subsequently used to fine-tune the model, improving its ability to produce high-quality responses [195].
Recently, this approach has been extended to other domains, including text-to-image generation [196]
and molecule synthesis [197]. Post-training methods, such as RLHF, are increasingly favored over
filtering high-quality data during pretraining due to the cost-effectiveness and precision of post-
training. By concentrating on fine-tuning pre-trained models, post-training boosts the likelihood
of generating high-reward samples, leveraging existing model capabilities rather than constructing
them from scratch, as seen in traditional reinforcement learning (RL). This distinction underscores the
potential of post-training as a future mainstay in controllable generation, particularly in areas such as
synthesizable molecule design.

Applications in Digital Twin. Integrating post-training with digital twin technologies presents
promising research opportunities. Digital twins—virtual representations of physical entities—stand
to gain substantially from post-training techniques, particularly in enhancing simulation fidelity and
optimizing operational scenarios. By refining generative models with post-training, digital twins could
not only improve their replication of physical phenomena but also navigate a broader spectrum of
high-reward scenarios, leading to the development of more resilient and adaptable systems.

6. Trustworthiness

6.1. Safety

The safety of Al technologies in digital twin applications is a pivotal concern, given their signif-
icant role across various industries. Ensuring the responsible and secure deployment of Al in this
context involves several critical considerations:

¢ Data Privacy. Al systems in digital twins often utilize extensive data sets to simulate and predict
the behavior of physical systems. Protecting the privacy and security of this sensitive data is
crucial to prevent unauthorized access, breaches, or misuse, especially since these systems can
represent critical infrastructure or personal data.

* Cybersecurity: Al-powered digital twins are susceptible to cyber threats. Protecting the digital
twin infrastructure from hacking or malicious manipulation is vital to maintaining the integrity
and functionality of these virtual representations.

* Robustness and Reliability: Al models used in digital twins must be robust against adversarial
attacks and capable of handling unexpected inputs. Quantifying uncertainty is particularly
important to ensure the safety and reliability of Al algorithms in digital twins, where decisions
might directly impact physical systems and have real-world consequences.

These safety measures are essential to safeguarding the effectiveness and security of Al applica-
tions in digital twins, where the digital and physical worlds converge.
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6.2. Interpretability

The interpretability of Al-based digital twin design refers to the degree to which the mechanisms
and decision-making processes of the Al models integrated into digital twins can be understood and
explained. This involves enhancing the transparency of complex machine learning models, such
as deep neural networks, used to simulate and predict the behavior of physical systems. When an
Al-based digital twin is interpretable, it enables users to comprehend how and why the digital twin
makes certain predictions or decisions. This level of understanding is crucial for validating the twin’s
accuracy, troubleshooting potential issues, and ensuring trust and confidence in its use across various
applications [198-200].

6.3. Fairness

The fairness of Al algorithms in the context of Al-based digital twin design pertains to the extent
to which these algorithms treat all simulated entities or groups equitably and without bias. Fairness
becomes particularly significant when digital twins are utilized in sectors like manufacturing, urban
planning, and infrastructure management, where decisions can profoundly influence operational
efficiencies and safety [201,202].

A fair Al-based digital twin ensures that its simulations and predictions do not disproportionately
benefit or disadvantage any specific segment of the modeled environment or population. Achieving
fairness in Al-driven digital twins is essential to prevent discriminatory outcomes, adhere to ethical
standards, and ensure equal treatment across all aspects of digital twin deployment. This commit-
ment to fairness is crucial for maintaining trust and fostering widespread acceptance of digital twin
technologies [203-206].

7. Evaluation

In this section, we examine different methodologies for assessing the quality of Al-generated
digital twins, which is essential for determining their effectiveness and applicability in real-world
scenarios. We categorize these evaluation methods as follows:

¢ Human Evaluation: This method involves human judges, either domain experts or general users,
assessing the quality of digital twins. Evaluators might compare the behaviors and outputs of digital
twins with those of their physical counterparts to determine their accuracy and realism. Although
direct, human evaluation can be costly, slow, subjective, and difficult to scale, especially when the
digital twins represent complex or high-dimensional systems.

¢ Statistical Difference Evaluation: This approach involves calculating and comparing statistical
metrics from both the digital twins and their real-world counterparts. Metrics such as performance
consistency, operational data alignment, and other relevant statistical measures are analyzed. The
closer these statistics between the digital twins and real systems, the higher the quality and fidelity
of the digital twins.

¢ Evaluation with Pre-trained Machine Learning Models: In the context of digital twins, pre-trained
models can assess the realism and accuracy of a twin by predicting its responses under various
conditions and comparing them with actual system responses. This method is particularly useful in
scenarios where digital twins are used for predictive maintenance and operational optimization.

¢ Training on Digital Twin Data and Testing on Real Data (TSTR): This method tests the utility
of digital twins by using them to train machine learning models and then testing these models
on real-world data. High performance on real data indicates that the digital twin has successfully
captured essential characteristics of the physical system, making it a useful proxy for simulations
and predictions [152,207].

¢ Application-Specific Evaluation: Depending on the specific use case or domain, tailored evaluation
methods may be employed to assess the quality of digital twins. These methods consider the unique
requirements or constraints of the application, such as regulatory compliance, operational accuracy,
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and safety considerations. Evaluating digital twins within the context of their intended use provides
a more accurate assessment of their quality and applicability.

¢ legal Challenges: In the legal field, digital twins provide innovative methods for scenario analysis
and forensic investigations. Digital recreations of crime scenes or accident sites enable the sim-
ulation of various scenarios to assess their plausibility. This application supports more accurate
interpretations of events and aids in courtroom presentations, offering clear, visual explanations
of complex situations [208]. The ability to virtually revisit scenes and test different hypotheses can
significantly impact the outcome of legal proceedings [209].

These methodologies offer diverse ways to gauge the quality of Al-aided digital twins, helping
researchers and practitioners determine their effectiveness and applicability in practical scenarios.
Employing a combination of these strategies can provide a more comprehensive understanding of the
strengths and weaknesses of digital twins, facilitating further improvements in digital twin generation
technologies.

8. Future Directions

The ongoing development in Al and digital twin technology presents a multitude of research
opportunities that have the potential to significantly advance the field. As these technologies continue
to evolve, several key areas of focus have emerged that warrant deeper exploration and innovation:

e Improved Algorithms for Real-Time Processing: As digital twins are increasingly used in
dynamic environments where real-time decision-making is critical, the development of more
efficient algorithms capable of processing and analyzing vast amounts of data instantaneously
becomes essential. Future research should focus on optimizing these algorithms to handle high-
frequency data streams, ensuring that digital twins can provide timely and accurate insights.
By improving the speed and accuracy of real-time data processing, digital twins will be better
equipped to mirror their physical counterparts and react to changes with minimal latency, which
is crucial for applications in areas like manufacturing, healthcare [210,211], and smart cities.

¢ Advanced Simulation Techniques: The complexity of modern systems demands simulation
methodologies that can accurately model and predict behaviors across multiple dimensions
and scales. Research into multi-scale and multi-physics simulations is critical for expanding
the applicability of digital twins to more complex systems. For instance, digital twins of entire
ecosystems or industrial processes require simulations that can account for a wide range of
variables and interactions. Future advancements in this area could lead to more precise and
reliable digital twins, enabling better decision-making and optimization in industries ranging
from energy to urban planning.

¢ Integration of Edge Computing: The integration of edge computing with digital twin technology
offers a promising avenue for enhancing the performance and efficiency of these systems. By
decentralizing data processing and bringing it closer to the source of data generation, edge
computing can significantly reduce latency and bandwidth requirements. This is particularly im-
portant for applications that require near-instantaneous responses, such as autonomous vehicles,
industrial automation, and telemedicine. Future research should explore the synergies between
edge computing and digital twins, focusing on developing architectures that can seamlessly
distribute computing tasks between edge devices and central servers, thereby optimizing the
overall system performance.

¢ Sustainable Practices: In the context of global sustainability efforts, digital twins offer a powerful
tool for optimizing resource management and reducing environmental impact. Research in this
area should focus on how digital twins can be leveraged to monitor and optimize energy usage,
minimize waste, and enhance the efficiency of industrial processes. Additionally, digital twins
can play a crucial role in achieving sustainability goals by enabling predictive maintenance,
reducing operational downtime, and facilitating the transition to more sustainable business
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models. The potential for digital twins to contribute to the circular economy and help industries
meet their sustainability targets is vast and requires targeted research to fully realize.

In conclusion, the fusion of Al with digital twin technology offers transformative potential across
multiple sectors. As this review has highlighted, the continued advancement of digital twin technology
depends on addressing key challenges and exploring new research avenues. By focusing on the
development of real-time processing algorithms, advanced simulation techniques, the integration of
edge computing, and the promotion of sustainable practices, researchers and practitioners can drive
significant progress in the field. These efforts will not only enhance the capabilities of digital twins but
also broaden their applicability, paving the way for innovations that can profoundly impact industries
and society as a whole.
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