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Abstract: Recently, there has been a lot of interest in offline signature verification utilising
handwritten signature images. Despite the large number of studies on the topic, the performance of
the methods used to verify signatures is insufficient. Additionally, there are a variety of issues that
are frequently associated with signature verification systems during the phase of feature extraction,
which researchers find to be extremely challenging to solve. This study proposes an enhanced model
that can extract signature features and verify signatures. The signature features are extracted from
the image using Features from Accelerated Segment Test (FAST) and Histogram Orientation
Gradient (HOG), where (FAST) is used for selecting the strength points in signature image, and then
(HOG) is used to extract features from the selected strength points. For our experiment, the databases
UTSig and CEDAR were utilised. This study’s fundamental improvement is in its ability to detect
offline signature images, verify them, and determine the forged signature based on selected features
points from the system database. We utilised three classifiers to assess the efficiency of the proposed
method: Support Vector Machine, Long Short-Term Memory, and K-Nearest Neighbor. Our results
ensure the effectiveness of our proposed model in verifying offline signature and detecting forged
signature with different types of datasets. The testing results showed that our proposed model
performs fairly well regarding of performance and predictive capacity and had an accuracy of (91.6%,
92.4%, and 91.7%) with the UTSig dataset and (92.7%, 92.1%, and 91.7%) with the CEDAR dataset.
When compared to several state-of-the-art techniques, our results are promising and have the
potential to increase the reliability of signature verification.

Keywords: offline signature verification; feature extraction; deep learning; HOG; FAST; LSTM; SVM;
KNN

1. Introduction

Enterprises employ many procedures to ensure the confidentiality of their information and
safeguard it from unauthorised access or infiltration. Signing process is considered one of these key
procedures. Many signature verification methods have been developed and proposed in the
literature. These verification methods aim to verify signatures with high accuracy, decreased
complexity, and fast processing. However, signature verification continues to be one of the most
challenging issues in pattern detection and identification [1].

Thus, signature verification is a key step that contributes towards protecting systems and data
from unauthorised access or infiltration. Signing process and its verification are affordable, easy to
use, and have the potential to safeguard information and systems by differentiating between
authentic and fake signatures which make it suitable for nearly any type of organisations [2].
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Any person can create a unique handwritten signature which consists of signs, letters, and
symbols written in a specific language. This handwritten signature can be utilised for providing
permission to individuals to engage in a variety of activities and transactions. It ensures a person’s
authorised authenticity and its verification should distinguish a genuine signature from a forgery [3].
This handwritten signature which is created by individuals is not a specific form or image; rather, it
is a special drawing that they do as a reminder of their individuality. This is considered an important
issue in signature verification methods. The signature could include a combination of symbols,
numbers, letters, and shapes. Since people utilise signatures to carry out particular transactions and
activities requiring identity verification using their signatures, signature difficulties occur when
someone attempts to replicate or forge someone else’s signature [4].

Handwritten signatures are used by signature verification systems to authenticate a person’s
identity. These are the most accepted ways to identify individuals and the level of authority given to
them in both social and legal contexts [5].

Furthermore, Mohamad et al. [6] stated that the signature verification methodology is an easy
way to distinguish a genuine signature from a fake one. Also, being the most secure way for bank
and credit card transactions and a widely accepted strategy to information security, signature
verification offers a number of advantages.

Additionally, because a user may easily change his/her signature, unlike iris or face patterns,
which are unchangeable, the signature verification method is believed to be more effective than other
non-biometric and biometric systems [7]. Figure 1 shows several signature patterns for the same
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Figure 1. Different signatures of same person.

Any signature verification system aims to confirm a person’s identity utilising handwritten
signature. This system utilises specific features such as width and height to recognise a person. Thus,
as stated by [8], the most usually utilised and recognised means of establishing a person’s identity,
both legally and socially, is the signature verification system. Furthermore, Jagtap et al. [9] noted that
signature verification systems constitute a fundamental and effective way to differentiate between a
genuine and forged mark.

The most popular and least extreme biometric method in society is still signature verification,
even though many previous studies [10-14] have indicated that it is challenging. This is because
handwritten signatures contain special letters and symbols that make them unreadable and obscure
the signer’s behaviours.

The feature extraction and classification stages may affect how offline signature verification
systems perform. Many studies such as [9,15,16] confirmed the importance of the feature extraction
phase in facilitating the distinction between original and forged signatures.

The provision of critical features improves the accuracy and capabilities of signature verification
systems. However, features that are extracted from signature images during the feature extraction
stage still have many problems related to quality, significance, and quantity. This was confirmed by
previous studies [17-20] which emphasises the need to improve the feature extraction stage to
produce a set of features that may assist classifiers in signatures verification.
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Given that, the objective of our study is to establish an offline system for verifying signatures by
employing a hybrid approach to extract features within signature images and use machine learning
and deep learning classifiers to determine whether they are genuine or not. This is done to ensure
that a range of classifiers may perform better when using the hybrid approach.

1.1. Contributions and Novelty

The signature process is considered an important step for ensuring the security of organisations
data and protects this data from unauthorised access or infiltration. The use of offline handwritten
signatures as a biometric human identification method has increased during the last 10 years. Despite
the importance of this technology, it is not an easy task. The challenge in implementing such a system
is that no one can sign the same signature repeatedly.

Also, we are interested in the characteristics of the dataset that could have an impact on the
model’s performance. We accomplish this by first identifying the most critical features in the
signature image using the Features from Accelerated Segment Test (FAST), and then using the
Histogram Orientation Gradient (HOG) to extract these features. As a result, a specific set of features
that may enhance the signature classification process and identify the forger will be generated
through the feature extraction process.

To be able to identify forgeries and safeguard data and people’s rights against theft or fraud, the
signature verification system still requires a great deal of work and development. Meanwhile, the
signature verification system still needs additional improvements to handle all kinds of signature
variations and modifications that depends on the physical state of the signer. Therefore, it is essential
to enhance the feature extraction stage, which is seen to be the most crucial step in offline signature
verification, to develop a model that can more effectively and efficiently detect and identify both
fraudulent and original signatures.

The study’s primary contributions are as follows:

1. Developing a hybrid feature extraction method for a signature verification model that
incorporates the FAST and histogram of orientated gradients (HOG) algorithms. According to the
study, the HOG features extraction algorithm may be used to overcome the limitations of feature
extraction by using a specific cell size for a specific number of extracted features. In terms of
classification, this algorithm works well. We believe that this hybrid model can improve verification
precision without requiring changes to the system parameters for each contributor. A more adaptable
training process and, thus, communication with a significant number of writers will be made feasible
by (FAST-HOG).

2. Enhancing the hybrid model by collaborating with a low-complexity classifier, as it possesses
a robust feature set.

3. Utilising three classifiers from deep learning and machine learning which helps in verifying
the significance of the hybrid method we implemented in feature extraction. This is due to the fact
that the performance evolution of the three classifiers will demonstrate that the hybrid method
developed in this study can enhance the performance of various deep learning and machine learning
classifiers.

2. Research Background and Literature Review

The efficiency of a verification model is determined by the characteristics it employs. Numerous
studies have been conducted on offline signature verification, which employs a diverse array of
feature sets to execute the model. Geometric data, topology, structural data, gradient, and concavity
bases are shared by the majority of the studies [21-25]. For instance, Ferrer et al. [21] suggested a
solution that incorporates a diverse array of geometric attributes that are itemised in the signature
envelope specifications and the stroke patterns. Subsequently, the verification process implemented
the hidden Markov model, SVMs, and Euclidean distance classifier.
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To increase the model’s classification efficiency, it has been common practice to combine a
number of characteristics. For instance [26], employed a grey value distribution and minute
information in addition to the directional feature. The authors used the pixel distribution in the
thinned signature strokes to produce a 16-directional feature. Because there are so many different
kinds of features to extract, the procedure is costly. It is clear that calculating instant information in
addition to the 16-directional feature is computationally costly because the model is used for practical
systems.

There are a number of systems have been developed with the goal of improving offline signature
verification. For example, Alsuhimat and Mohmad [27] recently developed a technique for signature
verification using HOG as a features extraction method and LSTM as a classifier. This method was
applied to the datasets USTig and CEDAR, and it produced accurate results of 92.4% and 87.7%,
respectively.

Moreover, Subramaniam et al. [28] implemented CNN to improve signature forgery detection;
this study demonstrated that CNN is more precise and timelier in this regard. In another study,
Kumar [29] implemented CNN to enhance signature verification. The results of this investigation
were exceptional, with an average error rate (AER) of 3.56 on GPDS synthetic datasets, 4.15 on
CEDAR datasets, and 3.51 on MCYT-75 datasets. The signature was validated by Jindal et al. [10]
using two machine learning techniques: support vector machine and decision tree). In contrast to
previous endeavors, this investigation demonstrated that both algorithms executed extremely well.

This work also supported Jagtap et al. [18]'s use of CNN to improve signature verification and
forgery detection, demonstrating CNN's utility in identifying forged signatures and establishing an
offline signature verification system. Furthermore, Ajij et al. [30] enhanced offline signature
verification by employing SVM as a classifier with simple combinations of border pixel directional
codes. The suggested feature set yields exceptional results that are corroborated by experimental data
and may be beneficial in real-time applications.

ZulNarnain et al. [31] have developed a method for signature authentication by checking the
side, angle, and perimeter of triangles that are generated after triangulating a signature image. The
Euclidean classifier and the voting-based classifier were employed to classify the data. Pixel
surroundings [36], grey value distribution [37-39], directional flow of pixels [33-35], and curvature
[32] have been the subject of published research. Additional articles that demonstrate graphometric
characteristics may be located in the literature [40]. To investigate the upper and lower signature
envelopes, the authors of [41] introduced a shape parameter known as the chord moment. Chord
moment-based features were incorporated with a support vector machine (SVM) to verify signatures.

Serdouk et al. [42] examined feature extraction techniques that are not associated with directed
distribution. The longest routes, as well as the three fundamental diagonal directions—horizontal,
vertical, and vertical —have all been taken into account. A directional distribution-based longest-run
feature is combined with gradient local binary patterns (GLBP) to expand the feature set in this
scenario. As a consequence, they incorporated gradient and topological characteristics. The
topological attribute will be determined by the length of the longest line of pixels. A Local Binary
Pattern (GLBP) is employed to collect gradient information within the vicinity. The computational
cost of GLBP for each pixel in the signature image may be relatively substantial. They suggested a
verification system that was based on the Artificial Immune Recognition System.

Furthermore, a verification method that is based on templates was proposed [43]. They offer a
method that utilizes grid templates to encode the geometric composition of signatures. The results of
these methods indicate that, despite the development of a multitude of methodologies or recognition
systems, there is still significant potential for enhancing robustness and accuracy. Furthermore, there
is an opportunity to provide a feature set that is both robust and efficient, thereby enhancing the
performance of a classifier with minimal effort. It will be beneficial if the feature set can be easily
identified from the signature photographs.
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Table 1. Some of the Current Methods for Offline Signature Verification.
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Source Features Classifiers

Kovari & Charaf [23] Width, highet, area, etc. Probabilistic
model

Jiang et al. [38] Improved GLBP and GLBP SVM

Kumar & Puhan [41] Upper and lower Envelope; chord SVM

Guerbai et al. [32]
Pham et al. [25]
Serdouk et al. [42]

Pal et al. [44]

Loka et al. [45]
Zois et al. [43]

Muhammad et al. [46]
Batool et al. [47]

Ajij et al. [30]

Tahir et al. [48]

Lopes et al. [49]
Proposed Method

moments

Curvelet transform
Geometry-based features.
Gradient Local Binary Patterns
(GLBP) and LRF

Uniform Local Binary Patterns
(ULBP)

Long range correlation (LRC)
Lattice arrangements Pixel
distribution

Local pixel distribution GA
GLCM, geometric features
Quasi-straight line segments
Baseline Slant Angle, Aspect Ratio,
Normalized Area, Center of
Gravity, and line’s Slope.

Straight lines, edges, and objects.
Magnitude, angle of the gradient,

RBF-SVM, MLP
Likelihood ratio
k-NN

Nearest
Neighbor
(LRC) SVM
Decision tree

SVM

SVM

SVM

Artificial Neural
Network

CNN
LSTM, SVM, and

orientations of the gradient, KNN
strongest points.

According to previous research, developing offline signature verification system is still required.
This is due to the fact that the model must be trained on a greater number and quality of datasets, as
well as the inclusion of features extracted from a variety of scenarios. Additionally, the system must
employ a greater variety of algorithms. There is also a need to enhance the features extraction phase,
because it is essential for enhancing the efficacy of the classification process. The results of these
strategies indicate that, though numerous methodologies or recognition models have been
developed, there is still significant potential for improved robustness and accuracy. Furthermore,
there is an opportunity for providing a feature set that is both robust and efficient, thereby classifier’s
performance maybe improved with less effort. It can be beneficial if the signature photographs can
identify the feature set.

3. Materials and Methods

Verifying individuals’ signatures and detecting the forged and genuine signature is a
challenging task that may lead to low system performance, preventing it from being deployed in real-
world applications. In Figure 2, a simple framework is introduced to describe the overall evaluation
process of the proposed model. The framework contains four key phases, which are discussed
sequentially. These are signature detection phase, feature extraction phase, classification phase and
the verification phase. The signature detection phase is the first task in the process. In this step, the
image processing was done using standard databases. In the second phase, the features extraction
phase was improved through combining FAST algorithm with HOG algorithm to detect the most
significant features in each signature image, and then the extracted feature result was saved as a
vector. Then Long Short-Term Memory (LSTM), Support Vector Machine (SVM), and K-Nearest
Neighbor (KNN) were employed to classify the extracted features into two groups (Genuine and
Forgery). Then, the verification process was conducted by comparing the results of three classifiers
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with a set of test images. The corresponding flowchart of the proposed model is shown in Figure 2.
Finally, the forged signature was detected, and model performance was calculated.
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Figure 2. Framework of the Proposed Model for Signature.

3.1. Phase I: Signature Detection

In our study, to ensure the proposed model performance, two different datasets were used,
UTSig and CEDAR as shown in Figure 3. So, in this phase factors such as background complexity,
image colour, illumination, and noise should be considered first. The quality of the produced image

can be enhanced by preprocessing.

e Q
%). e A /"';/ _"_:-,x

a- CEODOAR datanet D UTSag cdataset

Figure 3. Sample signatures used in the proposed method.
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This step makes the subsequent phases of feature extraction, classification, and verification
easier. In this study, two types of signature datasets were used UTSig that has grey signature images
in different sizes and CEDAR that has colour signature images in different sizes. Both the efficiency
and the accuracy of the process were improved by searching for the signature region instead of the
whole image. Therefore, the exact boundary of the signature area was obtained, significantly
facilitating the accurate localisation of feature points [50].

3.2. Pre-Processing

Preprocessing the signature is the quickest and most crucial step in the offline handwritten
signature verification paradigm. In rare circumstances, the raw signature may have additional pixels
called noises or might not be in the correct format, making pre-processing necessary. When a
signature is appropriately preprocessed, forgery detection and signature matching produce superior
results. Binarization, noise reduction, thinning, and orientation are all parts of the pre-processing
[51].

Poor lighting or inappropriate settings in the gain sensor can cause variations in the image
contrast. Thus, image contrast processing is needed to compensate for the difficulties in obtaining the
image. By doing this, images are clearer and noiseless.

Extending the dynamic range throughout the whole visual spectrum stretches the pixel values
of high-contrast and low-contrast images, respectively. In this research, the pre-processing was done
in two steps for UTSig dataset and CEDAR dataset: i) Grey-scale to binary and ii) Size Reduction, as
demonstrated in Figure 4.

- . ot

UTSig ” | ‘ CEDAR ’ L)
Input Grey Image Input Grey Image

v A

Grey-scale to binary
& Size Reduction

y

Output Processed Images

Figure 4. Image Pre-Processing.

3.2.1. Grey-Scale to Binary

The input signature in MATLAB needs to be in grayscale or binary, or no output will be
produced. A binary picture can only have 1 and 0 values, or black and white, respectively [52]. There
must be a defined threshold in order to obtain the binary image of any signature. The threshold value
might range from 0 to 1 depending on the method used [53].

Crude thresholding is the foundation of binarization. All pixels in the input picture whose
brightness is below the threshold level have a value of 0 (black) in the output binary image, while all
other pixels have a value of 1 (white). There are just two intensity levels in the produced picture
(values 0 and 1). A binary image serves as the output image. Consequently, it transforms the
grayscale picture to a binary image where the value 1 (white) is assigned to every input pixel with
brightness greater than level and the value 0 to every other pixel (black). This range relates to the
signal levels that the image’s class is capable of supporting.

Accordingly, a level value of 0.5 indicates an intensity rating that falls in the middle of the class’s
minimum and maximum values.

The MATLAB function Image= im2bw (I); was utilised.
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3.2.2. Size Reduction

A low-contrast or high-contrast image’s pixel values can be stretched by extending the dynamic
range throughout the whole image spectrum. To determine the limits of picture contrast stretching,
utilise Matlab Simulator’s “stretchlim” function. The size of the picture is then shrunk to lower the
signature image resolution. This size reduction serves to simplify the mathematics used in the
training process. The images are being resized to 128 x 128 pixel using “imresize” function in Matlab
simulator.

The MATLAB function Image = imresize (I, [128, 128]), was utilised.

3.3. Phase II: Features Extraction

The goal of the signature verification system is to differentiate between genuine and fake
signatures. Furthermore, there are differences and contrasts in the original signature due to a number
of factors, including the fact that the signature does not start and stop at the same moment.
Comparing and differentiating signatures, even for the same individual, can be difficult since the
relationship between the letters or symbols in a signature varies each time it is created.

In a biometric system, the extraction of features is regarded as the second step. For the purpose
of comparing biometric samples, identifying, and authenticating individuals, this step entails the
procedure of recognising and detecting a variety of properties in the picture, whether they are
fingerprint, signature, or other features like width, length, and number of pixels. There are three
categories of features that may be derived from signature recognition systems: global features, which
include the height to breadth ratio of the signature, the gravity center, and the signature area. The
third kind, a geometric feature, embodies both the local and global elements of the signature, whereas
the second type is local features, such as crucial points and slant features [54].

In the feature extraction stage of signature recognition systems, a collection of original sample
features is sought for so that user sample features may be compared with them for verification
reasons. There are two different kinds of characteristics. The first kind is functional features, which
include location, speed, and compression. These characteristics will be employed in online signature
verification systems. The second category is parameter features, which may be further broken down
into local and global parameters [8].

According to Bhosale and Karwankar [55], the step of extracting the characteristics is largely
responsible for the efficacy and efficiency of signature recognition systems; hence, efficient and quick
procedures must be utilised at this point. Moreover, the extracted attributes must be able to
differentiate between authentic and fake signatures.

A collection of hidden parameters in the signature picture is extracted as part of the feature
extraction procedure, which is predicated on reducing the original signature image’s size. To make
it simpler to tell the difference between the authentic signature and the copy, these characteristics
were carefully chosen. These features consist of:

Local shape descriptors: reflect a large variety of global factors, including context form and high-
pressure sites [56]. Chain coding is the act of coordinating a starting point and figuring out the
directions of subsequent points till you return to the start point [34]. Graphometric characteristics:
reflect a group of inherent properties from an individual handwriting pattern, which may be applied
for signature detection, such as: curvature, pressure, and histogram features comprising the number
of pen pixels in the circular sector [57]. Interior stroke distributions: this attribute describes the
method of computing the number of strokes that dispersed in the image [58].

3.3.1. Features from Accelerated Segment Test (FAST)

The Features from Accelerated Segment Test (FAST) algorithm takes a unique approach by
selecting a small number of points inside the interest range and excluding unhelpful points. This
strategy that is used by this algorithm is different from the ones that were used by previous
algorithms. It is built on an automatic learning strategy that adjusts to processing [6].
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An interest point in an image is a pixel that has a precise location and can be reliably recognised.
Rosten and Drummond first proposed the FAST method for this purpose [59]. Photographs with high
local information richness and interest spots should ideally be repeated. Interest point detection has
applications in tracking, recognising objects, and matching of pictures. The concepts “interest point”
and “corner detection” are frequently used interchangeably in literature; therefore they are not
entirely novel concepts. The SUSAN corner detector, the Harris & Stephens corner detection
technique, and the Moravec corner detection algorithm are a few of the well-known algorithms. The
objective of the study on the FAST method was to develop an interest point detector for use in real-
time frame rate applications, such as SLAM on a mobile robot, which have limited processing
resources [59].

The FAST algorithm was introduced as a novel corner detecting approach in 1998. Moreover,
FAST needs a specific set of requirements to permit match feature points from corner detectors. These
requirements are as follows [60]:

Consistency: According to this criterion, the detected points should be labelled as being
insensitive to any noise variation, which means they should remain stationary when several photos
of the same scene are captured.

Accuracy: According to this criterion, corners should be detected as closely as possible to their
actual locations.

Speed: According to this criterion, detection must occur as rapidly as possible, with the process
of detecting corners being useless unless they move swiftly.

Figure 5. Demonstrating the interest point under test and the circle’s 16 pixels [59].

In this study, FAST was used to find the strongest points in the signature images, as this
algorithm was used with the aim of extracting the features from the most important areas in the
signature image, as this process aims to extract the most important influencing features and be
indifferent to all the features contained in the signature image. In addition, the use of this algorithm
helps reduce the implementation time and enhance the performance of the proposed model, by
selecting the best features that contribute greatly to helping in the signature verification. Figure 6
demonstrates the number of selected points in the signature image.

Figure 6. The process of detection features for FAST algorithm.
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The code below gives the procedure for the FAST algorithm in this research.

Algorithm 1: Selecting Strongest Points in image

Input: Pre-processing signature image.

Output: Image with selected strength point.

Step 1: Define dataset name

Step 2: Determine the dataset direction and its content.

Step 3: Define counter to concatenate each signature image for one person

Step 4: Identify variable equal number of signatures

Step 5: Identify for loop (i) and do.

Step 6: Identify variable (C) equal features detection from signature image.

Step 7: Identify variable (S) equal most importance features in signature image (36 features)
Step 7: save signature image with selecting features.

Step 7: End i

3.3.2. Histograms of Oriented Gradients (HOG)

It has been demonstrated that Histogram of Oriented Gradient (HOG) descriptors are useful for
detecting objects, particularly humans [61]. These traits have been used to a number of issues, such
as pedestrian tracking and recognition [62], hand gesture translation for sign language and gesture-
based technology interfaces, face recognition [63], and body part tracking [61]. In non-human-centric
tasks like classifying vehicle direction, a challenge pertinent to autonomous cars, HOG descriptors
have also been applied [64]. Yet, in order to acquire descriptions of regions that are only localised to
the topic of detection, these classification tasks employ a sliding window technique.

A local descriptor is the histograms of directed gradients. A similar approach defines the
gradient orientation in discrete parts of a picture before compiling the data from each sector into a
single vector. The image has been divided into cells by Dalal and Triggs [65] in 2005; each cell has an
area of 8x8 pixels. Hence, the HOG descriptor’s technique entails first describing each cell
independently by computing the vectors that each cell’s histogram of oriented gradients (each vector
has 9 bins) represents before concatenating them into a single vector. They have L2-normalized all
2x2 cells (this set was referred to as a block) to boost tolerance to changes in light and illumination

conditions:
v

> T @

where V is the normalised vector, v is the non-normalized vector, and is a tiny constant; the result is
the normalised vector. A feature vector with 36 components is used to represent each block. The set
of normalised vectors from each block, but with a 50% cell-to-cell overlap, forms the final HOG vector
that will serve as the classifier’s input. Take into account a 7x15 block, 64x128 pixel detect window.
3780 components are obtained by assembling the normalised vectors for each block into a single 1-D
vector (36 x 7 x 15 =3780).
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Figure 7. Demonstrates the HOG algorithm implementation.

The HOG descriptor approach hypothetically documents the introduction of angles in precise
regions of a photograph or location of interest (ROI). The primary application of the HOG descriptor
is the following, as illustrated in Figure 3.6: The image is initially divided into tiny, related areas
(cells), and a histogram of angle directions or edge orientations for the pixels inside the cell is
computed for each region. After that, the gradient orientation that was acquired is implemented.
After the discretization of each cell into a precise container, the pixel of each cell adds a weighted
angle to its corresponding precise canister. Subsequently, adjacent cells are grouped into groups
based on the spatial region. Ultimately, the normalized collection of histograms communicates with
the piece histogram, and the set of these square histograms communicates with the descriptor, which
serves as the foundation for histogram collection and normalization [66].

HOG was applied in two distinct methods for this study. It was utilised independently for the
first time as an algorithm to extract characteristics from a collection of signature photographs, and
the proper cell size for the collection of images used in this research was investigated. The HOG is
defined in this paper as having a block size of [4x4] pixels. Consequently, the overall length of the
feature vector used to define each signature picture sample is 34596. Two offline handwritten
signature datasets with a range of cell sizes are shown in Figure 8 and were used in this study to
further explain how the HOG was applied to the offline signature.

According to Abbas et al, the number of depicted gradients and directions is becoming
increasingly easily observable when the cell size is small [67]. As the cell size number of the HOG
parameter increases, the gradient and directions will progressively decrease.

With cells varying in size from 2 to 16, Figure 8 shows how HOG affects the offline signature
pictures. Figure 8 displays the best cell size for both UTSig dataset and CEDAR dataset is [4x4], where
this size has 34596 features vector length for each single image. Then, after select the suitable cell size
the features was extracted from the signature images as shown in Figure 9.
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Figure 8. HOG implementation with different Cell size.

Figure 9. HOG implementation on offline signature with 4-set Cell size.

The code below gives the procedure for the HOG algorithm in this research.
Algorithm 2: HOG

Input: Preprocessing Signature Images

Output: Features Vector

Step 1: Define dataset name

Step 2: Determine the dataset direction and its content.

Step 3: Define counter to concatenate each signature image for one person

Step 4: Define two arrays x for label image and y for image features.

Step 5: Identify For loop (t) to read and process each signature image

Step 6: Read each image in the dataset

Step 7: returns the greyscale input image’s HOG features, II. N is the HOG feature length,
and the features are returned as a 1-by-N vector. The local shape information from regions

inside the image is encoded by the returning features.

Step 8: Label is G when signature is genuine and F when signature is Forged
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Step 9: Identify If (mod(t, number of signature images for each person)==0) and do the

following

Step 10: Move to the next signature image for the same person

Step 11: save the extracted features and label for the first image in .mat file

Step 12: Prepare for dealing with the next signature image
Step 13: End for if
Step 14: End for t

Step 15: Define the direction of the features extraction files

Step 16: Define variable for signature image labels in mat file.

Step 17: Define variable for signature image features in mat file.

Step 18: Define variable to use as counter for total of .mat file.

Step 19: Define variable as the number of rows in each .mat file

Step 20: Identify location of the .mat files

Step 21: Count the number of .mat file to use it in the next for loop
Step 22: Load and read each .mat file

Step 23: Identify For loop (r) and count the number of rows in each .mat file

Step 24: Move from row to another within the .mat file

Step 25: Save the label of .mat files rows

Step 26: Save the features of .mat files rows
Step 27: End for r
Step 28: Clear file name

Step 29: Move to the next .mat file
Step 30: End for j

For the second time, HOG algorithm was used in different way from the first time, where at this

time HOG algorithm extracted features from some points in the signature image not from whole the
signature image, this process contributed in enhance the quality of extracted features and reduce the
implementation time, due to that at first time there are 34596 features were extracted from the
signature image, while through using FAST algorithm to detect the strongest points in the signature
image, then use HOG algorithm to extract features from these strongest points provide 36 features,
despite the features number in this way is less than the features produced from the first time, but
these features are more effective because they are chosen depend on most effective points in the
signature images. Figure 10 show the result for combine Fast algorithm with HOG algorithm to
extract most effective features.

Figure 10. Shows FAST and HOG implementation on offline signature image.
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The code below gives the procedure for combine FAST algorithm with HOG algorithm in this
research.

Algorithm 3: Feature Extraction from selected points

Input: Preprocessing Signature Images

Output: Features Vector

Step 1: Define dataset name

Step 2: Determine the dataset direction and its content.

Step 3: Define counter to concatenate each signature image for one person

Step 4: Define two arrays x for label image and y for image features.

Step 5: Identify For loop (t) to read and process each signature image

Step 6: Read each image in the dataset

Step 7: Detect features and select the strongest points using FAST.

Step 8: Returns extracted HOG features from signature image based on selected points.

Step 9: Label is G when signature is genuine and F when signature is Forged

Step 10: Identify If (mod(t, number of signature images for each person)==0) and do the

following

Step 11: Move to the next signature image for the same person

Step 12: save the extracted features and label for the first image in .mat file
Step 13: End for if
Step 14: End for t

In both cases, whether when used HOG algorithm for extract features alone or when combine it

with FAST algorithm, after features extraction process the result was collected in on vector, where at
first step the extracted features save in vector for each user independently, then collected all vectors
in one single vectors consist all extracted features for each image with label (G for genuine or F for
forgery) for each single signature image.

3.3. Phase II Classification

The features were classified in this study using a diverse array of techniques, including support
vector machines, extended short-term memory, and K-nearest neighbor.

3.3.1. Long Short-Term Memory (LSTM)

LSTM is defined as an artificial recurrent neural network (RNN) structure utilized within deep
learning domain. In addition, LSTM has feedback connections, unlike the standard feed forward
neural networks, where LSTM can prepare single information (e.g., pictures) and whole
arrangements of information (e.g., speech or video) [68].

A Multi variant of the Long Short-Term Memory (LSTM) structure for recurrent neural networks
has been proposed since its beginning in 1995. Later, these systems have become to be state-of-the-
art models for an assortment of machine learning problems. As a result, there is now more interest in
understanding the function and significance of the different computational components of LSTM
typical variations [69].
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Figure 11. Long Short-Term Memory (LSTM) neural network Structure.

Uncommonly created RNN nodes called LSTMs are used to maintain long-lasting conditions.
Essentially, they consist of three gates that regulate the hub’s input and yield, as well as a self-
connected memory cell that is comparable to the traditional RNN node. Every gate might be a
sigmoid of the LSTM hub’s input. The main door is an input door that regulates whether the hub
may access fresh input.

The moment door could be a disregard entryway which makes conceivable for the hub to reset
actuation values of the memory cell. The final entryway is a yield entryway controlling which parts
of the cell yield are accessible to the other nodes [70].

It has been demonstrated that LSTM models outperform RNNs in the learning of both context-
free and context-sensitive languages [71].

For phonetic labelling of acoustic frames on the TIMIT speech database, bidirectional LSTM
(BLSTM) networks have been suggested. These networks use the input sequence in both directions
to determine the current input [72].

Tt-1

Yt

input
output

LSTM memory blocks

Figure 12. LSTMP RNN architecture [73].
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In this research LSTM was used to classify the extracted features according to their labels
whether genuine or forgery, the LSTM algorithm applied two times, first time using extracted
features from HOG algorithm and second times using extracted features from a combine model
(FAST algorithm and HOG algorithm), to find the better result between both methods, all LSTM
parameters were same at both cases except input size, because this parameter depend on the number
of extracted features, where at first time the number of extracted features were (34596), while at
second time the extracted features were (36).

The input weights W (InputWeights), recurrent weights R (RecurrentWeights), and bias b (Bias)
are the learnable weights of an LSTM layer. The input weights, recurrent weights, and bias of each
component are concatenated into the matrices W, R, and b, respectively. The following is how these
matrices are concatenated [74]:

W; R; b;

w, R b

f f f
W = ,R = ,b = 2
w, | R = (R, |0 || @

W, R, b,

i, f, g, and o denote the input gate, forget gate, cell candidate, and output gate, respectively.
The cell state at time step t is specified by:
a=ft Ocatic O g B

The Hadamard product (element-wise multiplication of vectors) is shown by the symbol ©. At

time step t, the hidden state is determined by:
he = o O o (c) (4)

By default, the IstmLayer function computes the state activation function using the hyperbolic

tangent function (tanh), where oc represents the state activation function.

3.3.2. K-Nearest Neighbor (KNN)

The most precise evaluations of the diversity of inner characteristics are the foundation of this
method of obtaining parameters [75]. KNN is one of the most prevalent and straightforward
classification algorithms. The learning strategy was characterized by the integration of internal
collection activities with the preservation of unique vectors and markers of the learning images.
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Figure 13. KNN Classification.

The designation of its k nearest neighbors could be appropriate for this unmarked location. This
entity is frequently characterized by the characteristics of its k nearest neighbors through the use of
overwhelming part surveys. The parameters are grouped on k=1 based on the power of the parameter
that is closest to it. In this instance, only two segments are necessary; consequently, k must be an odd
integer. In a multiclass configuration, K may manifest as an odd number. This phase employs the
Euclidean distance, a renowned distance equation (5), as a related point separation capability for
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KNN. This is achieved by converting each image to a vector and removing the fixed-length for true
numbers claim:
d(x,y) = B = y)*NY? (5)

The k Nearest Neighbor (kNN) algorithm is probably the simplest of all existing classification
techniques. It was introduced in the US Air Force School of Aviation Medicine report by Fix and
Hodges [76] as a pattern classification method. It consists of classifying unknown samples based on
the closest known samples in the feature space. The closeness measure is often calculated with the
Euclidian distance [77]. Many research works employed the kNN to identify/verify off-line
handwritten signatures, in which a questioned signature is classified by assigning the most frequent
class among the k closest known signature samples [78-80].

3.3.3. Support Vector Machine (SVM)

This classifier is ready to perform signature evaluation based on certain signature attributes [81].
We applied a classification algorithm to particular features for signature images to train a signature
classifier utilising all of the preparation data. During the training procedure, we used all of the
preparation data.

The SVM technique was used in the signature prediction outline to classify the input signature
image using training processes. The characteristic vectors are the inputs xi. We utilised the Gaussian
kernel K to configure the SVM parameters:

N
Fe= ) ayik(sx) +b
1 2
K(xi,35) = el (6)

From earlier decades to the present, SVM is still considered as the most commonly used classifier
in machine learning applications, mainly, in the domain of signature identification / verification [82-
85]. SVM classifiers has many advantages, mainly, that they are abile to handle high dimensional
data and the convergence for a global, unique and optimal solution.

3.4. Dataset

The experimental procedure utilized the CEDAR and (UTSig) datasets. Figure 14 illustrates that
the UTSig dataset contains (115) classifications, which include (27) authentic genuine signatures, (3)
opposite-hand forgeries, (36) simple forgeries, and (6) skill forgeries. A distinct, actual individual is
designated to each cohort. The signatures of students from the University of Tehran and Sharif
University of Technology who enrolled in UTSig were captured at a resolution of 600 dpi and stored
as 8-bit Tiff files [86].

This study employed a total of (1350) signature photos from the UTSig dataset to train a set that
consisted of 50 authentic signatures and six expertly forged signatures. We prefer expert forgeries
because they are more difficult to identify than other forgery categories. We evaluated our
classification method using 300 signature photos. UTSig is considered an ideal option for studying
signature verification in non-Latin scripts as it provides a balanced dataset that contains genuine
signatures as well as forged signatures allowing for robust evaluation.

The CEDAR dataset is a foundational dataset in the handwritten signature verification domain.
It is considered a benchmark for researchers working on testing algorithms in offline signature
verification. CEDAR data compilation comprises the signatures of 55 signers from a variety of
professional and cultural contexts. Twenty-four documents were verified by each of these signers at
20-minute intervals. Each forger made an eight-time effort to replicate the signatures of three distinct
signers in order to create 24 false signatures for each genuine signer. Consequently, the dataset
contains 1,320 legitimate signatures and 1,320 false signatures (55 24) [87].

A total of 1200 signature photos from the CEDAR dataset were used to train our classification
algorithms in this study, and they were subsequently validated on a total of 400 signature images.
Figure 14 illustrates instances of both genuine and fraudulent signatures.
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Figure 14. Genuine and Fraudulent signature from both dataset.

The UTSig database was used to select the original and forged signatures of the first 50
participants in this study. The CEDAR database was used to select the original signatures and 8
fabricated signatures for each participant. The quantity of signature photos extracted from each
dataset is illustrated in the subsequent table.

Table 2. The number of signature images in training set and testing set.

Sets UTSig CEDAR
Training 1350 1200
Test 300 400
Total 1650 1600

3. Results

The efficacy of each algorithm was evaluated by comparing the accuracy achieved after each
method was applied to (300) signature images from the UTSig dataset and (400) signature images
from the CEDAR dataset. The accuracy achieved after each technique was applied to (300) signature
images from the UTSig dataset and (400) signature images from the CEDAR dataset was used to
evaluate the effectiveness of each approach. The accuracy and run-time of the categorization
algorithms are illustrated in Table 3.

The run-time and classification accuracy of each classifier, as well as a summary of the
experiment’s findings, are presented in Table 3. Our proposed model demonstrated satisfactory
performance on both datasets, with an LSTM accuracy of 92% and a run-time of 1.67 seconds for the
USTig dataset and 76% and a run-time of 20.3 seconds for the CEDAR dataset, respectively.

Table 3. The values of Run-Time and accuracy for each method.

Method Run-Time Accuracy
UTSig CEDAR UTSig CEDAR dataset
dataset dataset dataset
LSTM-HOG 1.67 2.98 90.4% 87.7%
LSTM-proposed 1.54 2.73 91.6% 92.7%
SVM-HOG 266.9 172.8 91.2% 90.5%
SVM-proposed 173.1 109.6 92.4% 92.1%
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KNN-HOG 7.47 5.32 86.7% 87.2%
KNN-proposed 3.51 2.34 91.7% 91.2%

Table 4 compares between our proposed method and a number of methods for offline signature
verification, as determined by the accuracy results of each approach.

Table 4. Proposed method results compared to previous models.

Methods Algorithms used Accuracy
[88] Convolution Neural Network, SURF, and 89.0%
Harris
[11] K-nearest neighbour (KNN), Support vector 78.5%
machine (SVM)
[89] Gaussian empirical rule 91.2%
[90] probabilistic neural network 92.06%
[36] multilayer perceptron and SVN 91.67%
Proposed Model LSTM-proposed 92.7%
SVM-proposed 92.4%
KNN-proposed 91.7%

Furthermore, we evaluate the efficacy of our methodology by employing the following metrics:
Equal Error Rate (EER), False Acceptance Rate (FAR), and False Rejection Rate (FRR). The EER is
calculated by determining the value at which FAR and FRR are equivalent. The EER is the most
widely recognized and effective explanation of a verification algorithm’s error rate. The algorithm
makes fewer errors when the EER is lower. The strategy with the lowest expected return on
investment (ERR) is considered to be the most precise. Therefore, the results presented in Table 5
demonstrate that our methodology was the most effective strategy for accurately verifying the
signature attributes of offline handwritten signatures.

Table 5. Proposed model results compared to previous models.

Methods FAR % FRR % ERR %
[90] 16.1 16.2 16.5
[91] 15.08 22.76 20.94
[92] 17.25 17.26 17.25
LSTM-proposed 12.68 10.12 11.40
SVM-proposed 13.42 14.51 13.43
KNN-proposed 12.50 13.75 12.50

4. Conclusions

Our paper provided a novel method for features extraction from signature photos. The HOG
method was employed to derive features from the main feature points identified using the FAST
technique. Subsequently, the derived features were validated using three classifiers: LSTM, SVM, and
KNN.

The results of the testing indicated that our proposed model performed satisfactorily in terms of
predictive capacity and performance. It achieved an accuracy of (91.6%, 92.4%, and 91.7%) with the
UTSig dataset and (92.7%, 92.1%, and 91.7%) with the CEDAR dataset. This is considered a high
value, specifically, in the light of the fact that we assessed sophisticated forgeries, which are relatively
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not easy to detect in comparison with other forms of forgeries, such as basic or opposite-hand ones,
due to the fact that expert forgeries are typically very similar to the original signatures. It is
anticipated that the feature extraction procedure will be refined to enhance the future prediction
capability and signature verification performance. In real-time application, this model is beneficial as
quick signature verification is essential. It has the potential to help in introducing reliable identity
verification where the model is robust against minor inconsistencies between multiple versions of the
same signature. Thus, integrating FAST and HOG for signature verification offers a reliable and
effective solution for signature verification.
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