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Abstract: Network Function Virtualization (NFV) allows for the dynamic provisioning of Virtualized Network
Functions, adapting services to the complex and real-time network environment for enhanced network perfor-
mance. Despite the benefits of NFV, virtual network functions (VNFs) migration and the energy consumption
pose significant challenges due to the dynamic nature of the physical network, especially in the edge-cloud
continuum network. Currently, people tackle this challenge by predicting the network traffic and then proactively
migrating the VNFs using the predicted values. There are two challenges here. First, when SFCs belong to
different network service providers, the historical network traffic data is held by the service providers, and they
are reluctant to share the historical data due to privacy concerns. Without the historical network traffic data of
each SFC, the resource provider that owns the underlying network cannot effectively predict the network traffic;
in addition, without the feedback of the migration results of the underlying physical network, the network traffic
prediction will be difficult to match the needs of the physical network. In this manuscript, we solve the problem
of network traffic prediction in the NFV-based edge-cloud continuum network for multiple network service
providers. We aim to improve migration performance and reduce energy consumption while ensuring resource
and latency requirements. To protect the privacy of each network service provider, we apply an FL algorithm.
After that, to improve the migration performance, we tailor the loss function. In the loss function, factors such
as the number of migrations, the number of migration failures, and the energy consumption of the NFV-based
edge-cloud continuum network are added. Additionally, to obtain the results of the SFC migration, we develop
a mathematical model for the problem of multiple network service providers in the NFV-based network. The
effectiveness of our algorithm is evaluated through extensive simulations, and the results show a significant
reduction in the number of migrated nodes and energy consumption while improving the SFC acceptance ratio
compared to state-of-the-art schemes which only use the difference between predicted and actual flows to define
the loss function.

Keywords: edge-cloud continuum; network function virtualization; virtual network functions migration; feder-

ated learning

1. Introduction

Network Function Virtualization (NFV) is a revolutionary technology that leverages cloud com-
puting and virtualization techniques to decouple traditional network hardware and software [1]. This
decoupling allows for the rapid development and deployment of new network services by telecom op-
erators in a more cost-effective and flexible manner [2]. By virtualizing network functions and running
them as Virtual Network Functions (VNFs) on commodity hardware [3], NFV significantly enhances
network agility, scalability, and cost efficiency. The edge-cloud continuum network [4,5], enabled by
NFYV, can cater to a wide range of applications with varying performance and latency requirements.
From industrial automation to smart cities, the network’s adaptability and scalability ensure optimal
performance across diverse use cases. The edge-cloud continuum network based on NFV represents a
significant advancement in network architecture. By leveraging the benefits of both edge computing
and NFV, it enables the delivery of high-performance, cost-effective, and flexible network services.
The integration of these technologies holds immense potential for driving innovation, enhancing user
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experiences, and supporting the diverse needs of modern digital ecosystems [6]. Network traffic in the
edge-cloud continuum network is dynamically changing, and the changing network traffic will lead to
passive migration of SFCs. In order to reduce passive migration, a day can be divided into multiple
time slices, network traffic is predicted for each time slice at the beginning of the time slice, and
network resources are reallocated using the predicted value. If the predicted value of network traffic
for each time slice is greater than the actual network traffic value, it will occupy unneeded resources,
resulting in a waste of resources and increasing network energy consumption; if the predicted value of
network traffic is less than the actual network traffic value, it can not avoid passive migration within
the time slice. Thus, network traffic prediction in the NFV environment is one of the key issues to
determine the performance of the network. In addition, the network service providers to which each
SFC belongs are usually different from each other, and the network resource providers that provide
resource support to SFCs are usually different from the network service providers. Due to privacy
concerns, each network service provider is reluctant to share their historical network traffic data. Thus,
to enable network resource providers to better predict network traffic, we apply a Federated Learning
(FL) algorithm to enable each network service provider to locally train a neural network model and
upload the trained local model to the network resource service provider, which aggregates the received
multiple local models to obtain a global model and uses the global model to provide network traffic
prediction in edge-cloud continuum network. In this paper, we apply FL to predict network traffic for
different network service providers in the edge-cloud continuum network. The main contributions of
this paper are summarized as follows:

(1) In order to protect the privacy of historical network traffic data for different network service
providers, we propose a FL-based network traffic prediction algorithm (Newloss_FL_NTP) to train the
neural network model for the network resource provider. In the Newloss_FL_NTP algorithm, the loss
function is redesigned to include the results of network migration in calculating of the loss function,
which allows the migration effect of the network to be fed back into the training of the network traffic
prediction. In this paper, we apply FL to predict network traffic for different network service providers
in edge-cloud continuum network.

(2) In order to feed the migration results to the neural network model used for network traffic
prediction, we redesigned the loss function. This loss function adds factors such as the number
of migrated nodes, the number of failed migration requests, and energy consumption to make the
network traffic prediction models’ strategy more efficient in terms of migration.

(3) In order to achieve migration awareness, We formulate the SFC deployment (SFCD) and
SFC migration (SFCM) problems for multiple network service providers, which consider resource
availability, end-to-end latency, energy consumption and migration in edge-cloud continuum network.

(4) We propose greedy mapping and migrating algorithms for training of the network traffic
prediction model to adapt to dynamic network traffic in the edge-cloud continuum network.

(5) Finally, we perform extensive simulations using a simulated network topology of the edge-
cloud continuum to evaluate the proposed algorithms. Simulation results demonstrate that our
algorithms can reduce the number of migrated nodes and the energy expenditure compared with the
state of the art mechanisms.

The remainder of this paper is organized as follows. Section 2 briefly reviews the related work.
In Section 3 we give the formulation of the SFCD and SFCM problems. Section 4 demonstrates our
framework and algorithms designed for predicting network traffic in the edge-cloud continuum
network. Additionally, Section 5 is the performance evaluation of the algorithms. Finally, we conclude
the paper in Section 6.

2. Related Works

In NFV-based networks, there have been many researches on the problem of dynamic network
traffic. Work [7] proposed a neural network-based model with adaptive spatial-temporal analysis to
predict the future traffic in NFV networks. Work [8] explored Machine Learning approaches that can
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be used to predict the traffic of a cloud platform that uses an SDN architecture and offers VNFs as
services, and they focused on Facebook (FB) prophet approach and Random Forest (RF) regression
models. In work [9], the traffic load forecast is achieved by using and training a neural network on
a real dataset of traffic arrival in a mobile network, and two techniques were used and compared:
LSTM and DNN. Work [10] trained models on actual VNF data, which can accurately predict the
number of resources needed for each VNF to handle a specific traffic load. Work [11] proposed and
investigated a forecasting methodology in which it is introduced an asymmetric cost function capable
of weighing the costs of over-provisioning and under-provisioning differently. Work [12] proposed
VNF requirement prediction methods based on Deep Neural Networks (DNN) and Long Short Term
Memory (LSTM) Networks. Work [13] proposed a negotiation-game-based auto-scaling method where
tenants and network operators both engage in the auto-scaling decision, based on their willingness to
participate, heterogeneous QoS requirements, and financial gain (e.g., cost savings). In addition, they
proposed a proactive Machine Learning (ML) based prediction method to perform SC auto-scaling in
dynamic traffic scenario. Work [14] proposed and evaluated a traffic forecasting based dynamic scaling
scheme using ML. The algorithms aimed at predicting future O-RAN traffic by using previous traffic
data, then utilized the prediction in coming up with a scaling decision. Work [15] outlined a vision
for leveraging FL for better traffic steering predictions. Specifically, they proposed a hierarchical FL
framework that will dynamically update service function chains in a network by predicting future user
demand and network state using the FL method. Work [16] formulated the VNF provisioning problem
in order that the cost incurred by inaccurate prediction and VNF deployment is minimized. Work [17]
proposed the model for an Asynchronous Deep Reinforcement Learning (DRL) enhanced Graph
Neural Networks (GNN) for topology-aware VNF resource prediction in dynamic NFV environments.
Work [18] proposed a traffic forecasting model using LSTM networks and used it to place VNFs
accordingly to the predicted traffic demands, then they proposed an offline MILP model as well as
an online greedy algorithm for the placement optimization problem. Work [19] proposed a novel
traffic model for cloud-oriented transport networks, and proposed a dedicated allocation algorithm.
Work [20] presented a cloud-native architecture, with traffic prediction capabilities through dynamic
analysis of real-time deployed connectivity services, and the proposed architecture has been tested
using four completely different ML algorithms.

FL algorithms have been applied to many problems in edge-cloud continuum networks [21,22].
Work [21] investigated the FL-based Smart Decision Making module for ECG Data in microservice-
based IoT medical applications. In addition, they also examined the performance of the proposed
system with three different placement policies considering the deployment at Edge, Fog and Cloud
layers. Work [22] introduced the kubeFlower operator for FL in cloud-edge environments, which
features isolation-by-design, differentially private data consumption and simplifies the life-cycle
management of FL applications within Kubernetes clusters, allowing automated scaling and efficient
configuration.
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Existing research forms the basis of our study and provides inspiration for solving the dynamic
network traffic problem. Our research focuses on the problem of network traffic prediction in NFV-
based edge-cloud continuum network under dynamic network traffic while considering the protection
of historical network traffic data from different network service providers. In this manuscript, we train
local models for different network service providers using their own historical network traffic data,
targeting resource and latency guarantees, and optimizing energy and migration in the edge-cloud
continuum network. Considering dynamic changes in network traffic, we pursue provable algorithms
for network traffic prediction in the edge-cloud continuum network. To the best of our knowledge,
this is the first work to address this topic in the NFV-based edge-cloud continuum network.

3. Problem Formulation

3.1. Use Cases

A variety of applications including smart transportation, smart healthcare, smart government,
industrial internet, and so on, can be realized in the Edge-Cloud Continuum Network. Here, we select
the first two applications for illustration as follows.

In the field of smart healthcare, edge devices can monitor patients” physiological data in real time,
and transmit the data to medical experts for remote diagnosis through cloud-edge continuum network,
which can provide doctors with more efficient diagnosis and treatment services. In the field of smart
transportation, by completing some or all of the computing tasks at the edge closer to the camera,
the video analysis system can complete the video analysis tasks with lower bandwidth consumption
and lower latency. The cloud computing center, on the other hand, is responsible for collecting data
from the widely distributed edge nodes, sensing the operating conditions of each system, and issuing
reasonable scheduling instructions for the traffic signal system through algorithms such as artificial
intelligence, thereby improving the operational efficiency of the system. Cloud servers for smart
healthcare act as medical experts to provide diagnosis and health management solutions for remote
edge devices; cloud servers for smart cities have data from widely distributed edge nodes and issue
scheduling instructions for end nodes such as traffic signals.

In the field of smart healthcare applications, smart healthcare service requests usually occur at
the time of scheduling consultations or surgeries in hospitals, and the time of use of surgeries or
consultations is usually realized arranged and relatively concentrated, so the network traffic of such
applications is subject to a certain pattern of change. In the field of smart transportation applications,
the daily traffic flow at each signal light is also highly regular and cyclical. Whether in the field of
smart healthcare applications or intelligent transportation applications, flows are somewhat periodical
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and regular. Therefore, it is necessary for network services to plan and allocate network resources
according to their network traffic.

As mentioned above, on the one hand, the network traffic of many network services is somewhat
periodic and regular; on the other hand, the training of neural network models is placed on cloud
servers, and the training and prediction of the models can be done in parallel. Therefore, the algorithm
proposed in this paper can be applied to realize network traffic prediction for certain network services.
Additionally, in the above two applications, the cloud servers provide different types of services, and
therefore they possibly belong to different network service providers. Network function virtualization
technology enables multiple service function chains from different service providers to share the same
physical network resources. Since the demand for individual network services changes over time, in
order to deploy service function chain requests more accurately, network resource providers need
to know the network traffic of service function chains from different service providers. However,
different network service providers are reluctant to share their network traffic data due to privacy
concerns, so we propose applying FL algorithms to solve this problem.

3.2. System Model

Table 2 summarizes the notations used in this paper.

Table 2. The notations.

M Number of edge servers
Q Number of cloud servers
Vi The ith edge server
74 the sth cloud server
Ei; The link between edge server V; and edge server V;
E.; The link between edge server V; and cloud server V/
Ci The processing capacity of edge server V;
C! The processing capacity of cloud server V/
B;, The bandwidth capacity of link from edge server V; to edge server V;
v The bandwidth capacity of link between edge server V; and cloud V/
dij Communication latency for transmitting data from edge server V; to edge server V;
d.; Communication latency for transmitting data between edge server V; and cloud V!
m Number of SFCs
Q number of network service providers
(T Number of VNFs in SFC i which belongs to network service provider s’
Fyii VNF j in SFC i of network service provider s’
Cs'ij The requirement of computing resource for VNF Fy i
d};/, i The processing time of VNF Fy ; ; on edge server Vj or cloud server 174
by i i The bandwidth requirement of data flow between Fy ; jand Fy ; ;11
dg i i The latency of data flow between Fy ; ; and Fy ; ;11
5 If VNF Fy ; ; is placed on Vj or V,é or not
Yk if server Vj or V/ is occupied or not
fr if server Vj or V/ is a cloud server or not
f”j‘,j If data flow between VNF Fy ; ; and Fy ; ;1 pass through link Ep 4 (or E;glq) or not
fra If V), or V; is a cloud server or not
bp,g The total amount of occupied bandwidth of link E, 4 or Ej, ,
Dl . The latency limit of SFC i which belongs to network service provider s’
Dy ; The actual latency of SFC i which belongs to network service provider s’
df,‘z j The latency of data flow from Fy ; ; to Fy ; ;11 on physical link Ep 4 or Ej, ,
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Table 2 Cont.
Ve Starting node of SFC
vd Destination node of SFC
ks ii 1 Resident server for Fy ; ;
S The number of time slices in one day
________ CEucEerv_erl_ T _Cltml S:rvgz_ o _Clo_ud;r\;Q_ N
(e.g.:smart transportation) (e.g.:smart healthcare) (e.g.:smart government)

Cloud Servers C@

Terminals %@% @ ......

Figure 1. Topology.

We consider an edge-cloud continuum network represented as a connected graph G = ((V + V'), E).
Figure 1 illustrates the topology of the edge-cloud continuum network. In graph G, the vertex V;
denote the ith commercial edge server , and the link E; ; denote there is a directly connection between
edge server V; and edge server V; in the network. The vertex V/ denote the commercial cloud server s,
and the link E{ ; denote there is a directly connection between edge server V; and cloud server V{ in the
network. We assume that there are M servers located at the edge, and Q servers located at the cloud.
The processing capacity of edge server V; is C;, and the processing capacity of cloud server V, is C/. If
edge servers V; and V; are directly connected, a physical link E; ; exists in the graph between the two
vertices, whose bandwidth capacity is B; ; , and the communication latency for transmitting data from
Vito Vjisd; ;. We assume the cloud server V/ is directly connected to the target edge server V;. If edge
server V; and cloud server V/ are directly connected, a physical link E;’i exists in the graph, whose
bandwidth capacity is B; ;, and the communication latency for transmitting data from V; to V; is d ;.

There are multiple SFCs requested by users, and these SFCs belong to different network service
providers. Each SFC comprises an ordered set of VNFs. We assume there are m SFCs, and they belong
to Q" network service providers. Each SFC i comes from network service provider s’ contains ng
VNFs, and the VNFs in the SFC i are noted as Fy/ ; 1, FS/,i,Z/""FS/,i,nS/’i in intended order. The requirement
of computing resource for VNF Fy ;;is ¢y ;; , which is the same on edge and cloud. The processing
time of VNF Fy ; ; is different in edge and cloud server (the server is k), which is denoted as d];', ;i The
processing time of the VNF on edge nodes is longer than the processing time on the cloud [23]. In each
SFC, there is data flow between two neighboring VNF. There is a data flow between Fy ; j and Fy ; ;1
in each SFC. A network traffic flow occupies bandwidth while incurring transmission delay. Where
the bandwidth consumed by the network traffic is by ; ;, and the transmission delay incurred is dy ; ;.
When some VNFs are offloaded to the cloud, communication latency between the edge and cloud
arises, referred to as E&C communication latency [23]. Most servers cannot “directly” communicate
with the cloud, such communication latency typically has two parts, which include the inside-edge
part and the outside-edge part [23]. We assume each cloud server directly connected to an edge server,
and the cloud server of each network service provider use different edge server to connect to edge
network, and for any cloud server there is no “directly” connection except the connection from the
target server in edge network to its cloud server [23]. The inside-edge part for cloud server V/ is from
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start edge server V; to edge target server V; , and the outside-edge part is the direct link from the edge
target server V; to the cloud server V.

3.3. Problem Definition

1) Service Function Chain Deployment

The Service Function Chain Deployment (SFCD) problem is to place the m SFECs to the edge
servers or cloud server without exceeding the constraints of resource capacities and the latency limits
of the physical network. Our goal of SFCD problem is to minimize energy consumption and guarantee
the inviolability of resource and network latency constraints. In particular, the total network latency
of a SFC includes the total processing latency, the communication latency between VNFs placed at
the edge or that between the edge and cloud. The total energy consumption contains the total energy
consumed on the occupied edge servers and the offloaded clouds.

The capacity constraint of each server asks

m "l i

22(1 f) x/] Csz]+22fk i < (= fi) v Ce+ fioye- G, V1<k<max(M,Q) (1)

i=1j=1 i=1j=1

where xf .. = 1 if and only if VNF Fy ; ; is placed on edge server Vj or cloud Vk, yx = 1if and only if

s’
server Vi or V} is occupied; fi = 1if and only if server Vj or cloud V/ is a cloud server.

The capacity constraint of each link requires

m s i

bpq—zz 1 fpq) 20 bij+ 30 Y foq 20 09j < (1= fpaq) Bpatfpg By V1< pg<max(M,Q) (2)

i=1j=0 i=1j=0

where z ] = 1lif and only if data flow between VNF Fy ; ; and Fy ; ;11 pass through link Ep; (or Ep q);
frg=1 1f and only if V), or V is a cloud server; by ; is the occupied bandwidth of link Ey, ; (or Ep g)-

Each VNF is exactly placed on an edge server or the cloud, that is, it can not be split, we obtain

Q M
Yo fexk A Y (A= fi) k=1, VI<i<m1<j<ng, ®)
k=1 k=1

It must follow the Flow Conservation Law for the data flow between VNF Fy ; i and Fy ; ;11 , we
obtain

M M
1505 ( zz,j—mz:fz,j)
p=1 g=1

+(1-fp) fo- ZZS/U ZZS//J 4

+fP'(1_f‘1)' ZZS’I]_ZZS’Z]

o

sij+1 T Y
The total latency includes the communication latency and the processing latency, and it can not
exceeds the latency limit. Therefore, we obtain

ny ; max(M,Q)

Zd“ﬁz Yo [0 () +fie (d050)] <Dy V<i<m )
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where D’ denotes the latency limit in SFC i of network service provider s’. The communication
latency dy ; ; that data flow passes through from Fy ; ; to Fy ; ;11 is

, Q)
pgl )3 <fP'(1_f’1) q’z] dfz;"‘(l—fp) f’? sz] df”z]—i_(l_fp)'(l_f’i) qz] dfi]) (6)

Vi<i<m,0<j<ng,

where dp q - denotes the latency of data flow from Fy/ ; ; to Fy ; i 11 on physical link E;, 4 or E . If there
is edge and cloud communication latency between Fs/ ijand Fy ;iy1, the data flow determlne the
transmission path in two steps as described in the previous section. In addition, if the first VNF of a
SFEC is offloaded to the cloud, there exists a transmitting data flow from the initial edge server to the
VNF on the cloud. Similarly, if the last VNF of a SFC is offloaded to the cloud, there is a transmitting
data flow from the last VNF on the cloud to the final edge.

In our SFCD model, the optimization objective is to minimize the energy cost in the network. The
energy on the edge server is

m Tl i ¢ m "l i
)3 Z Xgr ij “Cslij )3 Z xs/ “Col i
i=1j i=1j=1

@)

Ex=e1+(e1—e0) | (1—fi)- o
k

where ¢) denotes minimum energy consumption when the node is turned on, e; denotes maximum
energy consumption when the node is turned on.
The energy on the network is approximately defined as

Q M
E=)Y fi-Ex+ )Y (1—fr) - Ex 8)
k=1 k=1
In all, the SFCD problem can be formulated as the below Integer Linear Programming (ILP)
problem.
min E
9
s.t.(1) — (5) ©)

2) Service Function Chain Migration

The Service Function Chain Migration(SFCM) problem is to migrate the m SFCs according to the
dynamic data flow which generate dynamic network resource requirements and dynamic communi-
cation latency. The goal of SFCM problem is to minimize migrated nodes, energy consumption and
network latency. In particular, the total energy consumption contains the total energy consumed on
the occupied edge servers or cloud servers. The total number of migrated nodes contain the migrated
nodes compared with the network before the migration. That is, in our model, there are below three
optimization objectives.

Network energy E defined in Equation (8),

The total number of migration nodes M defined in Equation (10),

m
k K
M=} Z (x' X 1]) X Xl i (10)

i=1j=1

The total number of failed SFC requests F defined in Equation (11),

F=

'Mﬁ

(1—5Sy)) (11)
1
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where k' is the placed node before the migration; Sy ; = 1 if and only if the SFC i of network
service provider s’ is successfully placed.
In all, the SFCM problem can be formulated as the below Integer Linear Programming (ILP)
problem.
min ¢ =aE+BM+~F
s.t.(1) — (5)
Where «, B, v are weighting factors for adjusting the relative importance between objective
components.

(12)

4. Framework and Algorithms

This section presents in detail the proposed framework and algorithms for network traffic predic-
tion in edge-cloud continuum network under dynamic network traffic. First, we present the framework
of the solution for dynamic network traffic in edge-cloud continuum network and then introduce the
algorithms of the solution in detail.

4.1. Framework for Traffic Prediction in Edge-Cloud Continuum Network

In NFV-based edge-cloud continuum network, the network resource requirements of SFCs and
the transmission delay of links change according to dynamic network traffic. In order to solve this
problem, we propose to divide a day into S time slices, predict the network traffic of the next time slice
when the time slices are alternating, get the network resource requirements and possible transmission
delays of the next time slice based on the predicted network traffic, and proactively migrate the VNFs
to comply with the traffic changes of the next time slice, so as to reduce the amount of passive migration
within the time slice and reduce the growth of energy consumption.

The main idea of the scheme is to design an intelligent framework under dynamic network traffic
with the goal of protecting privates of network service providers. By utilizing FL to train multiple local
network traffic prediction models belonging to different network service providers, the local models
can implement optimal network traffic prediction using history network traffic.

The framework of our scheme for network traffic prediction is illustrated in Figure 2. There are
two kinds of servers, i.e., the cloud servers and the edge servers. Among them, the cloud servers can
be used as a supplement to the edge servers, as a carrying host for VNFs when the edge servers do
not have enough resources for SFC requests; in addition, the cloud servers can be used as a host for
the aggregation models in federated learning, when the edge servers are in charge of local models
for each network service provider, thus supporting the federated learning algorithms for network
traffic prediction.That is, the cloud servers are responsible for global model training and VNFs hosting,
while the edge servers are in charge of local model training and VNFs hosting. The cloud servers are
responsible for aggregation global training and VNFs sustaining, while the edge servers are in charge
of local training and VNFs sustaining. Each day is made of series of episodes T = {t1, t, ...}, each of
which has a time slot, and the whole day has been divided into S time slots. There are Q" network
service provider, each of which has a local server to iteratively learn its local model 6;(i € [1, Q']) via
FL and serves as a function node to communicate with the cloud server. The model 6; is structured
based on neural network of LSTM, guiding network traffic prediction for each time slot. The network
traffic prediction and SFC migration aims to actively migrate VNFs with the dynamic network traffic
of different time slots. The initial global model will be delivered to local cloud server from the cloud
server. The local training executed by each local cloud server is to learn a locally traffic prediction
model 6; using LSTM. To preserve the privacy of network traffic data, each local model §; is not
share history data with other models. The aggregation training is to collect all local models 61 ,...,
executed by the local cloud server for the global model 6 learning and then send the global model to
local models for further network traffic prediction. Essentially, 6y has an LSTM-based architecture of
the global model with a number of parameters learned from all local models. Through the collaborative
efforts among them, it can train the global model to predict network traffic.
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Figure 2. The Framework.

The operation of the network traffic prediction is generally divided into six steps: (D global model
propagation, 2) network traffic prediction, (3) loss computation, @ update local model, (&) local model
propagation, (6 model aggregation.

In step @, the global model is delivered to different local models. In step @, Each model mainly
consists of LSTM layers with local model parameters, guiding the local server to learn a model 6;
and predict network traffic as the time slot changes. In step 3, the local model output the predicted
network traffic into the network, and migrate VNFs according to the changed requirements caused by
dynamic network traffic. Then, it compute the loss according to the migration results. In step @, input
the loss into the local model, then compute and update the local model §; . In step ), the parameters
of each local model are delivered to the global model. In step ®, the global model aggregates the
updated parameters of local models received from edge servers into a new model 6y according to
Equation (13). The above steps are repeated to promote the evolution of the models.

In our FL-based framework, the update method of global model 8, can be expressed as

'21 0
=" (13)
4.2. Algorithms for Network Traffic Prediction in Edge-Cloud Continuum Network

There are two main problems involved in prediction of network traffic, including the model
training for prediction, and the computation of the loss function. In order to get more accurate loss
values, the loss function calculation can rely on the actual migration results of the network. The
calculation of loss function mainly involves the placement of SFC and the migration of SFC, and the
problems have been formulated in Section 3.3. We describe the three implementation processes of SFC
placement, SFC migration and prediction model training in detail as follows.

4.2.1. First Fit Algorithm of SFCD

We can rely on the powerful computing resource of the cloud to reduce processing latency for
some special SFCs. Otherwise, we prioritize edge resource due to their low communication latency. To
maximize the exploitation of edge resources and reduce the complexity of the algorithm, we have the


https://doi.org/10.20944/preprints202407.1484.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 18 July 2024 d0i:10.20944/preprints202407.1484.v1

11 0f 19

same idea with [24,25] for SFCD, which is to prioritize VNFs at the edge as resources allow and then
offload all the remaining VNFs onto the cloud. The detailed procedures of the First Fit SFCD algorithm
are shown in Algorithm 1.

Algorithm 1 First Fit (FF) Algorithm of SFCD in edge-cloud continuum network

Input: G, the edge servers V;, V5 ,.., Vi, the cloud servers V{ , Vj ..., V’ the list of VNFs { S i ]}

of the SFC, the capacities of the etwo
Output: The placements ix i and z) 1]}

1: foreach VNF Fy/ ; ; inng
2: the sustalmng server ky ; i_1 of VNF Fy, ; ;._1 has the highest priority;
3: o i1 1S aﬁ edge server) ﬂ1
4 adcT all avallablle edge servers to the list / and sort them by resource utilization in descending
order;
5: else
6: the only node that enters the list ] is kg ; i1
7: end if "
8: for each server k in list I: do
9: to server k,
10: 1f it is successful then
11: go to step 15;
12: else
13: o to step 29;
14: en
15: map the link between VNF Fy ; ; and VNF Fy ; ;1 , and obtain the physical path consisting
of a sequence of physical links { z"/7 .
16: (}f it is successful then { S }
17: go to step 21;
18: else
19: o to step 29;
20: endif
21: if j = ny ; then
22: map the link between VNF Fy ; ; and the destination node v { f an _ +l} ,
23: if it is successful then !
24: go to step 32;
25: else
26 o to step 29;
27: endif
28: end if
29: Clear the mappmg of VNF F ; ; on the server;
30: if the link be ween VNF Fy ; i aﬁd VNF Fy ; ;1 is successfully mapped then
31: clear the map ‘:%
32: if both nodes and links are successfully mapped then
33: break;
34: else
35: continue;
36: end if
37: end if
38: end for

39: end for
40: 1f all of the VNFs and virtual links are successfully mapped then

41: Fail=False;

42: else

43: Eeliease resources occupied by mapped VNFs and VLs in the physical network;
44: ail=True;

45: end if
46: return Fail and the placements {xk, . } and {Zp,q }

s/ ,i,j s ,if

4.2.2. First Fit Algorithm of SFCM

In order to reduce the complexity of the algorithm, we use the greedy algorithm to solve the
problem of SFCM. To reduce the number of migrated nodes, the previously mapped nodes are set as
the highest priority level. At the same time, to reduce the energy consumption, the one with a large
percentage of resource consumption is set as the next highest priority. The detailed procedure for
SFCM is shown in Algorithm 2.
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Algorithm 2 First Fit (FF) Algorithm of SFCM in edge-cloud continuum network

Input: G, the edge servers V; , V2 ,..., Vi1, the clouds V, V2 ey VQ , the list of VNFs { s i ]} the

capacities of the network cy ; j and by ; ; , the processing latency d and the transmitting latency

ij s
dS/,i,]- , the placements {xi(',i, ].} and { z) l]} , the predicted network traffic pt and the network traffic
pt—1 for the previous time slice.

Output' The placements {xk, ; ]} and { o l]} after m1grat1on

Coriio g by dy'ii = dy -
2 lferﬁove THd SECY that bxceed ﬁ‘lepl‘afency Ijeqmren{erﬁf “femove the nodes and links that exceed

the resource capacity, in addition, when removing a link, remove the nodes at both ends of the

link simultaneously to obtain the set of unmapped nodes {FS', ; j} and the set of unmapped links

ior eac}‘n Fy,jinng,

if VNF Fyr, ; in F r},then
%)

4:
5: the sustalm er of VNF Fy ; ;1 Ky ; i1 has the highest priority;
6: 1 is an edge server then

7: d’ the remammg available edge servers to the list  , and sort them in descending order

of CPU resource utilization;

8: else

9: the only node that enters the list / is Ky ; ; 1 ;
10: end if "
11: if Ky ;1 is an edge server then
12: fof’ each edge server kin list/ do
13: map to the edge server k ;
14: 1fi is successtul then
15: go to step 21;
16: else
17: o to step 35;
18: end’if
19: end for
20: end if
21: map the link between VNF Fy ; i and VNF Fy ; i 1 to the physical path { Zy; } ;
22: if it is successful then d
23: go to step 27;
24: else
25: o to step 35;
26 end’if
27: if j = ny; then
28: map the link between VNF Fy ; i and the destination node Ve { f,‘z ny +1}
29: if it is successful then
30: go to step 39;
31: else
32: o to step 35;
33: endif
34: end if
35: remove the mapping of VNF Fy ; ; on the edge server Ky
36: if the link between VNF Fy ; ; arid VNF Fy;i~11is successf{lﬁy mapped then
37: remove the physical path {Zs, Wil
38:
39: 1f both the nodes and the links are successfully mapped then
40: break;
41: else
42: continue;
43: end if
44: if the mappi g of the node is failed then
45: go to step
46: else
47: continue ;
48: end if
49: else
50: map to cloud server Ky ;i 1,
51: if it is successful then ’
52: continue;
53: end if
54: remove all of the mapp'ng in the S C
55: remove the records in { F; and S/ }
56: end if gl
57: end for

58: for each SFC do
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59: if mapFing of the SFC is failed then

60: Call First Fit Algorithm of SFCD (Algorithm 1);
61: de?d if

62: end for

63: return the migrated placements {xi‘,’i’j} and {zf,z]} ;

4.2.3. FL-Based Algorithms of Network Traffic Prediction

The neural networks in the network traffic prediction process use LSTM as their architecture. The
loss function is defined as

L(8;) = MSE(x,y) + myloss(x,y) + ¢(x,y) (14)

where MSE(x,y) is the mean square error which is calculated by predicted network traffic y and
actual network traffic x ; myloss(x, y) is described in Equation (15), and it is based on the proof of the
loss function for this problem in our paper [26]; and ¢(x, y) is described in Equation (12).

However, if the migration effect of each node needs to be measured using the migration results of
the actual network, the training processes of the models will be prolonged. For instance, the federated
cloud server will take a long time to learn for the local model of network traffic prediction, since the
migration duration is longer, especially when the scale of the physical network is large. If the migration
process during the calculation of the loss is removed, and only the predicted and actual network traffic
are used, it will reduce training duration by a significant amount. However, it is no interaction with the
physical network, it means that there is no way to know the impact of the predicted network traffic on
the network. From the previous analysis, when the predicted network traffic is larger than the actual
network traffic, it will take up more resources while no passive migration; when the predicted network
traffic is smaller than the actual network traffic, there is a high probability that the resources allocated
in advance are not enough, which will lead to passive migration of the SFC. Therefore, higher network
traffic prediction values have less adverse effects on NFV networks compared to lower network traffic
prediction values. To this end, we first design an FL-based algorithm that uses SFCM to calculate loss
function. Then, to further reduce the training duration of the models, we analyze the relationship
between the network traffic prediction value and factors such as SFCM and energy consumption, and
design an asymmetric loss function computation formula. This loss function does not need to migrate
the SFC and greatly reduces the training duration. Define the loss function as follows:

Mo

1
DxS *

1

myloss(x,y) =

S
; (1;))° (15)

Il
_
=

where D is the number of days; S is the number of time slices in one day; and li,]- is defined as
follows:
Lj=0-(y—x)-Iy—x)+w-(y—x)>I(x—y) (16)

where I(x) = 0when x < 0;and I(x) = 1 when x > 0. ¢ and w are constant coefficients.
To facilitate understanding, the pseudocode of FL-based training for network traffic prediction
(Newloss_FL_NTP) has been listed in Algorithm 3.

Algorithm 3 FL-based Training for network traffic prediction (Newloss_FL_NTP)

Input: Initial models 6 , 61 ..., 0y -
Output: Improved models 6y , 07,..., 0 . ) _
Data: Initial global model 6y , history tFaffic data of each local service provider .

1: forepoch; do
: #Elouc{ server does

Send 6 to each local model 0; ;

#Local edge server does )

for each local model 8; of each service provider do
Accept and compute loss for local model 6; according to Equation Equation (14);
Update parameters of each local model 6; ;

end for

#Cloud server does

VRN RN
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10: GatheEBarameterS of each local model 6; ;

11: 0y +— -
12: end%or Q

Line 3 of Algorithm 3 introduces @ global model propagation. Line 6 of Algorithm 3 refers to @
traffic predict and @) compute loss. Line 7 of Algorithm 3 gives (@ update local model for each network
service provider. Line 10-11 of Algorithm 3 describe the process of () local model propagation and (6)
model aggregation.

5. Experimental Evaluation and Results

In this section, we conduct extensive simulations on a computer with Intel Core 15-8250U 1.8 ghz
CPU and 8 GB memory to evaluate the performance of Newloss_FL_NTP algorithm. First, we describe
the experiment setup and then present our evaluation metrics. Finally, we illustrate the results of
performance comparisions among Newloss_FL_NTP and two related approaches [27,28].

5.1. Simulation Setup

The simulation experiments are executed using Pytorch for neural network implementation.
These networks comprise two LSTM layers, each with 50 neurons. The partial parameters are listed in

Table 3.
Table 3. Parameter settings.
Hyperparameters Value
Learning rate 0.0001
Dropout factor 0.2
Number of Service Providers 12
Number of layers 2
Number of neurons each layer 50
Number of Time slices in one day 24
Number of network service providers 12
ep in Equation (7) 0.2
eq in Equation (7) 0.8
« in Equation (12) 0.1
B in Equation (12) 0.4
7 in Equation (12) 0.5
o in Equation (16) 0.1
w in Equation (16) 0.9

The network topology used for simulation experiment is the same with [29], and the network
has 200 servers and 991 links. The CPU capabilities of edge servers range from 7 to 10 Cores, the
link bandwidth capabilities between two edge servers range from 4 to 10 Mbps, and the link latency
between two edge servers range from 1 to 4 s, respectively. The CPU capabilities of cloud servers range
from 140 to 200 Cores, the link bandwidth capabilities between two edge servers range from 20 to
50 Mbps, and the link latency between cloud and edge server range from 15 to 60 s, respectively. In
addition, it is randomized to assign the network service provider to each cloud server.

Our simulations employ 8 different VNF types and a maximum SFC length of 6. SFCs are
randomly generated between various source-destination host pairs, comprising VINFs selected from
the aforementioned 8 types. Because the processing time is mainly relevant to the packet header, we
do not consider the change of processing times according to the dynamic data flow amount. Besides,
the processing latency of edge servers is longer than that of cloud servers. Therefore, the processing
latency of edge servers are set from 10 to 20 s, the processing latency of cloud servers are set from 1 to
2 s. Each VNF requires CPU capacities ranging from 1 to 2 Cores, and virtual links require bandwidth
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capacity varying from 10 to 20 bps. The SFCs latency limit range from 200 to 280 s. The average
performance results are collected from 10 simulation runs in the scenario.

To qualitatively execute evaluations, in addition to our schemes, we have also implemented two
typical solutions:

LSTM: It is a network traffic prediction scheme based on LSTM [27].

MSE_Loss_FL: It is a network traffic prediction scheme based on FL, and it uses MSE to compute
the loss [28].

5.2. Evaluation Metrics

There are four evaluation metrics, i.e., loss function value, migrated nodes, energy consumption,
and failed requests, to investigate the performance of our scheme.

Loss function values: The loss function L(6;) defined in Equation (14) which indicates the conver-
gence performance of the local model in our scheme. The smaller the loss function value is, the better
estimation performance a local model has.

Migrated nodes: This metric is referred to as the number of migrated nodes, defined in Equation
Equation (10).

For greater clarity, the experimental results are shown as the sum of the number of migrations
over multiple iterations, defined as follows:

t
M= Y M (17)
i=1

where ¢ is the total number of iterations of network traffic that have been predicted, and M, is the
number of nodes migrated from the physical network obtained using the ith predicted value of network
traffic.

Energy Consumption: This metric is referred to as the total consumed energy to host all VNFs in
the physical network , defined in Equation (8). The experimental results shown in the graph are the
energy consumption averages over multiple migration iterations, defined as follows:

Eftve = =L (18)

where E; is the energy consumption of the physical network obtained using the ith predicted
value of network traffic.

Failed Requests: This metric is referred to as the number of the failed SFC requests as defined in
Equation (11). The experimental result graph shows the sum of failed migration SFCs over multiple
iterations, defined as follows:

t
B =Y F, (19)
i=1
where F; is the number of failed SFC requests using the ith predicted value of network traffic.

5.3. Simulation Results

1) Convergence of our scheme in Training and Validating processes of local model

Figure 3a,b illustrate the convergence of Newloss_FL_NTP, in the form of loss function values
in training and validating processes. In Figure 3a, the loss values of Newloss_FL_NTP gradually
decrease during training in the simulation network. After about 20 iterations of training, the loss value
decreases to a lesser extent. This indicates that it has reached the convergence range of local learning.
Therefore, Newloss_FL_NTP can achieve efficient model training.
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Figure 3. Loss Function Values.

2) Comparison of Energy Consumption, Migrated nodes and Failed SFC requests during perfor-
mance

The comparison of our proposed algorithm Newloss_FL_NTP with the MSE_Loss_FL and LSTM
algorithms are shown in Figure 4, Figure 5 and Figure 6. Figure 4a and Figure 4b illustrate the energy
consumption obtained by Newloss_FL_NTP, MSE_Loss_FL and LSTM. In Figure 5a and Figure 5b,
our algorithm’s performance in migrated nodes is compared with that of MSE_Loss_FL and LSTM
algorithms. Figure 6a and Figure 6b provide valuable insights into the Failed SFC requests associated
with MSE_Loss_FL and LSTM algorithm. Notably, our algorithm generally exhibits the best when
compared to both the MSE_Loss_FL and LSTM algorithms. The main reason is that they have different
loss functions, the algorithms LSTM and MSE_Loss_FL used for comparison directly use the difference
between the predicted network traffic and the actual network traffic to calculate the loss value, whereas
the algorithm in this manuscript, Newloss_FL_NTDP, uses the SFC migration effect of the NFV-based
edge-cloud continuum network as the basis for the calculation of the loss function as shown in
Equation (14). In the loss function calculation of Equation (14), factors such as the number of failed
SFC requests, the number of migrated nodes and energy consumption are included. Therefore, the
neural network model trained on the basis of these three factors has better application results in these
three aspects.
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Figure 4. Comparison in Energy Consumption
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6. Conclusion

This manuscript introduced a novel migration-efficient network traffic prediction algorithm in
NFV-based edge-cloud continuum network for multiple network service providers. First, the SFC
migration problem was formulated as a mathematical model, and a heuristic solution was proposed
which provides available resource while ensures end-to-end delay requirements. And then, the an
FL algorithm with a loss function defined by factors such as migration effects and the gap between
predicted and actual network traffic. Our proposed algorithm was evaluated through extensive
simulations, which showed that it outperforms state-of-the-art schemes (which uses only the difference
between predicted and actual network traffic as the loss function), reducing energy consumption by
up to 3.29% and 4.39%, reducing the number of migrated nodes by up to 7 times and 11 times, and
achieving higher SFC acceptance rates while guaranteeing the end-to-end delay requirement of SFC
requests.

The key reason for the better network traffic prediction results in the algorithms of this manuscript
is that the feedback from the environment is added to the loss function. Therefore, our future research
will aim to further deepen the integration of environmental feedback into the network traffic prediction
process. In addition, this research opens avenues for future work, such as developing resource
migration strategies for multiple network service providers.
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