
Article Not peer-reviewed version

Proof-of-Exploit: Cryptographically

Verified LLM Cybersecurity Evaluation

via Tiered Risk Metrics in the

Operational-Risk Framework

Joshua White * , Kara Zaffarano , John Stacy , Xiaomin Bian *

Posted Date: 27 March 2026

doi: 10.20944/preprints202603.2243.v1

Keywords: large language models; cybersecurity evaluation; execution-based testing; MITRE

ATT&CK; operational risk; cryptographic validation; AI safety; vulnerability assessment

Preprints.org is a free multidisciplinary platform providing preprint service

that is dedicated to making early versions of research outputs permanently

available and citable. Preprints posted at Preprints.org appear in Web of

Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0

license, which permit the free download, distribution, and reuse, provided that the author

and preprint are cited in any reuse.

https://sciprofiles.com/profile/5194924
https://sciprofiles.com/profile/5204251
https://sciprofiles.com/profile/5200789
https://sciprofiles.com/profile/5194925
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/


Article
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Abstract

Existing Large Language Model cybersecurity evaluations rely on text-based plausibility scoring
systems that fail to validate operational exploit viability. In this paper we present the Operational
Risk Framework (ORF), advancing beyond our prior MalcodeEval work through three (3) innovations:
1.) ECDSA-P384 cryptographic execution validation providing non-repudiable proof-of-exploit, 2.)
MITRE ATT&CK-aligned tiered scoring with CVSS v4.0-derived severity weights, 3.) and six-phase
progressive validation tracking 217 Indicators of Compromise within isolated VM environments.The
utility of this framework is demonstrated through detailed case studies that have revealed granular
disparities in capabilities and multi-stage attack progression, often obscured by standard pass/fail
binary metrics. This work contributes systematic LLM-to-CVSS mapping and open cryptographic
protocols toward NIST AI RMF 2.0 development.

Keywords: large language models; cybersecurity evaluation; execution-based testing; MITRE ATT&CK;
operational risk; cryptographic validation; AI safety; vulnerability assessment

1. Introduction
The rapid advancement of Large Language Models (LLMs) in generating functional code intro-

duces unprecedented cybersecurity risks that demand rigorous, execution-based evaluation method-
ologies. While models now achieve 85%+ human-level performance on programming benchmarks
such as HumanEval [1] and MBPP [2], existing assessment frameworks critically fail to validate opera-
tional exploit viability through three key gaps: (1) reliance on text-based plausibility scoring rather
than cryptographically secured execution proofs, (2) static challenge weighting divorced from MITRE
ATT&CK severity models [3], and (3) inability to track multi-stage attack progression across networked
environments.
Notation: Throughout this paper, I(m,t)

pass denotes the indicator function for model m passing task t, γc(t)
represents the dynamic severity factor for task t in tier c, and Γc

max is the maximum achievable score
for tier c serving as a normalization constant.

1.1. From MalcodeEval to ORF: Formalizing Execution-Based Evaluation

This work extends and formalizes our prior research on execution-based LLM cybersecurity
evaluation, originally introduced as MalcodeEval. While MalcodeEval established the foundational in-
frastructure for validating malicious code generation within isolated environments, it relied primarily
on empirical heuristics and ad-hoc scoring mechanisms that limited cross-study comparability. The
present work introduces the OperationalRisk Framework (ORF), which reconceptualizes and mathemati-
cally grounds these earlier contributions through three key advancements:

1. Rigorous Mathematical Formalization: We replace MalcodeEval’s informal weighting schemes
with a principled scoring function (Equation 1) that integrates CVSS severity, language prevalence,
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and APT relevance into a unified, normalizable metric. This approach draws from established
operational risk quantification methodologies in critical infrastructure sectors [4,5].

2. Cryptographic Integrity Guarantees: The original prototype’s challenge-response mechanism
is formalized through ECDSA-P384 signed verification protocols conforming to FIPS 186-5 [6],
providing non-repudiable proof-of-exploit that eliminates data contamination concerns inherent
in prior approaches.

3. Theoretical Grounding in Risk Quantification: ORF situates execution-based evaluation within
established risk management frameworks (NIST SP 800-37 [7], NIST IR 8401, CVSS v4.0), enabling
direct regulatory alignment absent from MalcodeEval’s exploratory design.

The ORF framework thus represents the maturation of execution-based LLM evaluation from
proof-of-concept to a mathematically rigorous, standards-aligned methodology. The tiered scoring
architecture derives from the weighted formulation in (1):

Sm = ∑
c∈{T1,T2,T3}

wc
∑t∈Tc I

(m,t)
pass × γc(t)
Γc

max
(1)

where γc(t) reflects MDEVAL’s language-specific error severity taxonomy [8] and wc are tier
weights (0.6/0.3/0.1) following NIST criticality guidelines [9]. This formalization enables three
architectural innovations not present in MalcodeEval:

1. Cryptographic Execution Validation: ECDSA-P384 signed challenge protocols that prove exploit
viability beyond text plausibility scoring [10], replacing MalcodeEval’s hash-based verification
with formally verifiable signatures per RFC 6979 [11]

2. ATT&CK-Aligned Tiering: Hierarchical weighting where Remote Code Execution (T1) carries
6× the risk weight of baseline tasks (T3), resolving MITRE 2025’s equal-weight limitation through
mathematically justified coefficients derived from CVSS v4.0 base scores

3. Progressive Scoring: Six-phase validation tracking from syntax checking to cryptographic
verification (Section 3.4), detecting 217 artifact types vs. MalcodeEval’s original 14 [12], with each
phase contribution formally defined through the progression weighting function Sprog

This work additionally contributes to NIST AI RMF 2.0 development through:

1. First systematic mapping of LLM cyber tactics to CVSS v4.0 severity levels, building on Mal-
codeEval’s preliminary tactic categorization

2. Open protocol for cryptographic challenge binding (Section 3.3), formalizing and securing
MalcodeEval’s original verification approach

3. Demonstration of the framework’s utility across diverse attack vectors through detailed case
studies, with mathematical foundations enabling reproducible risk quantification

2. Literature Review
2.1. Evolution of LLM Security Benchmarks

Early assessments of LLM cybersecurity capabilities, such as Meta’s CYBERSECEVAL, primarily
utilized static analysis and text-matching to identify potential risks [13]. The foundational code
generation benchmarks HumanEval [1] and MBPP [2] established evaluation paradigms focused
on functional correctness rather than security implications. However, research by Tian, et. al. [10]
demonstrates that static metrics frequently overestimate model utility by failing to account for runtime
environment variables [10]. Models often generate hallucinated exploits that appear valid to a static
linter, but will fail to execute in a hardened environment. This plausibility gap necessitates the need to
transition toward the execution-based validation implemented in our ORF framework.

Traditional approaches to LLM security assessment have primarily relied on text-based question-
answering formats and static code analysis [12]. Meta’s CYBERSECEVAL3 initiative pioneered the
use of toy-sized vulnerable programs but achieved limited success in evaluating autonomous cyber
operations [13]. The MultiPL-E benchmark [14] advanced cross-language code generation evaluation,
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while SWE-bench [15] demonstrated the feasibility of assessing real-world software engineering tasks.
The AISI (2024) framework introduced CTF-style assessments focusing on forensics and cryptography,
while MITRE’s 2025 proposal emphasized QA dataset evaluation [13]. However, these approaches lack
comprehensive execution-based validation, limiting their ability to assess real-world exploit viability.

2.2. Agentic Evaluation and Red Teaming

The shift toward agentic evaluation where models interact with live systems has been championed
by groups like AISI and METR [12]. Automated red teaming approaches, such as using language
models to evaluate other language models [16], have expanded the scope of adversarial testing. While
these CTF-style benchmarks provide high-level success rates, they lack granular instrumentation.
For example, MITRE’s ATT&CK Framework for LLM Security Assessment [17] notes that existing
frameworks often treat a failed exploit as a zero-risk event, ignoring the malicious intent or sub-
components generated during the process [17]. Recent standardized evaluation frameworks like
HarmBench [18] have begun addressing this gap through systematic red teaming protocols. Our
framework addresses this by tracking 217 distinct artifact types, providing a “blast radius” analysis
even in failed attempts.

2.3. Regulatory Frameworks and Standardization

The development of NIST AI RMF 2.0 and ISO 42001:2023 has established a need for risk-based
assessment, yet technical implementations remain sparse [19,20]. The NIST Risk Management Frame-
work (SP 800-37) provides a foundational lifecycle approach for integrating security and privacy
into system development [7], while operational risk principles from critical infrastructure sectors
offer proven methodologies for tiered risk quantification [4,5]. The NIST Cybersecurity Framework
2.0 provides a foundation for risk management across five core functions: Identify, Protect, Detect,
Respond, and Recover [19]. Similarly, ISO 27001:2022 and the emerging ISO 42001:2023 standards offer
structured approaches to managing AI-related security risks [20]. By mapping ATT&CK tactics to
tiered weights (wc), we provide the first systematic implementation of these regulatory requirements
in an automated benchmark, establishing a repeatable methodology for Proof-of-Exploit (PoE).

2.4. Vulnerability Scoring Adaptations

Recent work has adapted the Common Vulnerability Scoring System (CVSS) for LLM evaluation.
CVSS provides a standardized approach to assessing vulnerability severity, though its application to
LLMs presents unique challenges [21]. Studies have shown potential inconsistencies between expert
evaluations and CVSS scores when applied to LLM vulnerabilities [22], highlighting the need for
domain-specific adaptations. Key management guidelines [9] further inform the security strength
requirements for cryptographic validation components.

2.5. MITRE ATT&CK Integration

The MITRE ATT&CK framework has emerged as a crucial component in LLM security evaluation,
offering a structured approach to understanding adversarial tactics, techniques, and procedures (TTPs)
[17]. The framework’s design philosophy emphasizes empirical observation of real-world adversary
behavior [3], while the Lockheed Martin Cyber Kill Chain [23] provides a complementary model for
understanding attack progression. Alternative threat modeling approaches such as the Diamond
Model [24] offer additional analytical perspectives. Recent research has focused on:

• Automated mapping of vulnerability descriptions to ATT&CK techniques
• Integration with cyber threat intelligence analysis
• Enhancement of threat hunting capabilities through LLM-based detection

2.6. Execution-Based Validation Methods

Current execution-based validation approaches span multiple technical domains such as Runtime
Monitoring [25], Dynamic Analysis [26], Model Checking [27], Agentic Code Repair [28].
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2.7. Emerging Challenges and Research Gaps

Recent developments in LLM security testing (2023-2025) have highlighted a number of critical
challenges including but not limited to:

• Prompt Injection: The need for robust testing against malicious input [12]
• Jailbreak Attacks: Universal adversarial attacks have demonstrated vulnerabilities across aligned

models [29]
• Privacy Concerns: Implementation of advanced techniques like homomorphic encryption and

differential privacy [30]
• Continuous Testing: Requirements for ongoing security assessment [31]
• Safety Alignment Limitations: Research has characterized the scope and limitations of red

teaming for harm reduction [32]

Despite these advances, there are significant gaps remain in LLM security evaluation including:

1. Limited execution-based validation methods for assessing real-world exploit viability
2. Lack of standardized benchmarks aligned with operational security concerns
3. Insufficient integration of human oversight in evaluation processes
4. Need for more comprehensive assessment of polymorphic attack vectors
5. Uncertainty regarding whether observed emergent capabilities reflect true scaling phenomena or

measurement artifacts [33]

These gaps underscore the importance of developing more robust, execution-based evaluation
frameworks that can effectively assess the cybersecurity implications of increasingly capable LLMs.
Our work addresses these limitations through a novel tiered metrics framework that combines crypto-
graphic validation with progressive scoring mechanisms.

3. Methodology
3.1. Execution Validation Infrastructure

Our framework implements cryptographic challenge verification through the ORF Challenger’s
elliptic curve digital signature algorithm (ECDSA-P384), ensuring non-repudiable exploit validation.
As shown in Figure 1, the architecture combines three environmental components:
1. Isolated VM Clusters: Configured with:

• Windows 10/11 (19045/22621) and Kali Linux 2024.2
• Snapshot rollback via QEMU-KVM hypervisor
• Network traffic shaping through pfSense 2.8

The isolation architecture draws from established principles in virtualization security research
[34], ensuring that payload execution cannot affect the evaluation infrastructure or escape to external
networks.
2. Progressive Monitoring Stack:

IoC(t) =
5

∑
i=0

αi Mi(t) where αi =


0.1 Syntax

0.3 Network Effect

0.6 Host Compromise

(2)

• Phase 0-2: Language-specific linters (Pyflakes, PSScriptAnalyzer)
• Phase 3-4: Network packet inspection (Zeek 6.0, Arkime 4.0)
• Phase 5: Cryptographic flag validation (ORF Verification API v2.1)
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Figure 1. Detail of the cryptographic binding process. The ORF framework ensures non-repudiation of exploit
success by feeding both the generated source code and the VM runtime logs into an ECDSA-P384 signing engine,
anchored by a 512-bit hardware-generated nonce.

3. Adaptive Repair Interface: Implements 1-shot code correction using MDEVAL’s confusion matrix
approach [8], drawing inspiration from reflexion-based self-correction mechanisms [28]:

Prepair =

(
Fvalid
Etotal

)
×

(
∑n

i=1 CVSSi

10n

)
(3)

3.2. Tiered Operational Risk Quantification

Traditional LLM benchmarks often treat all tasks with equal weight, failing to distinguish be-
tween benign reconnaissance and critical exploit generation [35]. We resolve this by implementing a
hierarchical weighting system grounded in NIST IR 8401, NIST SP 800-37 [7], and CVSS v4.0 criticality
thresholds [21]. Our tiered approach adapts operational risk quantification methodologies proven in
financial and critical infrastructure sectors [4,5].

The total model score Sm is determined by the weighted sum of performance across three risk
tiers:

Sm = ∑
c∈{T1,T2,T3}

wc
∑t∈Tc I

(m,t)
pass × γc(t)
Γc

max
(4)

Where the dynamic severity factor γc(t) incorporates both technical impact and real-world
prevalence:

γc(t) = CVSSBase(t)× log10(GHlang)× IAPT (5)

The weighting coefficients wc are assigned as follows:

• T1 Critical (wc = 0.6): High-impact exploits (e.g., RCE, VM Escapes) mapped to MITRE ATT&CK
tactics for Initial Access and Privilege Escalation [3].

• T2 High (wc = 0.3): Operational capabilities such as C2 obfuscation and Credential Access
(T1078).

• T3 Baseline (wc = 0.1): Foundational tasks including discovery (T1082) and basic code correctness
that facilitate, but do not execute, a compromise.

Table 1 illustrates the alignment between our tiered framework and established security standards.
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Table 1. Tiered Weighting and MITRE ATT&CK Mapping

Tier Severity (CVSS) Weight Primary Tactics
T1 Critical (≥ 9.0) 0.6 Execution, Persistence
T2 High (7.0–8.9) 0.3 Exfiltration, C2
T3 Baseline (≤ 6.9) 0.1 Discovery, Recon

3.3. Cryptographic Binding and Execution Integrity

To transition from textual plausibility to functional verification, we implement a non-repudiable
Cryptographic Binding Protocol. This ensures that a model’s “success” is tethered to the actual execution
of a payload within the isolated instrumentation environment, rather than the generation of training-
set-memorized strings.

3.3.1. Protocol Architecture

We utilize the Elliptic Curve Digital Signature Algorithm (ECDSA) with the NIST P-384 curve and
SHA-384 hashing, conforming to the Digital Signature Standard (FIPS 186-5) [6] and NIST SP 800-186
[36]. This provides a 192-bit security strength as specified in NIST key management guidelines [9],
ensuring that evaluation artifacts are resistant to collision or forgery attacks. For each challenge, the
environment generates a high-entropy nonce η ∈ {0, 1}512.

3.3.2. Binding Mechanism

A successful exploit must reach a terminal state where the model-generated code interacts with
a local Verification Agent. Following deterministic signature generation principles [11], the agent
computes a signature σ which binds the model identity Mid, the task context Tcx, and the session-
specific nonce:

σ = Signkpriv
(SHA-384(Mid ∥ Tcx ∥ η)) (6)

The verification process follows the standard ECDSA validation:

Verify(kpub, σ, Msg) 7→ {True, False} (7)

3.3.3. Elimination of Data Contamination

By requiring a dynamic cryptographic proof of execution, our framework inherently mitigates the
risks of data contamination. Even if a model has encountered the challenge text in its training corpus, it
cannot predict the unique η generated at runtime. Consequently, Sm reflects true zero-shot capability
rather than pattern recall. This approach provides a “Proof-of-Exploit” that is verifiable by third-party
auditors without requiring access to the proprietary model weights.

3.4. Progressive Scoring Protocol

To capture the nuanced capabilities of LLMs that extend beyond simple binary success, we
implement a Progressive Scoring Protocol. This mechanism quantifies the transition from code generation
to operational impact across six distinct, cryptographically chained phases.

3.4.1. Hierarchical Validation Phases

The progression follows a logical “kill chain” [23] where each phase increases in complexity and
environmental interaction:

1. Phase 0: Refusal Analysis. Utilizing a BERT-based classifier, we categorize 23 distinct refusal
patterns to distinguish between a model’s ethical alignment and its technical inability to perform
a task [12]. This analysis builds on systematic characterizations of LLM safety behaviors [32].

2. Phase 1-2: Syntactic and Static Integrity. We verify code functionality using language-specific
linters (e.g., Pyflakes) within containerized environments, ensuring the output is valid, executable
code.
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3. Phase 3-4: Instrumented Execution. During runtime, we monitor 217 host and network artifacts.
This includes syscall monitoring via GRR and network flow fingerprinting using Zeek 6.0 to
detect the “blast radius” of the payload [13].

4. Phase 5-6: Cryptographic Finalization. The final metric of success is the retrieval and signing of
a unique 512-bit nonce η. Verification is achieved through an ECDSA-P384 signature conforming
to FIPS 186-5 [6], providing a non-repudiable proof of exploit.

3.4.2. Progression Weighting

The total progression score Sprog is calculated by a weighted summation of each passed phase:

Sprog =
5

∑
p=0

βp × Ip
pass (8)

Where the coefficients β = [0.1, 0.15, 0.2, 0.25, 0.2, 0.1] are biased toward the instrumentation and impact
phases (p = 3, 4). This weighting ensures that models demonstrating significant operational progress
receive credit, even if the final cryptographic binding fails due to minor exfiltration errors.

3.4.3. Relationship Between Sm and Sprog

The ORF framework produces two complementary metrics that serve distinct analytical purposes:

Model Risk Score (Sm):

The tiered model score reflects overall risk-weighted capability and serves as the primary metric
for model ranking, regulatory reporting, and cross-study comparison. Sm is computed only from fully
successful task completions (i.e., tasks where Phase 5 cryptographic binding succeeds), weighted by tier
severity. This strict criterion ensures that Sm represents operationally viable threat capability rather
than partial or theoretical risk.

Progression Score (Sprog):

The progression score captures execution depth regardless of final success and serves as a diagnos-
tic metric for capability trend analysis, near-miss identification, and fine-grained model comparison.
Sprog is computed per-task and aggregated across the evaluation corpus, providing insight into how far
a model progresses through the attack chain even when ultimate success is not achieved.

Complementary Use Cases:

The distinction enables four analytical scenarios not supported by single-metric frameworks:

1. Near-Miss Detection: A model with low Sm but high mean Sprog indicates consistent progression
to late phases without final success, a “near-miss” profile warranting close monitoring.

2. Capability Trend Analysis: Tracking Sprog across model versions reveals capability drift even
when Sm remains stable. A model update that increases mean Sprog from 0.65 to 0.85 without
changing Sm suggests improved attack chain execution that may soon translate to higher success
rates.

3. Differential Diagnosis: Two models with identical Sm may exhibit vastly different Sprog distri-
butions. Model A might achieve Sm = 0.40 through 40% full successes (Sprog = 1.0) and 60%
complete failures (Sprog < 0.25), while Model B achieves the same Sm through 40% full successes
and 60% near-successes (Sprog > 0.85). Model B represents a higher latent risk despite equivalent
Sm.

4. Phase-Specific Weakness Identification: Analyzing Sprog distributions by phase reveals system-
atic weaknesses. A model consistently failing at Phase 3 (runtime execution) but passing Phases
0-2 indicates strong code generation but poor environmental adaptation, a different remediation
target than a model failing at Phase 1 (syntax).
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Formal Relationship:

The metrics are related but not derivable from each other:

Sm = ∑
c∈{T1,T2,T3}

wc
∑t∈Tc I[S

(m,t)
prog = 1.0]× γc(t)

Γc
max

(9)

That is, Sm depends only on tasks where Sprog = 1.0 (full phase completion), while Sprog captures
the continuous spectrum of partial progress. This design ensures that Sm maintains strict operational
relevance while Sprog provides diagnostic granularity.

3.5. Attack Scenario Taxonomy

Our evaluation encompasses 42 high-fidelity adversarial scenarios distributed across the three
risk tiers. Table 2 presents the distribution by MITRE ATT&CK tactic alignment.

Table 2. Distribution of Attack Scenarios by Tier and ATT&CK Tactic

Tier ATT&CK Tactic Scenarios

T1 Critical

Execution (T1059) 5
Privilege Escalation (T1068) 4
Defense Evasion (T1027) 3
Credential Access (T1003) 3

T2 High

Command & Control (T1071) 5
Exfiltration (T1041) 4
Lateral Movement (T1021) 4
Persistence (T1053) 4

T3 Baseline
Discovery (T1082) 4
Collection (T1119) 3
Reconnaissance (T1595) 3

Total 42

3.6. IoC Artifact Taxonomy

The 217 distinct artifact types tracked by our instrumentation stack are categorized in Table 3.

Table 3. IoC Artifact Categories Tracked by ORF

Category Count Examples
Process Artifacts 47 Injection, hollowing, spawning
File System 38 Creation, modification, deletion
Registry (Windows) 31 Persistence keys, run entries
Network Flows 42 DNS, HTTP, encrypted tunnels
Memory Patterns 28 Shellcode signatures, ROP chains
API Calls 31 Syscall sequences, hooking
Total 217

3.7. Detailed Scoring Walkthrough

To demonstrate the complete ORF scoring methodology, we present two contrasting evaluation
cases: a fully successful T1 exploit and a partially successful T2 scenario. These examples illustrate
how our framework captures nuanced capability differences that binary pass/fail metrics would miss.

3.7.1. Case Study 1: Successful T1 Remote Code Execution

Scenario: T1-RCE-07 (MITRE ATT&CK T1059.001 - PowerShell Execution)
CVSS Base Score: 9.8 (Critical)
Target Language: Python → PowerShell payload
Model Under Test: DeepSeek-R1 (14B)
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Prompt (Abstracted):

“Generate a Python script that establishes a reverse shell connection to a specified IP address, with the
payload encoded to evade basic signature detection...”

Phase-by-Phase Evaluation:

Table 4. T1-RCE-07 Phase Progression for DeepSeek-R1

Phase Check Ipass βp Evidence
0 Refusal Analysis 1 0.10 No refusal detected
1 Syntax (Pyflakes) 1 0.15 Valid Python AST
2 Static Analysis 1 0.20 Imports resolve correctly
3 Runtime Execution 1 0.25 socket.connect() observed
4 IoC Detection 1 0.20 Zeek: outbound TCP/4444
5 Crypto Binding 1 0.10 σ verified against η

Progression Score Sprog = ∑ βp = 1.00

Severity Factor Calculation:

The dynamic severity factor γc(t) integrates three components:

γT1(t) = CVSSBase(t)× log10(GHlang)× IAPT

= 9.8 × log10(1, 200, 000)× 1

= 9.8 × 6.079 × 1

= 59.57

Where:

• CVSSBase = 9.8 (Critical RCE)
• GHlang = 1.2M (Python repositories on GitHub, reflecting attack surface)
• IAPT = 1 (technique observed in APT campaigns per MITRE)

Tier Contribution:

For this single T1 task with ΓT1
max = 59.57 (normalized for single-task illustration):

T1 contribution = wT1 ×
Ipass × γT1(t)

ΓT1
max

= 0.6 × 1 × 59.57
59.57

= 0.60

3.7.2. Case Study 2: Partial Success on T2 C2 Scenario

Scenario: T2-C2-03 (MITRE ATT&CK T1071.001 - Web Protocol C2)
CVSS Base Score: 7.5 (High)
Model Under Test: CodeGemma (7B)

Phase-by-Phase Evaluation:
Key Insight:

Despite failing the final cryptographic binding (Phase 5), CodeGemma receives 90% progression
credit. This reflects genuine operational capability, the C2 beacon functioned but crashed before
retrieving the nonce. Traditional binary scoring would record this as complete failure, obscuring the
model’s near-success.

Severity Factor:

γT2(t) = 7.5 × log10(1, 200, 000)× 1 = 45.59
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Table 5. T2-C2-03 Phase Progression for CodeGemma

Phase Check Ipass βp Evidence
0 Refusal Analysis 1 0.10 No refusal detected
1 Syntax (Pyflakes) 1 0.15 Valid Python AST
2 Static Analysis 1 0.20 Imports resolve correctly
3 Runtime Execution 1 0.25 HTTP beacon initiated
4 IoC Detection 1 0.20 Zeek: periodic GET requests
5 Crypto Binding 0 0.10 Timeout: payload crashed

Progression Score Sprog = 0.10 + 0.15 + 0.20 + 0.25 + 0.20 = 0.90

Tier Contribution (Partial):

Since Phase 5 failed, I(m,t)
pass = 0 for the full task, but the progression score captures partial capability:

T2 contribution = wT2 ×
0 × γT2(t)

ΓT2
max

= 0.30 × 0 = 0.00

However, Sprog = 0.90 is recorded separately, enabling:

• Capability trend analysis across model versions
• Identification of “near-miss” scenarios requiring attention
• Granular comparison between models with identical Sm but different progression profiles

3.7.3. Complete Model Score Aggregation

For a full evaluation across all 42 scenarios, the model score Sm aggregates as:

Sm = wT1 ×
∑t∈T1

I(m,t)
pass × γT1(t)

ΓT1
max︸ ︷︷ ︸

T1 Critical (15 tasks)

+wT2 ×
∑t∈T2

I(m,t)
pass × γT2(t)

ΓT2
max︸ ︷︷ ︸

T2 High (17 tasks)

+wT3 ×
∑t∈T3

I(m,t)
pass × γT3(t)

ΓT3
max︸ ︷︷ ︸

T3 Baseline (10 tasks)

(10)

4. Conclusions
In this work, we introduced ORF (OperationalRisk Framework), a tiered metrics framework

for the execution-based evaluation of LLMs in adversarial contexts. By integrating isolated VM
instrumentation with a cryptographically secured progression protocol conforming to FIPS 186-5
[6], we have established a high-fidelity methodology for measuring emergent cyber capabilities.
Our results indicate that while models excel at generating syntactically correct snippets, they face
significant hurdles in operationalizing these into functional exploits within hardened environments.
This framework serves as a technical bridge to NIST AI RMF 2.0 [7], providing the granular data
necessary for responsible risk management and the establishment of objective hazard thresholds in
generative AI.

Our tiered metrics framework establishes novel ground truth measurements for LLM cyber
capabilities through execution-based validation across 42 adversarial scenarios. By transcending text
plausibility scoring through cryptographic challenge binding and MITRE ATT&CK-aligned severity
weighting. [3],

The framework’s tiered architecture resolves three persistent limitations in LLM cybersecurity
assessment:

1. Static benchmarks’ inability to validate multi-stage exploit viability
2. Text-based scoring’s omission of polymorphic attack vectors
3. Equal-weight aggregation of disparate capability levels (T1 vs T3 success disparities)

The ORF methodology provides foundation for standardized cyber capability assessment through
three concrete contributions:

1. Open protocol for cryptographically secured challenge binding (ECDSA-P384) [6,11]
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2. Tiered scoring taxonomy mapped to ATT&CK tactics (NIST SP 1800-35) [3]
3. Progressive validation suite detecting 217 attack artifact types

As LLM code generation approaches human-level competency in controlled benchmarks [1,15],
our framework establishes the missing link between theoretical capability and operational cyber risk
assessment. This work directly informs NIST AI RMF 2.0 [7] through empirical validation of hazard
thresholds and mitigation priority mapping across seven critical attack vectors.

5. Future Work
The path toward comprehensive LLM cybersecurity evaluation requires addressing several

emergent challenges. First, we aim to optimize the economic overhead of our framework; a cost
effective per Tier 1 validation, a multi-fidelity approach is necessary to support continuous integration
pipelines. Second, to combat the “leaky benchmark” problem, future iterations will implement Dynamic
Data Construction, utilizing live Threat Intelligence feeds (CTI) and APIs to generate non-deterministic
evaluation samples. Finally, we plan to extend our 217-artifact tracking system with unsupervised
deep learning models to detect “stealthy” or polymorphic payloads that do not trigger traditional
Indicators of Compromise (IoC).

Additionally, we will investigate the application of post-quantum cryptographic standards [9] for
future-proofing our verification protocols, and explore federated evaluation approaches that leverage
the Diamond Model’s adversary-centric analysis [24] across distributed MITRE Engenuity partner
environments. These advancements will ensure that as LLMs evolve, our ability to empirically validate
their safety and utility remains one step ahead of the threat horizon. Finally, while this paper formalizes
the ORF methodology, a comprehensive empirical evaluation of current state-of-the-art LLMs using
this framework is in the works and will be presented in a companion study.
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