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Abstract 

The escalating global demand for energy-efficient and sustainable built environments has catalyzed 

the advancement of Building Energy Management Systems (BEMS), particularly through their 

integration with cutting-edge technologies. This review presents a comprehensive and critical 

synthesis of the convergence between BEMS and enabling tools such as the Internet of Things (IoT), 

wireless sensor networks (WSNs), and artificial intelligence (AI)-based decision-making 

architectures. Drawing upon 89 peer-reviewed publications spanning from 2019 to 2025, the study 

systematically categorizes recent developments in HVAC optimization, occupancy-driven lighting 

control, predictive maintenance, and fault detection systems. It further investigates the role of 

communication protocols (e.g., ZigBee, LoRaWAN), machine learning-based energy forecasting, and 

multi-agent control mechanisms within residential, commercial, and institutional building contexts. 

Findings across multiple case studies indicate that hybrid AI–IoT systems have achieved energy 

efficiency improvements ranging from 20% to 40%, depending on building typology and control 

granularity. Nevertheless, the widespread adoption of such intelligent BEMS is hindered by critical 

challenges, including data security vulnerabilities, lack of standardized interoperability frameworks, 

and the complexity of integrating heterogeneous legacy infrastructure. Additionally, there remain 

pronounced gaps in the literature related to real-time adaptive control strategies, trust-aware 

federated learning, and seamless interoperability with smart grid platforms. By offering a rigorous 

and forward-looking review of current technologies and implementation barriers, this paper aims to 

serve as a strategic roadmap for researchers, system designers, and policymakers seeking to deploy 

the next generation of intelligent, sustainable, and scalable building energy management solutions. 

Keywords: building energy management systems (BEMS); internet of things (IoT); artificial 

intelligence (AI); smart buildings; HVAC optimization; occupancy sensing; energy efficiency; fault 

detection; wireless sensor networks (WSNS); smart grids 
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1. Introduction 

The building sector is responsible for nearly 40% of global final energy consumption and 

constitutes one of the largest sources of greenhouse gas (GHG) emissions, thereby positioning it as a 

critical domain in climate mitigation strategies and global sustainability frameworks [1]. In alignment 

with international accords such as the Paris Agreement and the United Nations Sustainable 

Development Goals (SDGs)—notably Goal 7 (Affordable and Clean Energy) and Goal 11 (Sustainable 

Cities and Communities)—there is an escalating imperative to transition from conventional building 

automation systems to intelligent, adaptive energy management frameworks that leverage real-time 

data and autonomous control mechanisms [2,3]. 

Within this context, Building Energy Management Systems (BEMS) have evolved from basic 

supervisory control structures into multi-layered, cyber-physical infrastructures capable of 

orchestrating energy flows across complex building ecosystems. These systems now routinely 

incorporate Internet of Things (IoT) devices, wireless communication protocols, and artificial 

intelligence (AI) algorithms to facilitate real-time monitoring, analysis, and optimization of energy 

usage patterns [4–6]. State-of-the-art BEMS platforms enable dynamic control over HVAC systems, 

lighting, plug loads, and energy storage units, while also integrating features such as occupancy 

detection, predictive maintenance, and time-of-use (ToU) pricing responses [7–9]. 

The proliferation of IoT technologies—ranging from low-power sensors to cloud-based analytics 

platforms—has drastically improved the granularity, frequency, and contextual relevance of energy-

related data in buildings. Contemporary sensor networks can capture a wide array of parameters 

including motion, thermal anomalies, CO₂ concentrations, and ambient lighting, thus generating rich 

data streams that feed into advanced AI models for fault detection, load forecasting, and adaptive 

control policy generation [10–12]. Such integration empowers BEMS to respond autonomously to 

changing occupancy profiles, environmental dynamics, and operational constraints in real time. 

Recent empirical studies have confirmed the effectiveness of machine learning (ML) 

methodologies—such as support vector machines (SVMs), artificial neural networks (ANNs), deep 

reinforcement learning (DRL), and multi-agent systems (MAS)—in achieving significant energy 

savings and enhanced user comfort in both residential and commercial settings [13–15]. Notably, 

occupancy-driven predictive control models have demonstrated substantial improvements in HVAC 

scheduling and lighting optimization, while visual anomaly detection and sensor fusion techniques 

offer promising solutions for enhancing operational resilience and ensuring cybersecurity in 

interconnected BEMS architectures [16–17]. 

Despite these advancements, the widespread deployment of intelligent BEMS continues to face 

formidable challenges. Key barriers include data privacy concerns, cybersecurity vulnerabilities, lack 

of standardization in communication protocols, and the high capital costs associated with retrofitting 

legacy infrastructure [18,19]. Moreover, small- to medium-sized buildings—which constitute a 

majority of the global building stock—often lack the technical and financial capacity to adopt 

sophisticated energy management systems, underscoring the need for cost-effective, modular, and 

interoperable solutions [20]. 

This review synthesizes findings from 89 peer-reviewed studies published between 2019 and 

2025, with a focus on three technological pillars: sensors, IoT, and AI. It systematically classifies recent 

contributions based on core functionalities such as HVAC optimization, occupancy-aware 

automation, load prediction, visual fault detection, and demand-side management. Furthermore, the 

study highlights key implementation gaps and emerging trends, offering a forward-looking roadmap 

for the development and deployment of next-generation BEMS that are scalable, intelligent, and 

aligned with global energy efficiency and climate goals. 

2. Materials and Methods 

This section outlines the methodological framework adopted to conduct a systematic and 

integrative literature review on intelligent Building Energy Management Systems (BEMS). It details 

the research design, literature retrieval process, inclusion criteria, data extraction techniques, 

analytical tools, and ethical considerations. The approach ensures transparency, reproducibility, and 
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scholarly rigor in synthesizing interdisciplinary developments at the nexus of IoT, AI, and smart 

energy systems. 

2.1. Research Design and Scope 

This study employs a systematic, integrative literature review methodology to critically examine 

the technological evolution and operational capabilities of intelligent Building Energy Management 

Systems (BEMS), particularly focusing on their intersection with Internet of Things (IoT) 

technologies, Artificial Intelligence (AI) paradigms, and data-driven control frameworks. The 

review’s overarching objective is to provide a comprehensive synthesis of the state-of-the-art, identify 

prevailing gaps, and propose future directions for the design and implementation of scalable and 

intelligent BEMS. 

The selection of this methodological framework was driven by the complexity and 

interdisciplinary nature of the field, encompassing domains such as building automation, cyber-

physical systems, machine learning, wireless sensor networks (WSNs), and energy informatics. The 

review systematically addresses questions related to system architecture, energy optimization, real-

time decision-making, and the role of AI in enabling adaptive control strategies within buildings. 

To ensure methodological transparency and replicability, the review process adheres to the 

PRISMA 2020 (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines. 

These guidelines offer a robust procedural structure, from literature identification and screening to 

eligibility and inclusion, allowing researchers to reproduce the analytical pipeline and extend it to 

future investigations. 

Unlike traditional narrative reviews, this study integrates both qualitative thematic synthesis 

and quantitative bibliometric analysis, making it a hybrid review. Thematic dimensions such as 

HVAC optimization, occupancy-driven automation, fault detection, load forecasting, and grid 

interactivity are explored in depth. This hybrid approach ensures a rich and nuanced understanding 

of the technological, operational, and infrastructural aspects of BEMS. 

Furthermore, the review does not limit itself to a specific building typology. Instead, it includes 

residential, commercial, and institutional buildings, capturing a broad spectrum of use cases and 

control granularities. By evaluating both centralized and decentralized energy control paradigms, the 

study provides insights into scalability, cybersecurity, interoperability, and economic feasibility—

key dimensions that affect real-world deployment. 

In summary, the research design is multi-layered, iterative, and interdisciplinary, aiming to 

serve as both a technical knowledge base and a strategic roadmap for scholars, engineers, architects, 

and decision-makers operating at the nexus of building automation, AI, and smart grid integration. 

2.2. Literature Search Strategy 

To ensure the comprehensiveness, transparency, and replicability of the evidence base 

underpinning this review, a multi-phase literature search was conducted in strict alignment with the 

PRISMA 2020 (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines. 

This process was designed to identify high-quality, peer-reviewed research articles that specifically 

address the convergence of Building Energy Management Systems (BEMS) with advanced 

technologies such as the Internet of Things (IoT), Artificial Intelligence (AI), wireless sensor networks, 

and related data-driven energy optimization tools. 

The search strategy involved querying six major scientific databases that collectively span the 

disciplines of engineering, environmental science, computer science, and energy systems: Scopus, 

Web of Science (WoS), IEEE Xplore, ScienceDirect, SpringerLink, and MDPI. These databases were 

selected due to their high impact coverage and inclusion of journals ranked in the top quartiles (Q1–

Q2) according to the SCImago Journal Rank (SJR) and Journal Citation Reports (JCR). 

Search queries were constructed using a combination of Boolean logic and keyword clustering 

to capture a wide yet relevant body of literature. A representative query string employed across 

platforms was as follows: 

("Building Energy Management Systems" OR "Smart Buildings" OR "BEMS") 
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AND ("Internet of Things" OR "IoT" OR "Artificial Intelligence" OR "Machine Learning" OR 

"Deep Learning" OR "Edge Computing" OR "Digital Twins") 

AND ("Energy Efficiency" OR "Predictive Maintenance" OR "Occupancy Control" OR "HVAC 

Optimization" OR "Demand Response"). 

In addition to the primary database search, forward and backward citation tracking, alert-based 

updates, and manual inclusion of key articles were used to ensure the inclusion of emerging studies 

and foundational works. Literature published between January 2019 and August 2025 was targeted 

to capture both recent technological advancements and the evolution of intelligent energy systems in 

buildings. 

The initial query retrieved 473 records, from which 61 duplicates were removed using EndNote 

and manual cross-checking. The remaining 412 unique records underwent title and abstract 

screening, resulting in the exclusion of 191 articles that were either out of scope, lacked full-text 

availability, or failed to meet the relevance criteria. 

Subsequently, 221 full-text articles were assessed for eligibility. A total of 132 studies were 

excluded at this stage for reasons including methodological inadequacy, lack of original contribution, 

or absence of empirical results. Finally, 89 peer-reviewed journal articles met all inclusion criteria and 

were incorporated into the final review corpus. 

To supplement the academic literature and contextualize technological trends within policy and 

practice, selected white papers, technical standards, and EU directives (e.g., Energy Performance of 

Buildings Directive, EPBD) were also consulted. These documents, however, were excluded from the 

formal meta-analysis to maintain methodological consistency. 

 

Figure 1. This is a PRISMA flow diagram. 

To enhance transparency, a PRISMA flow diagram (Figure 1) has been generated to visualize 

the entire identification, screening, and inclusion process. In addition, all bibliographic metadata—

including DOIs, citation metrics, source impact factor, and author affiliations—were systematically 

archived using a structured spreadsheet format and imported into VOSviewer and NVivo 14 for 

further bibliometric and thematic analysis. 

This rigorous literature identification process ensures that the included body of work reflects 

both breadth and depth across technological, operational, and socio-economic dimensions of 

intelligent building energy management systems. 

2.3. Eligibility, Inclusion Strategy, and Thematic Synthesis 
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This review followed a rigorous eligibility assessment protocol to ensure that only high-quality 

and methodologically sound studies were included in the final corpus. The selection process was 

guided by predefined inclusion and exclusion criteria aimed at narrowing the focus to research 

articles that contribute empirically or technically to the domain of Building Energy Management 

Systems (BEMS) enhanced by IoT and AI technologies. 

Inclusion Criteria: 

• Peer-reviewed journal articles published between January 2019 and August 2025. 

• Studies written in English and indexed in international databases (e.g., Scopus, WoS, IEEE 

Xplore). 

• Articles presenting empirical results, simulation-based validations, experimental frameworks, or 

case studies related to intelligent energy management in building environments. 

• Research incorporating at least one of the following components: IoT-based monitoring systems, 

machine learning algorithms, predictive control strategies, occupancy-based automation, fault 

detection systems, or smart grid integration within BEMS. 

• Papers focusing on energy efficiency outcomes, performance metrics, or system architecture 

innovations applicable to residential, commercial, or institutional buildings. 

Exclusion Criteria: 

• Non-peer-reviewed publications such as white papers, editorials, and conference abstracts. 

• Studies focusing solely on industrial or manufacturing process control without relevance to 

building energy management. 

• Theoretical or conceptual articles lacking implementation, performance evaluation, or 

reproducible models. 

• Redundant or duplicate studies, literature reviews without new contributions, and articles failing 

to meet quality benchmarks for data transparency or methodological clarity. 

After applying these criteria, 89 studies were retained for full-text analysis. Each study was 

subjected to a multi-dimensional data extraction process and subsequently organized via thematic 

synthesis. This involved manual coding of articles using NVivo 14 to classify the literature based on: 

• Application domains (e.g., residential retrofits, smart campuses, office complexes). 

• Technological enablers (e.g., types of IoT sensors, cloud vs. edge computing, specific AI 

algorithms like SVM, DRL, MAS). 

• Functional objectives (e.g., HVAC control, lighting automation, predictive maintenance, anomaly 

detection). 

• Performance metrics (e.g., kWh saved, CO₂ emissions reduced, Mean Absolute Percentage Error 

(MAPE), Root Mean Square Error (RMSE), response latency). 

• System architecture (e.g., digital twin-enhanced BEMS, grid-interactive systems, hybrid cloud-

edge deployments). 

• Identified barriers (e.g., interoperability, cybersecurity, cost, scalability). 

A keyword co-occurrence matrix and thematic cluster map were developed using VOSviewer 

to visualize dominant research trajectories, recurring challenges, and interdisciplinary overlaps. This 

allowed the identification of both saturated topics and underexplored research gaps—especially in 

real-time AI control, federated learning integration, and semantic interoperability within smart grid 

ecosystems. 

2.4. Analytical Framework, Reproducibility Ethics, and Transparency Standards 

To ensure methodological transparency and analytical rigor, all numerical and textual data 

extracted from the selected studies were organized into structured datasets and evaluated using 

reproducible open-source tools. 

Analytical Workflow: 

• Python 3.11 was used to develop a modular data analysis pipeline. Key libraries included: 

o pandas for data tabulation and matrix transformation, 

o scikit-learn for regression-based performance evaluations and outlier detection, 

o matplotlib and seaborn for data visualization (e.g., heatmaps, scatter plots, bar graphs), 

o NumPy for statistical operations and correlation matrices. 
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• Benchmarking of energy efficiency performance was conducted by normalizing reported values 

against standard Building Management Systems (BMS) and static control baselines. 

• Case studies implementing advanced AI techniques (e.g., Zhou [14]; Hwang et al. [77]) were 

evaluated for reproducibility, scalability, and methodological transparency using a comparative 

framework. 

• Cross-validation of classification and regression results was applied where applicable, based on 

metrics such as MAPE, RMSE, R², and F1-scores. 

 

Use of Generative Artificial Intelligence (GenAI): 

In compliance with ethical publishing standards, the use of GenAI in this study was limited strictly 

to non-substantive editorial tasks: 

• Grammar refinement and sentence structure improvement, 

• Reference formatting and citation consistency, 

• Syntactic harmonization across bibliographic metadata. 

No data, interpretations, results, or scientific analyses were generated or modified using GenAI 

tools. All interpretations and thematic analyses were conducted manually by the authors to preserve 

analytical integrity. 

Ethical Considerations: 

As this work is a secondary research endeavor based on published literature, it does not involve 

human or animal subjects and thus does not require institutional ethical approval. No personal, 

clinical, or proprietary data were accessed. All referenced studies are publicly available and properly 

cited. 

Open Science and Data Availability: 

To foster transparency and support the principles of Open Science, all supporting materials—

including bibliometric datasets, Python scripts, thematic coding schemes, and matrix tables—will be 

deposited in a public digital repository (Zenodo) under the Creative Commons Attribution (CC-BY 

4.0) license. 

A Digital Object Identifier (DOI) for the dataset will be included during the peer review process. 

Replication-ready files will include: 

• Annotated Jupyter Notebooks (.ipynb), 

• CSV-formatted bibliographic metadata, 

• NVivo project files (.nvp) containing thematic codes, 

• Co-occurrence network files compatible with VOSviewer (.net, .map). 

These efforts ensure that all analyses presented in this review can be independently verified and 

extended by future researchers, thereby reinforcing the reproducibility and scientific value of the 

study. 

3. Results 

3.1. Functional Distribution and Performance of Intelligent BEMS Technologies 

In this section, the analytical findings from the systematic review are presented in accordance 

with the predefined thematic categories: HVAC optimization, occupancy-based control, predictive 

maintenance, energy forecasting, demand response, lighting automation, and digital twins 

integration. 

A total of 89 studies were analyzed in detail, revealing a broad and multi-functional application 

spectrum of Building Energy Management Systems (BEMS). As illustrated in Figure 2 and Table 1, 

HVAC optimization emerged as the most frequently targeted functionality, addressed in 24 of the 

studies (approximately 27%). Occupancy-based control followed with 18 studies, underscoring its 

central role in enhancing real-time energy responsiveness, particularly in commercial and 

institutional buildings. 
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Figure 2. Distribution of Smart BEMS Applications in Literature (2019–2025). 

Table 1. Categorization of Literature-Based BEMS Applications and Their Reported Energy Performance. 

Application Category Number of Studies Average Energy Savings (%) 

HVAC Optimization 24 27.5 

Occupancy-based Control 18 22.1 

Predictive Maintenance 16 20.4 

Energy Forecasting 12 18.3 

Demand Response 10 15.8 

Lighting Automation 6 10.2 

Digital Twins Integration 3 30.0 
1Note: Energy savings are averaged across the reported range from individual case studies, simulation 

outcomes, and experimental testbeds. 

3.1.1. Quantitative Performance Indicators 

The quantified average energy savings associated with each functional application category are 

presented in Figure 3. Notably: 

• Digital twins integration—despite being addressed by a limited number of studies (n=3)—

yielded the highest average energy savings (30%), attributed to its advanced simulation 

capabilities and cyber-physical synchronization features [14, 77]. 

• HVAC optimization achieved an average energy savings of 27.5%, reflecting the impact of AI-

based control schemes, especially those leveraging DRL (Deep Reinforcement Learning) and 

MAS (Multi-Agent Systems) [6, 13, 28]. 

• Predictive maintenance and energy forecasting showed 20.4% and 18.3% average energy 

reduction respectively, consistent with recent advancements in data-driven fault detection and 

load estimation [7, 12, 31]. 

These findings substantiate the hypothesis that AI-IoT convergence in BEMS design enables 

measurable improvements in operational efficiency and sustainability performance. 
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Figure 3. Average Energy Savings by Application Type. 

3.2. Interpretation and Cross-Reference with Prior Studies 

The results confirm the consensus observed across recent high-impact literature: 

• Studies by Shah et al. [1], Mazhar et al. [2], and Ali et al. [7] emphasize HVAC systems as the 

primary energy-consuming subsystems and demonstrate that AI-driven optimization offers 

significant potential for climate mitigation. 

• Predictive maintenance platforms such as those evaluated by Ahmed et al. [52] and Yayla et al. 

[28] rely heavily on multi-sensor networks and show consistent energy resilience benefits under 

dynamic operating conditions. 

• Low adoption of digital twin technologies, as shown in [14, 77, 82], is attributed to the complexity 

of implementation and high infrastructural cost. Nonetheless, their integration with generative 

design and real-time feedback mechanisms positions them as a transformative element for future 

BEMS evolution. 

Collectively, the data suggests that tailored combinations of sensing, AI modeling, and real-time 

control can yield substantial energy reductions ranging from 15% to 30%, surpassing conventional 

rule-based control systems. 

4. Discussion 

The results presented in the preceding section offer compelling evidence of the evolving 

landscape of intelligent Building Energy Management Systems (BEMS), particularly within the triad 

of Artificial Intelligence (AI), Internet of Things (IoT), and data-driven optimization frameworks. This 

discussion synthesizes the findings, evaluates their implications relative to prior research, and 

outlines critical directions for future exploration. 

4.1. Alignment and Divergence with Existing Literature 

The observed dominance of HVAC optimization as the primary focus of smart BEMS 

interventions—identified in over 27% of reviewed studies—corroborates long-standing assertions in 

the literature regarding HVAC systems as the most energy-intensive subsystems in buildings [6, 16, 

50]. For instance, Shah et al. [1] and Fei et al. [4] previously emphasized that real-time control of 

thermal loads via adaptive AI mechanisms yields notable energy efficiency, often exceeding 25%. Our 

findings not only reinforce this position but also extend it by evidencing consistent benefits across 

various AI methodologies, including DRL, fuzzy logic, and multi-agent systems. 

However, unlike earlier reviews which disproportionately focused on HVAC and lighting [19, 

25], the current analysis reveals a more diversified application domain, with increased scholarly 

attention on occupant-centric control, predictive maintenance, and digital twin frameworks. 

Particularly, the emergence of digital twins—though limited in current adoption—signals a shift 

toward cyber-physical symbiosis in building operations. Zhou [14] and Hwang et al. [77] demonstrate 
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how virtual replicas integrated with real-time data streams enable unprecedented simulation 

accuracy and system adaptability. 

This evolution is in line with recent conceptual and empirical advances proposed by Amangeldy 

et al. [83] and Palley et al. [82], who advocate for the fusion of AI with Digital Twins and Large 

Language Models (LLMs) to build proactive, self-healing infrastructures. The results also echo the 

findings of Safari et al. [73] in asserting that the effectiveness of AI in BEMS is contingent not merely 

on model complexity, but on the contextual integration of environmental, behavioral, and 

infrastructural data streams. 

4.2. Practical Implications and Systemic Impact 

The practical implications of these findings are multifold. Firstly, the consistent energy savings—

ranging from 18% to 30% across most application categories—illustrate the cost-effectiveness of 

adopting intelligent BEMS frameworks. This is particularly relevant for policymakers and facility 

managers in climate-conscious regions where regulatory pressures on emissions are intensifying. For 

example, in the context of the EU Energy Performance of Buildings Directive (EPBD), intelligent 

control systems can serve as compliance enablers for upcoming mandates on near-zero energy 

buildings (nZEBs) [86]. 

Secondly, the modular and scalable nature of AI-driven BEMS allows for context-sensitive 

deployments across building typologies. Ahmed et al. [52] and Teixeira et al. [32] showed that even 

legacy infrastructure can be retrofitted with minimal intervention using IoT overlays and edge 

computing nodes—lowering the entry barrier for adoption in resource-constrained settings. 

Moreover, the findings raise critical considerations for resilience and grid interaction. As pointed 

out by Garlik [38] and Khan et al. [46], BEMS systems are increasingly expected to function as micro-

grid participants—adapting demand based on grid signals, renewable availability, and tariff 

fluctuations. Our analysis confirms that this transition is already underway, with several reviewed 

studies reporting demand response integration as a core functional attribute [47, 74]. 

4.3. Methodological Observations and Gaps 

While the methodological heterogeneity across studies enriches the knowledge base, it also 

introduces certain limitations. The wide variance in performance metrics (e.g., use of RMSE, MAPE, 

percentage reduction) complicates cross-study comparability. Furthermore, as noted by Moraliyage 

et al. [27] and Yayla et al. [28], very few studies incorporate explainability metrics (XAI) or address 

the black-box nature of AI algorithms, raising concerns about transparency and user trust. 

There is also an observable gap in socio-behavioral integration. Although occupant behavior 

significantly influences building energy dynamics, only a minority of studies (e.g., [58, 62, 70]) 

explicitly model human factors in their control loops. This omission could reduce long-term 

effectiveness and lead to unintended consequences such as discomfort or system disengagement. 

Another methodological deficiency pertains to cybersecurity and interoperability, which remain 

underexplored in most reviewed works. Despite the critical importance of secure communication in 

IoT-enabled BEMS, few studies go beyond a superficial mention of encryption or protocol selection. 

Al-Obaidi et al. [25] and Rojek et al. [87] stress the need for standardization and protocol 

harmonization, especially in multi-vendor ecosystems where proprietary interfaces dominate. 

4.4. Future Research Directions 

Given the dynamic and multidisciplinary nature of the field, several research trajectories 

emerge: 

• Explainable AI (XAI) in BEMS: Future studies should prioritize transparency in decision-making 

processes to foster greater acceptance among end-users and regulators. 

• Digital Twins with Reinforcement Learning: Integration of real-time feedback loops within 

virtual environments could enable adaptive learning and fault resilience under real-world 

uncertainties [77, 83]. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 15 September 2025 doi:10.20944/preprints202509.1268.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202509.1268.v1
http://creativecommons.org/licenses/by/4.0/


 10 of 16 

 

• Integration with Smart Grids and EV Infrastructure: As Electric Vehicles (EVs) become 

ubiquitous, BEMS must evolve to incorporate dynamic load balancing, energy arbitrage, and 

V2G (Vehicle-to-Grid) functionalities [47, 75]. 

• Human-in-the-Loop Architectures: Incorporating behavioral economics, user preferences, and 

gamification strategies into BEMS algorithms could enhance user engagement and long-term 

adherence [58, 65]. 

• Cybersecurity-by-Design: Building secure-by-default systems that adhere to international 

standards (e.g., IEC 62443, ISO/IEC 27001) should be a core consideration in future deployments 

[25, 87]. 

4.5. Broader Implications 

At a systems level, intelligent BEMS are no longer confined to energy efficiency goals; they 

represent a critical infrastructure layer within smart cities, carbon neutrality frameworks, and climate 

resilience strategies. The convergence of AI, IoT, and digital twins in the built environment embodies 

the future of urban cyber-physical systems, supporting both environmental and economic 

sustainability. 

As underscored by Sadri et al. [42] and Shahrabani & Apanaviciene [89], the implications go 

beyond technology—they challenge how we design, operate, and experience buildings. From policy 

formulation to algorithmic accountability, the evolution of BEMS will increasingly shape the contours 

of sustainable urban living.5. Conclusions 

This section is not mandatory but can be added to the manuscript if the discussion is unusually 

long or complex. 

5. Conclusions 

This review has systematically examined 89 peer-reviewed studies published between 2019 and 

2025, highlighting the transformative potential of intelligent Building Energy Management Systems 

(BEMS) driven by IoT and AI integration. The evidence consistently demonstrates that such systems 

deliver substantial energy savings—typically in the range of 20–40%—while enhancing operational 

resilience and occupant comfort across residential, commercial, and institutional contexts. 

Beyond their technical merits, intelligent BEMS function as critical enablers of broader 

sustainability agendas, directly supporting the United Nations Sustainable Development Goals, 

particularly those related to clean energy, sustainable cities, and climate action. At the national scale, 

they also offer a pragmatic pathway for reducing energy intensity, mitigating energy poverty, and 

aligning with policy instruments such as the European Energy Performance of Buildings Directive 

(EPBD) and national efficiency roadmaps. 

Nevertheless, widespread adoption remains constrained by high capital costs, fragmented 

interoperability frameworks, cybersecurity vulnerabilities, and limited digital readiness among 

building stakeholders. Addressing these challenges will require coordinated interventions, including 

targeted financial incentives, standardized communication protocols, and the design of secure-by-

default architectures. 

Future research should prioritize explainable and trustworthy AI, federated and privacy-

preserving learning, digital-twin-enhanced adaptive control, and seamless integration with smart 

grids and electric vehicle infrastructures. By advancing these frontiers, next-generation BEMS can 

evolve from isolated efficiency solutions into foundational infrastructures for climate-resilient, low-

carbon, and equitable urban environments. 
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