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Abstract: Internet of thing (IoT) has been used in different aspect of life as industry, and daily life. Aligned
with IoT, Quantum computers have been generated with high features that can accomplish complicated tasks
with high speed. IoT and Quantum computers don’t match in resources and due to this collaboration between
the two terms, it was found there are many challenges with quantum computers brought some security
concerns. This paper will examine all challenges and future direction that face the use of IoT through using
different quantum cryptograph methods. The first part on the paper discussed the vulnerabilities of existing
cryptographic methods like RSA and ECC. these two methods were used as basic level for IoT security
protocols. These cryptographic algorithms could be easily attacked by quantum computers so to ensure that
IoT devices are secure must develop quantum resistant cryptographic algorithms. Next this paper will examine
the challenges in implementing quantum resistant cryptographic algorithm in any IoT device through quantum
resistant cryptographic algorithms such as lattice-based cryptography, code-based cryptography, multivariate
cryptography, and hash-based signatures. Then, the paper discussed the future direction of securing IoT in
quantum computing. In conclusion, securing IoT devices in quantum presents many challenges that require to
be addressed where quantum resistant algorithms can be a solution that mitigate threats.

Keywords: quantum computing; post-quantum cryptography; IoT; lattice-based cryptography;
code-based cryptography; multivariate cryptography; and hash-based signatures

1. Introduction

The deployment of Internet of things (IoT) brought many security concerns. As the world is
moving toward quantum technology, quantum computers have powerful resources such as super
computational power. Due to these resources, the security of IoT is facing unexpected threats. This
paper discussed all challenges and future direction of IoT in the quantum era using the application
of quantum- resistant cryptograph.

The security of IoT in the past deponed on using different security protocols and cryptographic
algorithms like RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography) but these
things were vulnerable and can easily get attacked by the quantum computers (Kuwakado, H,2010).
To avoid all of these security issues, it is required to develop quantum- resistant cryptography to
ensure the long — term of securing IoT systems (Umana, V.G, 2011).

To start with, the resources which are used by IoT technologies are limited. The resources can
be power, memory, and other energy requirements. Where quantum computers resources are
extremely much better. Here was the problem between the collaboration between IoT and quantum
computers. To keep all IoT devices secure, the implementation of quantum- resistant cryptograph on
IoT devices must match with these resources otherwise there will be different challenges and it will
introduce the difficulties on updating and maintaining cryptographic algorithms across the IoT
ecosystem (Umana, V.G, 2011).

There are different approaches that have been proposed to achieve quantum-resistant security
in IoT like lattice-based cryptography, code-based cryptography, multivariate cryptography, and
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hash-based signatures. Each approach has some advantages and limitations and suitability for IoT
system (Abd El-Aziz, R. M, 2022).

The future of securing loT systems in quantum computers will need many things to be establish
such as post-quantum key exchange protocols and the advance implementation of post-quantum
cryptography. In conclusion, the security of IoT systems faced many challenges when the world
started using quantum computers (Beullens, W ,2021).

In this research, I will make the following main contributions:

1. Provide a comparative study of the pre-quantum and post-quantum IoT security architectures.

2. Analyze the Challenges and Future Directions of Post — quantum cryptograph on IoT.
2. Overview of the Technology Principles

2.1. Cryptographic Fundamental

Cryptographic is an old method used to ensure the security of information. This method is
used to ensure the message will be secure while transferred between the sender and receiver. It has
been under two processes which are encryption and decryption (Bernstein, D. J., & Lange, T. (2017)).
The following figure illustrates how the message will be transferred.
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Figure 1. Cryptographic method.

2.2. Pre — Postquantum Cryptographic Methods

There are some pre post cryptographic methods like RSA and ECC, which are commonly used
as the basic level for IoT security protocols. But these methods have some vulnerabilities that can be
exploited by various attacks (Rahman, M., & Jahankhani, H. (2021)).

RSA cryptography:

A cryptosystem, or collection of cryptographic algorithms used for particular security services
or purposes, is built on the RSA algorithm (Rivest-Shamir-Adleman), which enables public key
encryption and is frequently used to secure sensitive data, especially when it is sent over an insecure
network like the internet.

The RSA method of working relied on generating a number by multiplying two sufficiently large
numbers together but factorizing that number back into the original prime numbers is extremely
difficult. The public and private key are created with two numbers, one of which is a product of two
large prime numbers. Both use the same two prime numbers to compute their value. RSA keys tend
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to be 1024 or 2048 bits in length, making them extremely difficult to factorize, though 1024 bit keys
are believed to break soon.
For RSA vulnerabilities can be as follows:

1. Integer Factorization: RSA relied on mathematical calculation. It relied on the difficulty of
factoring large composite numbers into their prime factors. But due to the advancements in
factorization algorithms, such as the General Number Field Sieve (GNEFS), have reduced the
security of RSA (May, A. (2003)). The emergence of quantum computers with the powerful
process which contained algorithm which known by with Shor's algorithm broke RSA, as it
could efficiently factor large numbers.

2. Low Key Generation: all the methods used public key which can be generated to different key.
If the random number generator used to generate RSA keys is flawed or the entropy source is
weak, it can lead to the generation of weak keys that are susceptible to attacks like brute force or
factorization (May, A. (2003)).

3. Side-Channel Attacks: RSA implementations can be vulnerable to side-channel attacks, such as
timing attacks, power analysis (May, A. (2003)). These attacks exploit information leaked during
the execution of the algorithm to recover the private key.

ECC cryptography:

Data encryption using elliptic curve cryptography (ECC), a method dependent on keys. For the
purposes of decrypting and encrypting online traffic, ECC focuses on pairs of public and private keys.
In relation to the Rivest-Shamir-Adleman (RSA) cryptographic algorithm, ECC is widely discussed.
RSA uses prime factorization to accomplish one-way encryption for items like emails, data, and
software.

For ECC vulnerabilities as follows:

1. Elliptic Curve Discrete Logarithm Problem (ECDLP): ECC relied on the hardness of solving the
ECDLP, which involves finding the scalar value 'd' given a point on an elliptic curve and the
result of multiplying that point by 'd'. If a sufficiently powerful quantum computer is developed,
it could potentially solve the ECDLP and break ECC-based cryptographic systems (Rahnama,
B., Sari, A., & Ghafour, M. Y. (2016)).

4. Choice of Curve Parameters: ECC required careful selection of curve parameters. If the
parameters are poorly chosen or generated with insufficient randomness, it can weaken the
security of ECC and make it vulnerable to attacks (Rahnama, B., Sari, A., & Ghafour, M. Y.
(2016)).

5. Implementation Flaws: Vulnerabilities in the implementation of ECC algorithms or protocols
can lead to security flaws (Gabsi, S., Beroulle, V., Kieffer, Y., Dao, H. M., Kortli, Y., & Hamdi, B.
(2021)). These vulnerabilities can be exploited by attackers to recover private keys or launch
attacks, such as invalid curve attacks or point compression attacks.

2.3. Post — Quantum Cryptography Fundamental:

Post-Quantum Cryptography (PQC), also known as quantum-resistant cryptography or
quantum-safe cryptography, refers to a new class of cryptographic algorithms designed to be secure
against attacks from quantum computers. As quantum computing technology advances, it is
expected that quantum computers will be able to efficiently break certain classical cryptographic
algorithms that are widely used today (Ahn, J., Kwon, H. Y., Ahn, B, Park, K., Kim, T., Lee, M. K,, ...
& Chung, J. (2022).

Post-quantum cryptographic algorithms are designed to resist attacks from quantum computers.
These algorithms are based on entirely different mathematical problems that are believed to be hard
for quantum computers to solve (Ahn, J., Kwon, H. Y., Ahn, B., Park, K,, Kim, T., Lee, M. K,, ... &
Chung, J. (2022).).

The goal of post-quantum cryptography is to ensure that sensitive data, communications, and
other cryptographic processes remain secure even in the presence of powerful quantum computers
(Alagic, G., Alperin-Sheriff, J., Apon, D., Cooper, D., Dang, Q., Kelsey, J., ... & Smith-Tone, D. (2020)).
Researchers are actively working on developing, analyzing, and standardizing post-quantum
cryptographic algorithms to prepare for the eventual deployment of quantum-resistant security
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solutions(Alagic, G., Alperin-Sheriff, J., Apon, D., Cooper, D., Dang, Q., Kelsey, J., ... & Smith-Tone,

D. (2020)).

The transition to post-quantum cryptography is expected to be gradual and is an essential step
in securing our digital infrastructure in the quantum era. All of post-quantum cryptography depend
on quantum key distribution. Post-Quantum Key Distribution (PQKD) is a method of securely
distributing encryption keys that is designed to be resistant against attacks from quantum computers.
It addresses the potential threat that quantum computers pose to conventional key distribution
schemes, such as those based on public-key cryptography (Yavuz, A. A., Nouma, S. E., Hoang, T,
Earl, D., & Packard, S. (2022, December)).

In traditional key distribution systems, cryptographic keys are often exchanged using public-
key algorithms, where a public key is shared openly, and a private key is kept secret. However,
quantum computers could factor large numbers efficiently and solve certain mathematical problems
underlying these conventional schemes, rendering them vulnerable to attacks (Rahnama, B., Sari, A.,
& Ghafour, M. Y. (2016)). Post-quantum key distribution, also known as quantum-safe key exchange,
relies on different mathematical principles that are considered secure even in the presence of
quantum computers. Two prominent examples of PQKD are:
¢ Quantum Key Distribution (QKD): QKD is a quantum cryptographic protocol that enables two

parties, often referred to as Alice and Bob, to exchange a shared secret key over an insecure

communication channel, while detecting any potential eavesdropping attempts (Yavuz, A. A.,

Nouma, S. E., Hoang, T., Earl, D., & Packard, S. (2022, December). Examples of QKD protocols

include BB84 (Bennett and Brassard 1984) and E91 (Ekert 1991).

e New Hope: New Hope is a post-quantum key exchange algorithm based on lattice-based
cryptography. It is designed to provide security against both classical and quantum adversaries.
New Hope is considered a candidate for use in Transport Layer Security (TLS) to secure internet
communications Yavuz, A. A., Earl, D., Packard, S., & Nouma, S. E. (2022, June)

The main advantage of post-quantum key distribution schemes is that they provide a future-
proof solution for securely exchanging encryption keys, even in a world where quantum computers
become powerful enough to break classical cryptographic systems. By incorporating PQKD into
existing communication protocols and security frameworks, organizations can enhance the long-term
security of their sensitive data and communications.

In addition to that, there are Common approaches in post-quantum cryptography include:

¢ Code-based Cryptography:

Code Based Cryptography introduced by McEliece in 1978 which relied on hardness of decoding
random linear codes. Due to this concept, the code-based cryptograph provided high level of security
against quantum attacks but with the implantation of IoT devices faced challenges due to the
overhead and key size (Aguilar-Melchor, C., & Fuaster-Sabater, A. (2017).) This method used public
key that depends on the hardness of decoding which contains error correcting codes. This method
depends on another method which is McEliece cryptosystem (Cayrel, P.L, 2014). It used specified
code known as Goppa code which is used for encryption and decryption where the security will be
so difficult to be attack(Sendrier, N ,2017).

® Lattice-based Cryptography:

It is a form of post-quantum cryptography that depended on the hardness of certain
mathematical problems related to lattices. It is classified as an alternative to traditional public-key
cryptosystems such as RSA and ECC, as it is believed to be resistant to attacks by quantum computers
(Chen, M. ,2020). This method offers various cryptographic primitives like encryption, digital
signatures, and key exchange protocols.

e Hash-based Cryptography:

d0i:10.20944/preprints202408.0816.v1
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It is known as hash-based digital signatures or one-time signatures, are a form of digital
signature scheme that is based on cryptographic hash functions. This method relied on the properties
of hash functions, such as collision resistance, to provide security (Ducas, L, 2021). Hash-based
signatures have the advantage of being resistant to attacks by quantum computers, making them a
potential candidate for post-quantum cryptography. However, they typically have larger signature
sizes and may have limitations in terms of the number of signatures that can be produced with a
given key pair. Hash based signatures are built upon collision resistance of hash function and have
been proven to be secure against quantum attacks but with IoT devices require significant
computational resources (Buchmann, J., Dahmen, E., Gopfert, F., & Leander, G. (2017).

e  Multivariate Polynomial-based Cryptography:

It is a form of public-key cryptography that is based on the difficulty of solving multivariate
polynomial equations over finite fields. It is income how utilize mathematics concept which is
algebraic structures and equations to construct cryptographic algorithms (Chen, M. ,2020). The
advantages of using this method are in terms of smaller key sizes and faster computations compared
to traditional cryptographic algorithms (Chi, D.P ,2015). However, it is vulnerable to attacks based
on algebraic techniques.

Based on the features of post quantum cryptograph methods, there are some differences and
similarities. The following Table 1 shows these differences and similarities.

Table 1. Post-Quantum cryptography.

Code _ based Lattice-Based Multivariate )
Hash-Based Signatures
cryptography Cryptography  Cryptography
Differences
It reli
Underlying . . . refies on They rely on
. It relies on error- It relies on lattice ~ multivariate .
Mathematical correcting code roblem vnomial cryptographic hash
Foundations © g codes pro s polyno functions
equations
It is based on
different It assumes the
. hardness of They rely on the
. assumptions. It It assumes the . .
Security . solving properties of
. assumes the  hardness of lattice . .
Assumptions multivariate cryptographic hash
hardness of problems . .
. polynomial functions.
decoding error- .
. equations
correcting
is not considered
Iti . Iti . )
t is designed to It is designed to a post quanfcu.m It is designed to resist
Post-Quantum  resist attacks by resist attacks by  scheme, as it is
. attacks by quantum
Security quantum quantum vulnerable to
. . computers.
computers. computers. certain algebraic
attacks.
Similarities
Public-Ke They are a form of public key. They involve the use of public and private key
Cryptograpi,ly pairs for encryption and decryption, digital signatures, and other cryptographic

operations

Post-Quantum
Candidates

Resistance to

They are alternatives to traditional public-key cryptosystems that may be
vulnerable to attacks by quantum computers
They are designed to provide security even in the presence of quantum

computers. Their aims to resist attacks by leveraging mathematical problems that

uantum Attacks
Q are believed to be hard even for quantum computers.
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2.4. Post — Quantum Cryptography Challenges:

There are different security challenges posed by the quantum computer and the cryptograph
algorithm in securing the internet of things (IoT). Based on these methods, the challenges were
different from one method to another method.

For the Code-Based Cryptography the challenges are as follows:

1. Key size: it required large key sizes to ensure security, which can be challenging in resource
constrained IoT devices with limited computational power and memory (Sendrier, N.,2017).

2. Decoding Complexity: The decoding process in code-based cryptography can be
computationally expensive, making it unsuitable for low-power IoT devices (Sendrier, N.
,2017).

3. Post-Quantum Transition: While code-based cryptography is believed to be resistant to
attacks by quantum computers, it may still face challenges in terms of transitioning from
traditional cryptographic algorithms to code-based schemes (Sendrier, N,2017).

For the Lattice-Based Cryptography the challenges are as follows:

1. Key Sizes and Efficiency: it requires larger key sizes compared to other traditional
cryptographic schemes (Lei, D., He, D., Peng, C., Luo, M,, Liu, Z., & Huang, X. (2023). This
can result on challenges in terms of storage, transmission, and computational efficiency,
especially in resource-constrained environments.

2. Parameter Selection: Selecting parameters that are too weak can make the scheme vulnerable
to attacks, while selecting parameters that are too large can result in inefficient computations
(Aikata, A., Basso, A., Cassiers, G., Mert, A. C,, & Roy, S. S. (2023).

3. Cryptanalysis Advances: The field of lattice-based cryptography is still relatively new
compared to other well-established cryptographic schemes (Lei, D., He, D., Peng, C., Luo,
M., Liu, Z., & Huang, X. (2023)). As a result, new cryptanalytic techniques and advancements
could potentially uncover vulnerabilities in existing lattice-based schemes, necessitating
constant evaluation and updates.

For the Hash-Based Signatures Cryptography the challenges are as follows:

1. Signature Size and Efficiency: Hash-based signatures typically have larger signature sizes
compared to other signature schemes (Srivastava, V., Baksi, A., & Debnath, S. K. (2023).). This
can result in increased bandwidth and storage requirements, making them less practical in some
scenarios.

2. Collision Resistance: Hash functions used in hash-based signatures must be collision-resistant to
prevent attackers from finding two different inputs that produce the same hash value (Srivastava,
V., Baksi, A., & Debnath, S. K. (2023).).The security of hash-based signatures depends on the
strength of the underlying hash function.

3. Post-Quantum Security: As quantum computers advance, many traditional cryptographic
schemes, including hash-based signatures, are at risk of being broken. The development of post-
quantum secure hash-based signature schemes is an active area of research to address these
concerns (Kichna, A., & Farchane, A. 2023).

For the Multivariate Cryptography the challenges are as follows:

1. Key Size and Signature Size: it requires larger key and signature sizes compared to other
cryptographic algorithms. This can have implications for storage, transmission, and
computational efficiency (Dey, J., & Dutta, R. 2023). Progress in Multivariate Cryptography:).

2. Key Generation and Distribution: generating and distributing keys in multivariate cryptography
can be computationally expensive and time-consuming, particularly for large systems (Dey, J., &
Dutta, R. 2023).

3. Security margins: it relies on the difficulty of solving large systems of polynomial equations.
Ensuring an appropriate security margin against attacks is challenging, as advancements in
algebraic and computational techniques could reduce the security level of these schemes.

2.5. Post — Quantum Cryptography Future Directions:

As quantum computers continue to advance, traditional cryptographic schemes may become
vulnerable to quantum attacks and with the use of post quantum cryptographic still there are some
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challenges. Most of recent research emphasis on the intersect of quantum cryptography with Internet

of Things (IoT) devices presents unique challenges due to resource constraints and limited

computational capabilities of these devices and the future direction of using this post quantum.
Code based cryptograph future direction:

e Efficient Implementations: Future research should focus on developing efficient
implementations of code-based cryptography specifically tailored for IoT devices, considering
their resource limitations (Akter, M. S. (2023).

e Lightweight Code-Based Schemes: Exploring lightweight code-based cryptographic schemes
that offer a good balance between security and computational efficiency would be beneficial for
IoT applications.

Key size,
Decoding
Complexity

e Lightweight Code-
Based Schemes

Post-
Quantum
Transition

e Efficient
Implementations

Lattice-Based Cryptography future direction:

e  Optimization Techniques: Research should focus on developing optimization techniques to
reduce the computational and memory requirements of lattice-based cryptography, making it
more feasible for IoT devices (Aikata, A., Basso, A., Cassiers, G., Mert, A. C., & Roy, S. S. (2023).

e  Standardization Efforts: Collaborative efforts towards standardization and the development of
efficient lattice-based cryptographic algorithms suitable for IoT environments are needed to
facilitate adoption.
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e Standardization
Efforts

Key Sizes and
Efficiency

Parameter

Selection,
Cryptanalysis
Advances

e Optimization
Techniques

Hash-Based Signatures future direction:

e  Signature Size Reduction: Research efforts should focus on developing techniques to reduce the
signature size of hash-based schemes without compromising their security (Kichna, A., &
Farchane, A. (2023, May).

e  Scalable Signature Schemes: Exploring scalable hash-based signature schemes that can support
many signatures with a given key pair would be beneficial for IoT deployments (Akter, M. S.
2023).

e Signature
Size
Reduction

Signature
Size and
Efficiency

e Scalable
Signature
Schemes

Collision
Resistance,
Post-
Quantum
Security

Multivariate Cryptography future direction:

e  Hybrid Schemes: Hybrid cryptosystems, which combine multiple cryptographic techniques, are
often used to leverage the strengths of different algorithms. Researchers may explore hybrid
approaches that integrate MPBC with other post-quantum or traditional cryptographic
primitives.

¢ Implementation and Standardization: If MPBC becomes widely adopted, there will be a need
for standardized implementations and libraries to ensure interoperability and ease of integration
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into various software systems and devices(Dey, J., & Dutta, R. (2023). Progress in Multivariate
Cryptography:)

e Formal Verification: With the increasing complexity of cryptographic algorithms, formal
verification techniques may be employed to rigorously prove the correctness and security
properties of MPBC schemes.

Security
margins

e Hybrid Schemes

¢ Implementation

Key Size and and
Signature Size, . .
Key Generation Standardlzat|0n
and Distribution ° FOI’mal
Verification

In general, the challenges and future directions for quantum cryptography in IoT required the
need for efficient implementations, resource optimization, standardization efforts, and addressing
the constraints of IoT devices such as limited computational power, memory, and bandwidth.
Continued research and collaboration are essential to overcome these challenges and enable secure
and practical quantum cryptography solutions for IoT.

Conclusions

This work has extensively reviewed the emerging technologies over QC with IoT technology.
More importantly, several potential quantum cryptography algorithms have been identified and
discussed. Furthermore, this study provides the recent challenges of using quantum cryptography
algorithms align with IoT -inspired future network and future directions.
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