Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 March 2022 d0i:10.20944/preprints202203.0247.v1

Article

A comprehensive assessment of human factors in
relation to cyber security compliance of healthcare
staff in a paperless hospital

Prosper Kandabongee Yeng 4{), Muhammad Ali Fauzi '* and Bian Yang *

1 Norwegian University of Science and Technology; prosper.yeng;muhammad.a.fauzi; bian.yang@{ntnu.no}

Correspondence: prosper.yeng@ntnu.no
t Current address: NTNU, Teknologivegen 22, 2815 Gjovik
1 These authors contributed equally to this work.

*

Abstract: Recent reports have it that over 85% of data breaches are still caused by the human element,
of which healthcare is one of the suitable organizations mostly targeted by cyber criminals. The work
of healthcare staff is often associated with high workloads, high emergency cases, and a broad range of
psychological, social, and cultural factors. The significance of these factors could undermine conscious
care information security (IS) practice leading to serious violations. This study comprehensively
examined the correlation between the psycho-social-cultural factors, work factors with IS and privacy
behaviour in a hospital that has fully adopted electronic health records (EHR) management system.
The findings are to facilitate decision making process towards improving on the cyber-security
practice in healthcare. A quantitative approach was adopted where we collected responses from 212
healthcare staff through an online questionnaire survey. A broad range of constructs were selected
from psychological, social, cultural perception and work factors based on earlier review work. These
were therefore related with some security practices, to assess the IS knowledge, attitude and behaviour
gaps among healthcare staff in a comprehensive way. From the study, IS self-reported conscious
care behaviour (ISCCB) risk was relatively higher as compared to information security knowledge
(ISK) risks and information security attitude (ISA) risk. Furthermore, the study revealed that work
emergency has a positive correlation with ISCCB (r=1.95, p-value =0.001) risk. Conscientiousness also
had positive correlation with ISCCB risk (r=0.157, p-value=0.05) however agreeableness negatively
correlated with ISK risk (r=-0.166, p-value =0.05), and ISA risk (r=-0.140, p-value =0.05). Based on
these findings, intrinsic and extrinsic motivation methods combined with cutting-edge technologies
can be explored to discourage IS risks behaviours while enhancing conscious care security practice.

Keywords: Security practice; Healthcare; Questionnaire design; Questionnaire pretesting

1. Introduction

Paperless or folder-less systems is a common term used to denote the adoption of full electronic
health records (EHR) systems by hospitals in Ghana. In paperless systems, the hospitals do not use
hard copy papers or folders to document and store patient care processes. Instead, all the patient
activities at the healthcare facility (such as OPD visits, medical investigations, diagnosis and treatments,
inpatient and outpatient documentation, referrals, and ordering of tests ) are carried out in the EHR
system [1,2]. The benefits of paperless systems cannot be overemphasized as the systems improve the
efficient management of patients information, reduce physical storage space for medical records, and
improve clinical decision support [3-5].

In the hindsight, cyber security incidents remain a threat to the use of these ICT systems [6-9,9,10]
of which healthcare systems are among the most targeted systems. Several reasons account for this.
Firstly, information security solutions have traditionally been focused on technical measures such as
firewall configurations, demilitarise zone (DMZ), Intrusion detection and prevention systems (IDS),
authentication, and authorizations in mitigating risks however, the human aspect of IS management
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(also called the human firewall) has been given less attention as an important factor in mitigating
security issues[11,12]. Meanwhile, current dynamics in security issues can not be resolved with only
technical measures especially, in an era where humans are considered the weakest link in the security
chain[12-14]. Secondly, healthcare is most suitable for cyber-criminals due to urgency requirement by
healthcare staff to access patients records. For instance, in ransomware attack scenario, the healthcare,
the authorities would be willing to pay for the ransoms for timely access of patients records.

In view of the above, the goal of this study is to comprehensively assess work factors,
psychological, social, and cultural factors that have influence in IS behaviour among healthcare staff.
Factors that are found to have significant risks on conscious care security practices can be discouraged
with extrinsic motivation(motivations based on external factors eg financial or punishment)[15-17]
and intrinsic motivations (incentives that stem out of one’s self) [18,19] while promoting factors that
have positive impact in IS security practice.

1.1. Prior research in security behaviour in healthcare

Healthcare staff play a vital role in the space of information security as they are required to
abide by end user security policies amidst their core duties [20,21]. Failure of that can lead to
vulnerabilities that can be exploited to cause internal or external breaches. Therefore in efforts to
improve upon the conscious care behaviour of the healthcare staff, it is important to identify and assess
a broad range of factors that affect the staff’s security behaviour to enable management to "push" the
right incentive "buttons” towards improving conscious care security practice. Information security
conscious care behaviour of healthcare staff refers to the active compliance with the information
security policies and ethics by the healthcare workers in order to safeguard the confidentiality, integrity,
and availability (CIA) of the organisational assets [10,22]. Having conducted a study into security
requirement Yeng2022Legal, some compliance measures were identified and adopted in this work.
These include internet use, email use, social media use, password management, incident reporting,
information handling, and mobile computing. These measures were considered because they are more
prone to security violations by the human element [10,13].

Prior to this empirical study, various reviews pointed out theory of plan behaviour (TPB),
protection motivation theory (PMT), health belief model (HBM), social control (SC), technology
acceptance theory (TAT) and personality traits as some of the psychological, social and cultural factors
that are used to investigate into information security practices [9,10,23]. Whiles these studies presented
knowledge on the overview of all the necessary theories for incentive factors, these methods were
not practically assessed in a holistic fashion, but provided a foundation for empirical assessments.
Fernandez-Aleman et al evaluated the security practice of healthcare staff in an actual healthcare
facility [24]. The study tried to cover this gap and the authors reviewed IS security governance tools
such as standards, guidelines and best practices and used that to develop a questionnaire instrument.
The instrument was then used to survey 180 healthcare staff to determine their compliance with
information security. The study found weak passwords among 62.2% proportion of the staff, half of
the respondents failed to protect unauthorised access to patients information and 57% did not also
know of the procedure to report security violations. A related study, also assessed healthcare staff
security practices with a total of 554 completed questionnaires to understand the security behaviour
of healthcare workers in a real hospital. The study also identified significant security gaps among
the hospital staff including sharing of computers and passwords [25]. While these studies [24,25]
pointed out that the staff of the respective facilities needed both preventive and corrective measures to
prevent them from causing security violations, the studies did not pinpoint the exact factors that are
influencing these IS security misbehaviour.

Comprehensive factors need to be examined among healthcare workers in relation to their cyber
security behaviour. That will give a sense of direction as to how to improve upon the conscious care
behaviour of the workers. To this end, Anwar et al conducted a study to find out if gender differences
play a role in cyber-security behaviour. Psychological and social factors of PMT and TPB were adopted
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as mediating variables. The findings revealed that gender has a significant effect on self-efficacy, prior
experience, and computer skills. This was also the right step towards a holistic approach however,
other factors relating to knowledge and attitude towards IS security practice were not examined.
Additionally, work factors such as workload, and work emergency in healthcare were not as well
considered meanwhile all these are important factors that can have a significant effect on IS conscious
care behaviour[10,21]. Based on these gaps we empirically assessed the IS self-reported conscious care
behaviour (ISCCB)in a holistic way by considering factors from PMT, TPB, HBM, SC, personality traits,
and work factors such as workload, work emergency, work experience and IS experience. Additionally,
security practices relating to email use, internet use, incident reporting, mobile computing, password
management, and information handling [10,13] were adopted in this work.

1.2. Problem statement, scope and contribution

Human factors that contribute to security malpractices are broad. These include psychological,
social, cultural, work factors and individual factors. These factors are often investigated into by
security researchers towards enhancing security practices. The gap is that the investigations are
not comprehensively performed, leaving possible gaps of vulnerabilities in the human element. For
instance, Anwar et al investigated into the significance of gender factors in security practice [26]. While
this is essential, other variables such as work factors, social, cultural and psychological effect were
not examined. Meaning that in enhancing security practice in a typical hospital, issues on individual
difference in terms of gender among healthcare staff will be detected and resolved. However, issues
relating to other factors of the human element will not be considered that may still leave a security
foot-hole among the staff. This study contributed in bridging this gap having adopted a comprehensive
approach where a broad range of factors including psychological, social, cultural, individual and work
factors were assessed in a comprehensive way.

1.3. Theory and hypotheses

Information security (IS) risk behaviour is a security practice by healthcare workers that has the
propensity to violate and compromise organisational security measures [22]. So for a healthcare facility
to enjoy the benefits that are associated with the use of information systems, it needs to work to reduce
these healthcare staff behavioural risks by improving upon their conscious care behaviour. Security
practices are lay down rules by leaders in healthcare facilities that require the healthcare staff to abide
by these in order to enhance the CIA of the healthcare systems and assets. The compliance can be
influenced by the knowledge, attitude, and behaviour of the healthcare staff among other factors.
Adapting from PMT, TPB, HBM, SC, personality traits, and work factors we investigated into broad
range of constructs as shown in Tablel. These factors were related to the security practice measures as
shown in figure 1, having associated the measures with both the IS risk of perception as independent
variables and the risk of the knowledge, attitude, and behaviour (KAB) as dependant variables.

This approach is more comprehensive and covers healthcare staff behavioural factors that
commonly have an effect on IS security[9,10,21] in healthcare. Though other factors such as
organizational factors, and leadership play significant effects in IS security, our scope and focus
are on factors that relates to the healthcare staff in this work.

1.3.1. Theory of planned behaviour and Knowledge, attitude and behaviour

The theory of planned behaviour was proposed by Ajzen et al and it explains the effect of attitude,
subjective norms and behavioural control on the behaviour of individuals [22,27]. Attitude relates to a
person’s beliefs and feelings which are directly influenced by what they know(K) of the IS measures.
Both attitude and knowledge can have a direct and indirect effect on the individual’s security practice
[22,28]. So the conscious care behaviour is a function of the knowledge and attitude towards the
security policies that are kept in place by the healthcare management. Information security conscious
care behaviour (ISCCB) is actually the level of compliance with the IS policy by healthcare staff. The
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Figure 1. study model

behaviour, knowledge, and attitude of the healthcare staff tend to be risky if the compliance level tends
to compromise confidentiality, integrity, or availability of healthcare systems and assets. Healthcare
staff’s knowledge of the security policies also has a direct effect on their attitude. The knowledge is
often acquired through their experience, observations, training, and awareness [29]. The attitude of
the healthcare staff towards IS policies refers to their positive or negative intentions towards a specific
behaviour. It is a learned tendency to behave in a particular way towards a security policy [30]. As the
knowledge of a particular policy influences attitude, the relative behaviour in that context is adjusted
accordingly. Attitude has explicit and implicit dimensions. In explicit attitude, the individuals are
aware of the effect of their behaviour while in implicit attitude, the individuals are unconscious of the
effect of their behaviour [31]. Various studies showed significant correlations between these constructs
in the context of IS behaviour[13,32].
In this study, we therefore hypothesize that

e HI1: Low risk of the hospital’s healthcare staff’s IS knowledge (ISK) risk and attitude(ISA) risk
respectively have a positive correlation with their IS self-reported behavioural(ISCCB) risk.

Furthermore, the healthcare environment is associated with work emergencies such as accident
cases and other life-threatening health conditions [10,33,34]. These cases mostly require urgent and
timely interventions from the healthcare professionals without which the patient condition could
worsen. This is important that hospitals have dedicated units or departments for emergency cases
equipped with resources to provide timely interventions for emergency patients. Additionally, a high
workload on healthcare personnel has become a huge burden on the few staff which is threatening the
effectiveness of health delivery [35]. This has been attributed to various reasons including funding gaps
and an increase in patients to clinicians ratio[9,36]. The spontaneous question is, how do healthcare
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Table 1. Study constructs and their theoretical origin

No. Construct Theory
1 Perceived vulnerability risk PMT
2 Cues to action with risk HBM
3 Response efficacy risk PBM,PMT
4 Self efficacy risk PMTHBM
5 Punishment severity risk, Social Social control
bonding risk
6 IS culture risk TPB
7 Perceived barriers risk HBM, PMT
8 Agreeableness, Conscientiousness, Personality
Extraversion, Openness, Neurotism
9 Workload, work emergency
10  Information security knowledge
(ISK) risk
11 Information security attitude (ISK)
risk
12 Information security self-reported
conscious care behaviour
(ISCCB)risk

workers observe good security practice amidst work emergencies and high workloads? To this end,
our second hypothesis (H2) is that

o Work-related factors (work emergency and workload) and security culture have influence on the
hospital staft’s self-reported ISCCB.

1.3.2. Personality and KAB

Personality traits are inherent characteristics of individuals which are developed from biological
and environmental factors [37,38]. It is a psychological attribute that has been studied to have an
influence on security practice [39]. Others have the view that personality traits are more stable over
time when compared with attitude construct [10,39-41]. Essentially, there are five common personality
traits as outlined and defined below [39-41]:

e Agreeableness is a measure of an individual’s tendencies with respect to social harmony. This
trait reflects how well the individual gets along with others, how cooperative or sceptical they
are, and how they might interact within a team.

o Conscientiousness is a measure of how careful, deliberate, self-disciplined, and organized an
individual is. Conscientiousness is often predictive of employee productivity, particularly in
lower-level positions.

o Extraversion is a measure of how sociable, outgoing, and energetic an individual is. Individuals
who score lower on the extraversion scale are considered to be more introverted, or more
deliberate, quiet, low key, and independent. Some types of positions are better suited for
individuals who fall on one side of the spectrum or the other.

o Openness measures the extent to which an individual is imaginative and creative, as opposed to
down-to-earth and conventional.

e Nerotism or Stress Tolerance measures the ways in which individuals react to stress.

In measuring the security practice of healthcare staff, we hypothesize that (H3):

o H3: Healthcare staff personality traits of agreeableness, conscientiousness, neuroticism, openness
and extraversion have a significant correlation with their information security risk of knowledge,
Attitude and behaviour (KAB).
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1.3.3. Perception

Psychological, social, and cultural perception in relation to information security effects has largely
been considered to be very important in the assessment of human factors in IS [15,22,26]. Therefore,
we included perceived vulnerability risk (PV), perceived cues to action risk (CA), response efficacy
risk (RE), perceived self-efficacy (SE), punishment severity risk (PS), social bonding, or informal social
control risk (SB) and perceived barrier risk (PB). These were drawn from HBM [42], PMT [26,43] and
social control[44]. These variables were in line with the study objectives and were formed from various
psychological, social, and cultural theories. In this regard, we hypothesized that:

e H4: personality and work factors have a significant effect on the perceived risk of PV, CA, RE,
SE, PS, SB and PB.

2. Our Approach

2.1. Participants and data collection

Convenience sampling was adopted in the recruitment process of the hospitals and their
participants. First, healthcare facilities that adopted "folder-less" systems were invited to join the
survey. Some health facilities in Ghana volunteered to take part in the study. Based on ethical,
privacy and security reasons, the names and locations of these facilities have not been mentioned in
this paper but ethical clearance was duly obtained in Ghana. Following that, research coordinators
were appointed to liaise with the management of these hospitals (ie the administrators and medical
directors) to form social network groups where the healthcare staff were invited to fill the online survey.
Specifically, WhatsApp application [45] group was created by the coordinators. The healthcare staff
was then invited to join these groups in order to fill out the questionnaire instrument relating to IS
security practice of the hospital. The link to the questionnaire instrument was posted in the group. Due
to the high cost of the internet data bundles in Ghana, the participants were to fill out the questionnaire
and receive a reimbursement of their internet data of an estimated amount of GHS 10.00 ( which is
about 1.67 United States dollars). There was a consent form to which each participant agreed prior to
taking part in the survey. The survey started in March 2021 and was closed in May 2021 of which a
total of 233 (Female=114, Male = 119) delivered their responses.

2.2. Instrument and measurements

This statistical survey was conducted based on earlier studies [9,10,21,46], where a comprehensive
security practices were identified [10,28,46] and psychological, social and cultural factors[10,21] were
also identified. The questionnaire instrument was therefore developed with 44 security practice
measures to measure the knowledge, attitude and behaviour (KAB) risk in relation to other factors of
the healthcare staff [28]. The structure for the questionnaire items is shown in ??. The questionnaire
items were also developed to measure the psychological, social, and cultural perceptions of the end
users in the hospital. Seven questions also covered the staff demographics, and two items each were
also developed to respectively measure the workload, work emergency, and personality constructs
of the healthcare staff.The brief version of personality items were used [47] because the healthcare
workers do not have much time to answer the entire 240 items of the long personality scale. In addition
to that, as the main focus of this study is not about personality, the short version has been assessed
to meet the scale requirements [24,26,28,47].The entire instrument for this study was pretested by
combining conventional pretesting [48-50] and behaviour coding method[51,52]. The issues with the
questionnaire were then identified to include unclear questions, the insignificant differences between
questions, problematic questions, inadequate questions, complex terms, and many questionnaire items.
A total of 50 questionnaire items were identified to have problems after the pretesting was conducted
with a total of 36 respondents in behaviour coding and 21 respondents in conventional pretesting.
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Table 2. Rule of Thumb on Cronbach Alpha [59,60]

Alpha Coefficient Range Strength of
association

<0.6 Poor

0.6 to < 0.7 Moderate

0.7 to <0.8 Good

0.8 to <0.9 Very Good

0.9 Excellent

The synergy of the pretesting was necessary to ensure a thorough assessment of the questionnaire for
effective correction prior to actual use. So the identified errors were corrected prior to the actual use of
the instrument.

Three attention checkers were introduced in the study and required the respondents to select
specific answers. Respondents who answered at least two of these checkers wrongly suggest that they
did not really pay attention while responding to the instrument. This is one of the common methods
being used in surveys and it does not affect the validity of the instrument [13,47,53-56].

2.3. Statistical analyses

Pearson’s correlation, descriptive statistics, and statistical hypothesis testing methods were used
in the analysis and tests. The choice was based on the specific characteristics of the data set being
involved. For instance, aside from the IS risk behaviour, the skewness of IS knowledge risk and IS
attitude risk were slightly skewed as shown in figure 5, and table 5. Therefore, Pearson’s correlation
was adopted as the distribution was approximately normal [32,57]. Furthermore, t-test and Kruskal
Wallis non-parametric one way ANOVA methods were adopted based on the nature of the data-set in
the test scenario. Levene’s tests were performed when required to determine the variation significance
among the test groups[24]. IBM SPSS statistical package version 7 was used for the data analysis. The
reliability of the constructs was measured using Cronbach alpha. Reliability is the extent to which the
items are measuring the same underlying construct[58]. Mostly, the coefficient of the Cronbach alpha
value is expected to be above 0.6 but these values are dependent on the number of items in the scale
[59-63].

If the number of items in a scale are 10 or more, it is reasonable to record the coefficient of Cronbach
alpha to be 0.6 or higher (as shown in Table 2) [59,60] else, it is normal to record the Cronbach alpha
values to be lower with an optimal range of 0.2 to 0.4.

3. Results

This section presents the findings of the analysis. As shown in Table 3, the reliability statistics
of the Cronbach alpha of all the constructs were within the range of moderate and good strength.
Those scales in which the number of items were less than 10 also fell within the optimal range of 0.2
to 0.4 alpha coefficient. To this end, the results of the various factors are presented in the subsequent
subsections.

The normality of the distribution of the responses was also checked to guide in the choice of
methods for the analysis. Absolute skewness of less than 0.5, suggests that the distribution is pretty
symmetric but if the skewness is between 0.5 and 1, then it is slightly skewed [64]. Skewness that is
greater than 1 or less than -1, means that it is highly skewed. Additionally, a perfect normal distribution
has a kurtosis of zero. Considering means of the distributions in figure 5 (1.59) and figure 5 (1.88) of
IS risk knowledge and IS risk attitude of the responses, more healthcare workers tend to have less
risky IS practice knowledge and attitude however, the security practice pattern in the IS risk behaviour
showed fairly uniform distribution, suggesting that distribution of healthcare workers in terms of their
risk behaviour is uniform in both high risk and low-risk regions.
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Table 3. Reliability statistics

Constructs Cronbach’s Cronbach’s N of Items
Alpha Alpha

Based on
Standardized
Items

Psycho-socio-cultGr&39 0.729 44

cyber security

practice

Inofrmation 0.551 0.566 9

Security Risk

Knowledge

(ISK)

Inofrmation 0.652 0.654 13

Security Risk

(ISA)

Inofrmation 0.622 0.612 10

Security Risk

Conscious

care

behaviour

(ISCCB)

Perceived 0.769 0.776 3

Barriers (PB)

Perceived 0.021 0.018 3

Vulnerability

V)

Cues to Action  0.505 0.543 5

(CA)

Response 0.481 0.472 3

Efficacy (RE)

Perceived 0.413 0.406 3

self-efficacy

(PSE)

Punishment 0.600 0.585 6

certainty (PC)

Social Bonds 0.633 0.645 7

and Pressure

(SBP)

Cultural 0.462 0.518 5

factors (CF)
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3.0.1. Nature of the respondents

With reference to figure 2 and Table 4, the participants of the study included various groups
such as administrative officers (including CEO, top-level management, etc.), pharmacists (including
dispensing personnel), doctors (all physicians and physician assistants), nursing (all categories of
nurses including nurse assistant), IT Personnel (Including all IT staff), researcher/research assistant
and statisticians. Other groups who also took part in the study were public health officers, claims
officer, health information officers, physiotherapists, records officers, clinical laboratory personnel, and
internal auditor. These were categorised into Operational staff (Doctors, Nurses, IT staff, equipment
engineers, etc.), managers and supervisors and executive category (including CEQO, director, top-level
management, etc.).

Position

Administrative
Officer (including
BCEOQ, top lewvel
management,
etc.)
Pharmacists
m (including
dispensing
personnel)
Doctor (All
mPhysicians and
physician
assistants)
Nursing (All
categories of
nurses including
nurse assistant)
IT Personnel
B (Including all IT
staff)
m Researcher/Res
earch Assistant
B Statistician
gPpublic health
officer

Figure 2. Role Categories of Respondents

The total valid participants who were included in the analysis were 212 with averagely, the
same proportion of representation of males (50.5%) and females (49.5%) as shown in table 4. Out of
this, nurses constituted the majority proportion of 50.9% followed by clinical laboratory personnel
(9.9%) and followed by doctors (8.5%). Additionally, both gender constituted the majority of the
young population from 21 years to 40 years as shown in figure 4. In terms of gender among the
hospital roles, female nurses were more dominant and constituted about 68.7% of the female working
population followed by 33.34% of male nurses among the males” healthcare workers as shown in figure
3. Comparatively, few of the workers (8.9%) had less than 1-year healthcare work experience as a
higher proportion of the workers (39.15%) had between 1 to 5 years experience and beyond as shown
in table 4.

From the total number of 42 questionnaire items which were measuring the intended security
practice in terms of knowledge (K), attitude (A), and behaviour (B) risks, the information security
knowledge (ISK) risk was averagely lower, followed by the information security attitude (ISA) risk
however, the information security behaviour (ISCCB) risk was comparatively higher as shown in
figure4.

The figure5, ?? and 5Srespectively showed the distribution of responses of the intended security
practice in terms of knowledge, attitude and behaviour. The number of respondents (frequency) was
distributed over the IS security risk intention practices from low (1=Agree) to high risk IS practice
(5=Disagree). Knowledge and attitude related risks construct were positively skewed as shown in the
table5, figure5 and ??, while behaviour risks showed uniform distribution as shown in the figure??.
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Table 4. Participants demographics

Variable Category N %

Gender Male 107 50.5%
Female 105  49.5%

Age 17-20 2 0.9%
21-30 77 36.3%
31-40 104  49.1%
41-50 20 9.4%
51-60 8 3.8%
Over 60 1 0.5%

Position Administrative Officer 12 5.7
(including CEO, top level
management, etc.)

Pharmacists (including 14 6.6
dispensing personnel)

Doctor (All physicians 18 8.5
and physician assistants)

Nursing (All categories 108 50.9
of nurses including nurse

assistant)

IT Personnel (Including 12 5.7

all IT staff)

Researcher/Research 2 0.9

Assistant

Statistician 2 0.9

public health officer 6 2.8

Claims Officer 3 14

Health Information 5 24

Officer

Physiotherapist 3 1.4

Records officer 4 1.9

Clinical laboratory 21 9.9

personnel

Internal auditor 2 0.9

Total 212 100.0
Position Operational staff 165 77.8%
Level (Doctors, Nurses, IT staff,

equipment engineer, etc.)

Managers and 44 20.8%

supervisors

Executive (including 3 1.4%
CEOQ, director, top level
management, etc.)

Experiencd_ess than 1 Year 19  9.0%
1-5 Years 83 39.2%
6-10 Years 53 25.0%
11-15 Years 40 18.9%
16-20 Years 9 4.2%
21-25 Years 5 2.4%
Greater than 25 3 1.4%
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Population pyramid: Count position by gender

Gender

Female Male

Administrative Officer (including CEO, top level management, etc.)
Pharmacists (including dispensing personnel)

Doctor (All physicians and physician assistants)

Nursing (All categories of nurses including nurse assistant)

IT Personnel (Including all IT staff)

Researcher/Research Assistant

Administrative Officer (including CEO, top level management, etc.)
Pharmacists (including dispensing personnel)

Doctor (All physicians and physician assistants)

Nursing (All categories of nurses including nurse assistant)

IT Personnel (Including all IT staff)

Researcher/Research Assistant

c o
2 Statistician Statistician &
§ public health officer public health officer §'
Claims Officer Claims Officer
Health Information Officer Health Information Officer

Physiotherapist

Records officer

Clinical laboratory personnel
Internal auditor

Physiotherapist
Records officer
Clinical laboratory personnel
Internal auditor

Figure 3. Position distribution among gender
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Figure 4. Comparison of KAB security practice risk among healthcare staff

3.0.2. Work factors in relation to security risk knowledge, attitude and behaviour (KAB)

In assessing the correlation of work factors (workload and work emergency) as shown in the
table6, on one hand, information security risk knowledge, information security risk attitude, and
information security risk behaviour (KAB) on the other hand, Information security (IS) risk behaviour
has a significant positive correlation with work emergency (r=0.195, p=0.01), IS knowledge risk (r=0.287,
p=0.01) and IS risk attitude (r=0.380, p=0.01), however, the workload had insignificant correlation
(r=0.011, r=0.005, and r=0.011) with any of the KAB risk variables.

[h]
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Figure 5. Distribution of knowledge IS practice

3.0.3. Correlations between personality traits and security risk of KAB

In the analysis of personality traits and security risk of knowledge, attitude, and behaviour,
agreeableness has a significant negative correlation with both IS risk knowledge (-0.166) and IS risk
attitude (-0.140) at a p-value of 0.05 but it had no significant correlation with IS risk behaviour as shown
in the Table 7. So Staff’s who have agreeableness personality have low-risk security practices in terms
of knowledge and attitude. However, conscientiousness showed a positive significant correlation
(0.157) at a p-value of 0.05, suggesting that healthcare workers with conscientiousness traits tend to be
in the high-risk category of IS risk behaviour.
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Table 5. Skewness of IS security practice

IS risk IS risk IS risk
knowledgattitude behaviour

N Valid 212 212 212
Missing 0 0 0

Mean 1.5947 1.8841 2.7244
Std. 41645 49570 40940
Deviation

Skewness .765 .657 238
Std. 167 167 167
Error of

Skewness

Kurtosis 562 .155 -.050
Std. Error .333 .333 .333
of Kurtosis

Table 6. Correlations between work load, work emergency and security risk of knowledge, attitude
and behaviour

Work Work ISK ISA ISCCB

load Emergency
Workload 1 A420%* 011 .005 .011
Work A420** 1 -040 -.042 .195*
Emergency
ISK 011 -.040 1 578** . 287**
ISA .005 -.042 578 1 .380%**
ISCCB 011 195%* .287** 380** 1

**_Correlation is significant at the 0.01 level (2-tailed).

Table 7. Correlations between personality traits and security practice

1S risk IS risk IS risk

knowledge attitude behaviour
Extraverted -0.042 -0.043 0.022
Agreeableness  -.166* -.140* 0.124
Conscentiousness-0.049 0.033 157%
Neurotism 0.054 0.047 0.132
Openess -0.027 -0.128  -0.110

**, Correlation is significant at the 0.01 level (2-tailed).
**, Correlation is significant at the 0.05 level (2-tailed).

3.0.4. Correlations between perception and personality traits

From Table 8, healthcare staff with agreeable traits have significant positive correlation (r=0.163,
p-value= 0.05) with self-efficacy risk, but showed negative correlation (r0-0.147,p-value=0.05)
with punishment severity risk. In addition, cuest to action risk showed positive correlation
with conscientiousness (r=0.159,p-value=0.05) and Neroticism (r=0.152, p-value=0.05). Meanwhile,
openness has a significant negative correlation with social bonding (r=-0.170,p-value=0.05).

3.0.5. Perception in relation to work factors

The analysis of the psychological, social, and cultural perceptions in relation to work factors such
as workload, hospital security culture, and work emergency are shown in Table 9. The perception
variables have an insignificant correlation with work emergency and workload with the exception
of response efficacy and punishment severity risks which respectively have a significant negative
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Table 8. Correlations between perception and personality
Extraverted Agreeableness Conscientious Neurotism Openess
Cues to action  0.123 0.069 159* 152* -0.092
risk
Response -0.096 0.060 -0.057 0.063 -0.078
efficacy risk
Self efficacy 0.069 .163* 0.122 0.146 0.027
risk
punishment -0.029 -.147% -0.018 0.019 -0.087
severity risk
Social -0.002 -0.129 0.115 0.027 -.170%
bonding
risk
IS culture risk ~ 0.045 -0.070 -0.009 0.044 -0.130
Perceived -0.023 -0.039 0.044 0.090 0.003

barriers risk
*. Correlation is significant at the 0.05 level (2-tailed).

correlation with hospital IS the culture of (r=-0.182, p-value=0.05 ) and (r=-0.177, p-value=0.01)
respectively.

Table 9. Correlations between perception and work factors

Work Work Hospital
Load emergencylS
Culture

Cues to action risk -0.028 0.015 -0.007
Response efficacy risk  -0.044 0.026 -.182%
Self efficacy risk -0.023 0.079 -0.076
punishment severity  0.040 -0.028 =177
risk
Social bonding risk -0.011 0.004 -0.034
IS culture risk 0.001 0.106 -0.068
Perceived  barriers 0.019 0.127 -0.064
risk

**. Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).

3.0.6. statistical tests of IS risk knowledge, attitude and behaviour (KAB) with categorical variables

Statistical tests were conducted to test the distribution of IS risk knowledge, attitude, and
behaviour across categorical variables including gender, position levels, hospital IS experience, age
group, and healthcare work experience. T-test was used for the hypothesis between gender and KAB
risk variables since t-test is normally used for testing 2-level categorical variables with continuous
variables. Additionally, Levene’s test, which was analysed, did not show significant variances among
the group’s population of the three KAB variables(r=0.412,r=0.406,=0.632) at a p-value of 0.05.

Furthermore, Kruskal Wallis non-parametric one way ANOVA was used in the hypothesis
testing with the remaining variables such as position levels, hospital IS experience, age group, and
healthcare work experience as these variables were more than two levels. Aside from work experience
in healthcare, the statistical tests show that the distribution of IS risk of KAB is the same across all
variables. With regards to experience in healthcare, the distribution of IS risk knowledge and IS
risk attitude were uniform across all the healthcare experience groups but the distribution of IS risk
behaviour across all the work experience groups did not show uniform distribution with a significance
level of (r=-0.00, p-value=0.05) as shown in the table??.


https://doi.org/10.20944/preprints202203.0247.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 17 March 2022 d0i:10.20944/preprints202203.0247.v1

15 of 22

Table 10. Kruskal Wallis non parametric one way ANOVA with work experience and KAB

Null Test Sig.a,b  Decision
Hypothesis
1 The Independent-SamfhRE0 Reject

distribution Kruskal-Wallis the null
of IS risk Test hypothesis.
behaviour is

the same

across

categories of
5_experience
_healthcare.

2 The Independent-Samfpk24 Retain
distribution Kruskal-Wallis the null
of IS risk Test hypothesis.
knowledge is
the same
across
categories of
5_experience

_healthcare.

3 The Independent-Samfph2 Retain
distribution Kruskal-Wallis the null
of IS risk Test hypothesis.

attitude is the
same  across
categories of
5_experience
_healthcare.

Therefore, the post-hoc pairwise test was analysed to determine the distribution among the
groups. The results indicate that there are significant difference ( p-value=0.05) of IS security behaviour
among various groups such as 7(>25years)-2(1 to 5 years )= (0.019), 7(>25)-4(11 to 15 )= 0.013, 7(>25)-3(6
to 10)=0.003,7(>25)-5(16 to 20years)=0.001, 7(>25)-6(21-25years)=0.002 and others as shown in table 11
at Significance level of 0.05 or less.

4. Discussion

This study assessed various factors that affect sound security and privacy behaviour among
healthcare workers. The purpose was to determine gaps in their security practice and to find out if
some of the factors have negative effects on the security practices. This would provide guidance for
the choice of better mitigation strategies such as incentive measures to improve security practices.
This study is much centred on the human element among the three pillars of effective cyber-security
practice thus processes, technology, and the people[65,66].

4.0.1. Principal findings

The study was characterised by almost equal proportion of both male and female participants
and was also dominated by nurses by more than half (50.9%) of the total participants. In terms of
distribution of the risk of security practice in the aspect of knowledge, attitude, and behaviour (KAB),
there was generally uniform distribution of the behaviour risk while knowledge and attitude risks
slightly skewed to the positive side as shown in figure 5. The results further showed a significant
positive correlation between information security knowledge (ISK) risk, information security attitude
(ISA), work emergency, and information security-conscious care behaviour (ISCCB) as shown in
Table 6 and Table 12. Additionally, while agreeableness had a negative correlation with ISK and ISA,
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Table 11. Post-hoc pairwise test with null hypothesis:Sample 1 and sample 2 distribution are the same

Sample Test Std. Std. Sig.
1(Year)-Sample Statistic Error Test
2(Year) Statistic

7(>25)-1(<1) 55263 38.080 1451  0.147
7(>25)-2(1to5 84476 36022 2345  0.019

)
7(>25)-4(11 to 91550  36.692 2495  0.013

15)
7(>25)-3(6 to 109.623 36376 3.014  0.003
10)
7(>25)-5(16 to  130.667 40.863  3.198  0.001
20)

7(>25)-6(21-25) 137.700 44763  3.076  0.002
1(<1)-2(1 to5) -29213 15589  -1.874  0.061
1(<1)-4(11 to -36287 17.078 -2125  0.034

15)
1(<1)-3(6 to -54359 16390 -3317  0.001
10)
1(<1)-5(16 to -75.404 24.803 -3.040  0.002
20)

1(<1)-6(21-25)  -82.437 30.808  -2.676  0.007
2(1 to 5)-4(11 -7.074 11798  -0.600  0.549

to 15)

2(1to 5)-3(6to -25.147 10.777  -2.333 0.020
10)

2(1 to 5)-5(16 -46.191 21511 -2.147  0.032
to 20)

2(1 to -53.224 28225 -1.886 0.059
5)-6(21-25)

4(11to 15)-3(6 18.073  12.838  1.408 0.159
to 10)

4(11 to -39.117 22614 -1.730 0.084
15)-5(16  to

20)

4(11 to -46.150 29.075 -1.587  0.112

15)-6(21-25)
3(6t010)-5(16 -21.044 22.098 -0.952  0.341

to 20)

3(6 to -28.077 28.676 -0.979 0.328
10)-6(21-25)

5(16 to -7.033 34189 -0206  0.837

20)-6(21-25)

conscientiousness had a significant positive correlation with ISCCB as shown in Table 9 and Table 12.
Essentially, Table Table 12 consists of a gist of the study results that showed significant correlations.
These are further discussed in the subsequent subsections.

4.1. Risk of knowledge, attitude and behaviour(KABs)

Security practice by end users is required to be observed by the healthcare workers in a bit
to enhance the confidentiality, integrity, and availability (CIA) of the systems. The most common
measures include password management, incident reporting, email use, social media use, mobile
computing, and information handling [13,67]. Mostly, these security practices are observed based on
the healthcare facility’s security policies which are literally the "law" to be followed by the healthcare
workers in order to avoid security breaches. From our assessment, ISCCB risk positively correlated
with both ISK risk and ISA risk as shown in the Table 12. Additionally, ISK and ISA also have a positive
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Table 12. Summary of results

No Varaible 1-Variable 2 Value

1 Work Emergency-ISCCB .195%*

2 ISA-ISK 578%*

3 ISA-ISCCB .380%*

4 ISK-ISCCB 287%*

5 ISCCB-Conscientiousness 157*

6 ISA-Agreeableness -0.1407*

7 ISK-Agreeableness -.166*

8 Self Efficacy-Agreeableness .163*

9 Punishment .163*
severity-Agreeableness

10 Cuest to .159*
action-Conscientiousness

11 Cuest to action-Neurotism .152*

12 Social bonding-Openness -0.170%

13 Response efficacy risk-Hospital =~ -.182*
IS Culture

14 Formal social control  -.177**

risk-Hospital IS Culture

significant correlation. This could mean that better ISK and ISA risks of the staff could significantly
influence better conscious care behaviour which supports our first hypothesis (H1). Related studies by
[13,67] found a similar pattern. Management can therefore use various state-of-the-arts methods to
influence the ISCCB of healthcare workers by improving upon heir knowledge and attitude.

Additionally, the findings also showed a significant positive correlation between work emergency
and ISCCB but not workload. It is possible that workload does not create urgency and does not
interfere much with the healthcare security practice as compared to work emergency does[68-73]. In
a healthcare emergency situation, the main goal of the medical staff is to save the life of the patient
or to prevent the worsening of the patient condition. Observing good information security practice
might be the least priority by the healthcare staff [72,73] and they may tend to circumvent some of
the security and privacy measures just to enable them to perform their core duties if those measures
obstruct their work. As healthcare emergency correlated with the risk of ISCCB in the positive direction,
incentive measures including usable security measures are required to promote sound security practice.
Otherwise, with all the urgency in healthcare, the severity of the impact of security breaches in
healthcare would be much higher in incident situations [74].

Individual differences were also assessed with the KAB variables as our third hypothesis(H3). The
findings showed that agreeableness has a significant negative correlation with ISK risk and ISB risk but
not ISCCB. However, healthcare workers with high conscientiousness trait tend to have a significant
positive correlation with the risk of ISCCB but not ISK and ISA risks as shown in Table 12. With a
negative correlation, between the risks of ISK and agreeableness as well as ISA and agreeableness, it
implies that the risk of cyber security practice of knowledge and attitude tend to reduce with healthcare
workers who have higher scores with agreeable personalities and vice versa. This could be the case
because healthcare staff with a high score of agreeableness characteristics tend to easily agree with
cyber security education and training, enabling them to have low risk in ISk and ISA. This finding
is in line with previous studies [75,76]. Conversely, the healthcare workers with a high risk score of
conscientiousness showed higher ISCCB risk which is in contrast to our hypothesis and previous
studies[75,76]. Our assumption was that a higher score of conscientiousness would have translated
into less risk ISCCB. It is possible that the workers with a high risk score of conscientiousness equally
have high self-esteem, giving them false confidence of conscious care security practice[77].
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4.2. Personality and psycho-socio-cultural security behaviour

The healthcare workers (just like any person) are complex in nature and this is exhibited in their
security-conscious care behaviour. For instance, healthcare workers are social beings [78], who work
with friends, family members, and other relations which can have an impact on security measures.
This expresses the need to consider social factors in an effort to estimate the security behaviour of a
hospital [15,22,44,75,76).

The results showed that only extroversion did not have a significant correlation with any of the
psycho-social-cultural traits but agreeableness was a significant positive predictor of self-efficacy risk
and punishment severity risks. This translates that healthcare workers with agreeable characters tend
to have high-risk behaviour in terms of self-efficacy and punishment severity. Related studies found
significant correlations among agreeableness versus self-efficacy risk [75,76] but not self-efficacy and
agreeableness. Agreeable personality traits are very cooperative, helpful, and kind but require similar
treatment [76] and such personalities may feel they will not be punished and would be treated with
kindness if they violate security and privacy policies regarding self-efficacy and punishment severity.

Also, conscientiousness and neuroticism had a significant positive correlation with cues to action.
This implies that higher risks of cues to action behaviour corresponded to staff with higher scores in
neuroticism and conscientiousness traits. The finding of higher risk of security practice in relation to
neuroticism traits is in line with earlier studies [13,41,75,76] of self-reported cyber security behaviour.
Staff with neuroticism traits tend to have higher risk behaviour, suggesting that, staff with emotional
stability is a predictor of low cues to action security risk behaviour. Furthermore, self-reported hospital
information culture was found to have a significant negative correlation with both response efficacy
and punishment severity risks behaviour as shown in table 12 and table 8. This can be interpreted to be
the case that, higher scores or better hospital security culture predicts low risk of both response efficacy
and punishment severity risks. This finding is similar to a related study in which subjective norms
were found to be significant to self-reported cyber security behaviour [22]. In this vein, healthcare
facility management can improve upon the cyber security practice in the area of response efficacy and
punishment severity by improving upon the security culture of the hospital through self-efficacy and
punishment severity related incentives.

4.3. Implication of the study

The study has various implications. Firstly, the security knowledge among healthcare staff can be
improved to enhance their attitude and behaviour. Secondly, usable security measures can be assessed
and implemented such that amidst work emergency, the healthcare staff can subconsciously comply
with security and privacy measures. Finally, pyschological perceptions in relation to individual factors
such as personality, can be influenced with the state-of-the-arts training, eduction and learning (TEL)
to improve on security practice. For instance, state-of-the-arts approaches such as Virtual reality (VR)
is able to elicit 27% higher emotional engagement than television. Also, learners who use VR retain
75% of what they are taught as compared to 10% of that of the traditional methods. Additionally,
surgeons trained using VR make less errors and spent less time in cases as compared to surgeons who
are conventionally trained [79,80].

5. Conclusion

Digitising hospital operations into paperless systems has a lot of benefits for management, staff,
and the patients. But this also comes with its associated risks including the threats of cyber security.
Therefore, the security behaviour of healthcare staff was assessed to determine gaps and variables that
can be improved towards enhancing conscious care security practice.

A survey was therefore conducted in a typical, paperless hospital in Ghana by collecting
self-reported cyber-security practices of healthcare staff in psychological, social, and cultural aspects in
addition to work-related factors such as workload and work emergency.
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The findings showed that work emergency, information security knowledge risks, and information
security attitude risks have significant positive correlation with their self-reported information
security-conscious care behaviour risks. In the aspect of psycho-socio-cultural behaviour, the study
showed that healthcare staff with the higher scores in agreeableness, openness and hospital information
security culture tend to respectively have low cyber security risk behaviour in ISK and ISA, social
bonding and response efficacy as well as punishment severity. However, consciousness correlated
with high risks of information security-conscious care behaviour and punishment severity which is in
contradiction with other studies.

Inference from the findings suggests that cutting-edge technologies such as mixed and extended
reality, and usable security solutions can be explored to improve security practice amidst emergency
situations that are characterised in healthcare. Future studies can explore qualitative approach to
obtain the nuances of security gaps and factors towards improved decision making for better security
countermeasures.
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