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Abstract

This paper presents a systematic review of 100 peer-reviewed studies (2015-2025) on Artificial
Intelligence (Al) applications in auditing, as they relate to machine learning (58%), natural language
processing (31%), robotic process automation (24%), and other Al techniques (15%). Among other
important results, it was shown that Al-powered anomaly detection is wiser than manual solutions
by as much as 70 percent, and pilot projects experience improvements of up to 50 percent. The review
breaks down Al methods by the various stages of auditing, such as planning, risk assessment, and
reporting. This highlights the importance of machine learning in fraud detection and natural
language processing in document analysis. Despite these improvements, challenges such as data
quality, model explainability, and regulatory compliance persist. This paper proposes a reference
architecture for Al-driven audit workflows and describes how data can be integrated, Al models can
be developed, and a human in the loop can be provided. It highlights key research gaps, such as the
absence of longitudinal studies on the impact of Al, comparisons of Al techniques, and the absence
of regulatory frameworks. The review offers practical suggestions for integrating Al into auditing,
which could be used to improve audit quality, increase coverage, and optimize resources in the
digital audit space.

Keywords: audit workflow; machine learning; robotic process automation; continuous auditing;
systematic review; audit quality

1. Introduction

The introduction of artificial intelligence (AI), machine learning, and data analytics is changing
the auditing profession [1]. Traditionally, audits were based on representative sampling, expert
judgement, and control testing based on rules to make audit opinions [2,3]. However, the emergence
of digital transactional data and sophisticated Al algorithms has led to a shift toward population-
level analysis, anomaly detection, continuous monitoring, and predictive risk analysis [4,5]. Al-
enabled platforms are nowadays applied in different stages of the audit process, such as identifying
high-risk accounts in the planning phase, generating automated internal control audit tests, anomaly
detection in journal entries, analyzing unstructured text, and building real-time dashboards for
control deviations [6,7]. The “big four” accounting firms and even smaller and mid-tier firms are
making significant investments in Al either by purchasing Al startups, building in-house teams, or
licensing specialized audit platforms [8,9].

Despite these advancements, the adoption of Al technologies in auditing has led to concerns
raised by regulatory bodies, such as the IAASB and PCAOB, about auditors’ judgment, explainability,
and even the regulation of the use of computers [10,11]. Standard setters have started to offer
guidance on the nature of oversight auditors should provide for the appropriateness of Al tools and
be accountable for the conclusions that are reached based on Al-assisted procedures [12,13]. While
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Al in auditing is gaining momentum, the available academic and professional literature is
fragmented, addressing individual technologies or applications such as fraud detection or internal
audits and not discussing the integration of Al into the entire audit process [14-16]. Existing reviews
tend to focus on subdomains and leave us with a lack of knowledge on how Al components integrate
into the overall audit workflow and organization [17,18].

To fill this gap, a systematic review is required to pool empirical evidence on the role of Al in
auditing. This review categorizes Al techniques and their applications in every stage of auditing,
identifies research gaps, and provides both academic and practical applications. The aim is not only
to provide a conceptual framework to incorporate Al throughout the audit process but also to provide
an integrated approach to the orchestration of technology. This systematic review provides three
main contributions: (i) an Al technique-based taxonomy aligned with audit stages, (ii) a reference
architecture describing functional layers, control points, and boundaries between humans and Al,
and (iii) an analysis of the adoption barriers and research gaps for system designers and audit
practitioners. This comprehensive framework goes beyond descriptive surveys and makes actionable
recommendations for designing a system and implementing changes in practice.

1.1. Research Objectives and Questions

This systematic review will attempt to provide an answer to the following primary research
questions:

¢ RQ1: What Al techniques are used at which stages of the audit workflow and with what reported
objectives and outcomes?

e  RQ2: How are the capabilities of Al architecturally integrated into audit systems, and what are
the artistic rules that specify the effective interaction between humans and AI?

¢  RQ3: What is the empirical evidence of Al's effect on audit for the effectiveness, efficiency, and
quality?

e RQ4: What are the technical, organizational, and regulatory barriers to the large-scale
deployment of Al in audit workflow?

2. Methodology

This systematic review was designed and reported following the guidelines for systematic
literature reviews [19-21], modified for software engineering and information systems research in
the audit field. The protocol was registered and documented before the searches were initiated to
increase transparency, decrease bias, and support critical appraisal and reproducibility [22-24].

2.1. Search Strategy and Information Sources

Electronic searches were conducted in five major multidisciplinary databases (Scopus, Web of
Science, IEEE Xplore, ScienceDirect, and Google Scholar). These databases were deemed to represent
publications in the domains of accounting, auditing, information systems, computer science, artificial
intelligence, and management, as Al in auditing is, by its nature, interdisciplinary [25-28].

The search strategy was a combination of controlled vocabulary (MeSH, Scopus subject terms)
and keyword searches. Core search strings included:

e  Search String 1: (“machine learning” OR “deep learning” OR “neural network” OR “artificial
intelligence”), AND (“auditing” OR “auditor” OR “audit” OR “internal audit”)

e  Search String 2: (“NLP” OR “text mining” OR “natural language processing”) AND (“auditing”
OR “audit” OR “audit workflow”)

e  String 3: “RPA” OR “process automation” OR “robotic process automation”), AND (“audit” OR
“internal audit”)

e  Search String 4: (“continuous monitoring” OR “real-time audit*”, “continuous audit*’) AND
(“artificial intelligence” OR “machine learning”)
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e  Search 5 Search String Description: “audit effectiveness”, “audit quality”, AND “automation”,
“data analytics”, “artificial intelligence”)

e Change from 2015 to 2025: The committee will cover the following timeframe for the review: 1
January 2015 - 31 December 2025 (a period of 10 years). This period was selected because it spans
the most recent peak in Al-enabled audit innovation while also capturing contemporary trends
in machine learning and Al techniques.

e Language: English Language Article only

In addition to database searches, backward snowballing (reviewing the references of the
included studies) and forward snowballing (tracking cited records) were undertaken to identify
additional relevant studies [29,30]. Grey literature from major audit firms (e.g., published research
from Big Four and mid-tier firms, professional white papers, and audit standard-setting bodies) was
searched, as inclusion was limited to documents that included substantive technical or
methodological detail [31-33].

2.2. Inclusion and Exclusion Criteria

Inclusion Criteria

The specific study is around the application of artificial intelligence, machine learning, deep
learning, natural language processing, robotic process automation, or similar techniques of artificial
intelligence in audit or assurance.

e The study outlines artificial intelligence applications, architectures, frameworks, and
tools/human assessments or empirical evaluations that relate to at least one of the identifiable
stages of the audit workflow (planning, risk assessment, controls testing, substantive
procedures, reporting, or continuous monitoring).

e  Study is a peer-reviewed journal article, peer-reviewed conference proceedings, a high-quality
institutional/professional report from recognized audit firms, standard-setting bodies, or
research organizations.

e  For empirical studies, adequate methodological information is given to allow a judgment on
study design, sample characteristics, and criteria for evaluation.

Exclusion Criteria

e Studies on generic data analytics, business intelligence, or business process management
without explicitly mentioning Al/machine learning approaches.

e  Articles with a focus on applications of Al or machine learning in accounting, finance, and other
areas of business, other than audit or assurance,

e  Pure opinion pieces, editorial commentaries or speculative pieces without substantive technical,
methodical or empirical content.

e  Research conducted in non-English languages or studies that lacked sufficient details to extract
relevant data.

e Duplicate of Article or Multiple Publication of the same work

2.3. Study Selection Process

Two independent reviewers screened the titles and abstracts of all records obtained from the
database and supplement searches for the inclusion/exclusion criteria using DistillerSR or similar
systematic review software [34,35]. Disagreements were resolved by discussion or by consulting a
third reviewer. Full-text articles for all potentially relevant records were retrieved, and their eligibility
was independently evaluated by two reviewers using the same inclusion criteria. Reasons for
exclusion at the full-text stage were recorded [36,37].

The process resulted in a final sample of 100 studies to be thoroughly reviewed, from which data
were extracted. This sample size was deemed appropriate to ensure breadth across audit contexts,
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technologies, and research approaches and to ensure that this would be manageable for in-depth

analysis and synthesis [38].

2.4. Quality Assessment

A structured quality assessment checklist was created and adapted from the systematic review

guidelines in software engineering and information systems [39,40]. The key dimensions of the

checklist were as follows:

Clarity/specificity of research objectives and scope

Transparency of methodologies, including description of data source, selection of sample
Adequacy of data description and auditable quality checks.

Specification of Al techniques, models, and parameters.

Appropriateness of evaluation design (e.g., empirical methods, metrics, comparators)
Completeness of reporting of results

Reasons for limitations and possible bias, and acknowledgement and discussion

Clarity in terms of generalizability, applicability to context X.

Each study was independently assessed on each dimension by two groups of reviewers using a

scale (e.g., high-clear, comprehensive, low-bias risk; moderate-adequate, some gaps in clarity or

completeness of information; low-significant gaps in transparency or rigor). The overall quality rating

of the studies was determined based on the pattern of their dimension ratings. Studies rated as

Moderate or Low quality were not excluded but were noted, and the strength of evidence for

particular findings was qualified by the underlying quality of the studies [41-43].

2.5. Data Extraction

A standardized data extraction form, in spreadsheet or specialized software format, was created

and pilot-tested on a subsample of studies to ensure standardization. The form contained the

following information:

Bibliographic information Author(s), year of publication, type of study (empirical, design-
science, conceptual or review), source (journal name, conference, report)

Audit context: Type of audit (internal audit, external audit / financial Statements audit, public
sector audit, tax audit / compliance audit, forensic / fraud audit, others)

Participants/setting: Organization Type: Multinational firm, large audit firm, Small and
medium-sized entities (SME), Public/government, non-profit, Audit Domains

Al techniques and tools: Specific Al techniques that were used (machine learning algorithms
and approaches for NLP, RPA platforms, knowledge-based systems, and hybrids),
software/platforms that were mentioned

Areas of audit documentation covered were: How did Al support the task in the following audit
workflow stages: planning, risk assessment, controls testing, substantive procedures, reporting,
and continuous monitoring

Key findings and outcomes: Reported benefits, efficiency measures, detection rates, accuracy
measures, user satisfaction, lessons learnt

Architectural/design features System architecture, Data sources, Model governance
Explainability mechanisms Human-Al interaction design Integration Points

Challenges and barriers: Technical: data quality, model performance; Organizational: adoption,
skills, change management; Regulatory/ethical: compliance, bias, transparency; Governance
Research gaps and future directions: The open questions and recommendations that emerged
from the research

Data extraction was performed by one reviewer and validated by a second reviewer on a random

20% sample to determine extraction accuracy [43,44].
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2.6. Synthesis Approach

Given the heterogeneity of the study designs, audit context, and Al techniques, the synthesis
was a combination of the narrative thematic analysis and the mapping and tabulation approaches
[45,46].

e  Thematic analysis commenced by coding the extracted data in terms of research question, audit
workflow stage, artificial intelligence technique, and challenge type, followed by data synthesis
by refining themes/subthemes iteratively [47,48].

e  Mapping: Refers to structural tables and visual diagrams, which were created to correlate Al
techniques with the audit workflow stages, architecture elements, opportunities, and challenges
to facilitate pattern recognition and gap identification.

o  Selected studies: Excerpts from the abstract paragraphs and a summary of the study
characteristics (e.g., year of publication, audit context, and Al techniques) will be presented in a
quantitative summary [49,50].

A meta-analysis of quantitative outcomes was considered but found inappropriate because of a
great deal of heterogeneity in study designs, outcome measures, and contexts; instead, findings were
synthesized in narrative form with tabular summaries of effect estimates and outcome measures
where available [50].

3. Results

3.1. Study Selection and Characteristics

Figure 1 shows the PRISMA Flow Diagram for Study selection. Database and supplementary
searches provided 3847 records, of which 1256 records remained after de-duplication. After title and
abstract screening, 387 full-text articles were evaluated for their eligibility. A follow-up of the detailed
evaluation found 100 studies that satisfied the final inclusion and exclusion criteria.

The 100 included studies:

° Empirical studies (45%): Case studies, controlled experiments, field evaluation, survey, mixed
methods studies

e Design-science and development studies 28% Prototype development System design
descriptions technical architecture papers

e  Studies of the types listed below comprise the .17% conceptual and literature review studies:
Frameworks, position papers, story syntheses.

e  Practice-oriented reports 10%: White papers/technical guidance from major audit firms &
professional organizations.

e Publication timeline: The first of our matching publications was identified from 2015,
publications between 2018 accelerated, with notable growth in number from 2020-2025, under
the pressure of increased attention to Al in audit in light of technological advances and the
adoption of it by competition.

e  Geographic distribution: Authors and studies originated mainly from Europe (38%), North
America (35%), Asia-Pacific (20%), and Africa/Middle-East (7%), while there were significant
contributions coming from jurisdictions with large response from audit firms and advanced
financial markets [51-53].

e  Contexts of Audit addressed: The studies of audits have covered extensively different contexts.
Internal audit has had 42 studies, which give importance to monitoring and evaluating the
internal processes of an organization. External financial statement audits have been studied by
35 studies, and the focus was on the transparency and accuracy of financial reporting.

Public-sector and Government audits have been the topics of 12 such studies, in which an audit
essentially judges the efficiency and accountability of government expenditure and spending in
specific sectors. Tax and compliance audits are covered in eight studies, demonstrating the
importance of complying with financial and tax laws and regulatory standards. Lastly, forensic and
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fraud audits have been examined in three studies, which focus on the detection and prevention of
fraudulent activities in organizations.

Records identified through database searching
(n=3,847)

Additional records identified through other sources
(n=0)

el L Records excluded
Records after duplicates —p by title/abstract
removed (n = 1,256) (n = 869)

!

( Eligibility 1 Full-text articles
) | excluded (n = 869):
Full-text articles assessed for P
eligibility (n = 387)
- J No Al/audit link (n = 180);

Non-English (n = 54);
Insufficient detail (n = 29);
Duplicates (n = 24)

..

Studies included in qualitative synthesis

Studies included in deail
(n=100)

Figure 1. PRISMA Flow Diagram for Study Selection.

Inter-reviewer reliability was assessed in the title/abstract screening and quality evaluation steps
at percent agreement and using Cohen’s kappa and was substantial (>'s kappa> 0.75). The review
process followed the reporting guidelines (PRISMA), and the filled PRSMA checklist is included as
supplementary material.

3.2. Al Techniques and Tools Identified

Machine learning and predictive analytics (58 studies): Supervised and unsupervised methods
of machine learning-threat models and methods featuring the most significant portion of studies,
including:

e  C(lassification algorithms (random forests, gradient boosting, support vector machines, logistic
regression) for anomaly detection and classification (fraud and spam) and risk scoring.

e  Clustering concepts (k-means, hierarchical clustering, DBSCAN) for the segmentation of
transactions and finding patterns

e Deep learning Neural network (multilayer perceptrons, convolutional neural networks,
recurrent neural networks, and LSTMs) for sequential pattern recognition and time series
forecasting

¢  Ensemble methods, which combine multiple models (to get better robustness).

Natural language processing (31 studies): Natural language processing techniques for
unstructured audit data:

e  Named entity recognition (NER) and information extraction for contract analysis & regulatory
compliance document review.

e Sentiment and tone analysis for management commentary, earnings calls, and internal
communications.
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e  Topic modeling (Latent Dirichlet Allocation, Non-negative Matrix Factorization) based on
categorization and summarization of the audit documentation.

e Document matching and validation of standard classification and semantic similarity for text.

e Large language models (GPT variants, BERT, transformer architectures) for document
summarization and question and answer answering.

Robotic process automation (24 studies): Rule-based automation, Workflow orchestration:

e RPA for the development of bots that can extract data, navigate systems easily, and produce
reports upon request.

e Integration of RPA with machine learning for “intelligent automation” enables context-aware
decision-making.

e  Workflow orchestration engines coordinating multiple bots and Al services.

e  Exception handling and escalation mechanisms are also important.

Other AI techniques (15 studies): expert systems and knowledge-based reasoning,
reinforcement learning for dynamic sampling and testing strategy optimization, process mining and
discovery, and computer vision for physical asset verification.

Table 1 summarizes 100 studies, which are mostly empirical and more recent publications.
Research primarily focuses on internal and external audits, is primarily from Europe and North
America, and focuses on machine learning, NLP, and automation, often combining multiple
applications of Al techniques.

Table 1. Characteristics of Included Studies (N=100).

Characteristic Frequency Percentage
Study Type
Empirical studies 45 45%
Design-science al

28 28%
development
Conceptual and review 17 17%
Practice-oriented reports 10 10%

Publication Year

20152017 12 12%
2018-2019 18 18%
2020-2021 31 31%
2022-2025 39 39%
Audit Context
Internal audit 42 42%
External/financial stateme

. 35%
audit
Public sector and governme

12%

audit
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Tax and compliance audit 8 8%
Forensic and fraud audit 3 3%
Geographic Origin

Europe 38 38%
North America 35 35%
Asia-Pacific 20 20%
Africa/Middle East 7 7%
Primary Al Techniques

Machine learning 58 58%
Natural language processin 31 31%
Robotic process automation 24 24%

Other  (expert  system:
o 15 15%
computer vision, etc.)

Note: Studies may employ multiple techniques; percentages exceed 100%.

3.3. Audit Workflow Stages and Al Application Patterns

Planning and risk assessment (42 studies): Al is used to aid the earliest stages of audit
engagement.

e Integrated risk scoring models use combinations of financial metrics, control scoring, process
indicators, and management narrative analysis to prioritize accounts, entities, or processes to
focus audits.

e  Time-series forecasting and anomaly detection on past financial data to detect out-of-the-
ordinary trends in potential risk areas.

e  Sentiment and tone analysis of management commentary and regulatory filings to determine
tone at the top and quality of the disclosure.

e  Entity linking and network analysis to identify the related parties and complex structure
requiring increased attention during the audit.

e  Machine learning based inherent risk models based on client industry, regulatory context, and
organization factors.

Tests of controls and control monitoring (38 studies): Continuous or periodic Al-enabled
control monitoring includes the following;:

e  Real-time analysis of system logs and user access patterns to identify segregation of duties
violations and unauthorized system transactions.

e  Process mining algorithms to reconstruct real flows in processes based on transaction logs and
compare them to the designed controls, flagging deviations.

e  Rule-based and machine learning models to monitor transaction approvals and authorization
limits, and patterns.

e  Continuous monitoring dashboards that raise alarms for auditors concerning breaches of
controls, anomalies, or exceptions in near real-time.

Substantive procedures and transaction testing (48 studies): The most significant number of
studies dealt with Al in the substantive testing, including;:
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e  Unsupervised and supervised anomaly detection used for journal entries, accounts receivable,
inventory, and other transaction populations to find unusual transactions for focused audit
investigation

e  Automated verifying and validating supporting documents (invoices, purchase orders, receipts,
contracts) with the help of NLP and computer vision

e  The project aims to combine Journal entry testing based on a mix of rule-based (unusual timing,
round amounts, top accounts) and machine learning based Anomaly detection.

e  Predictive models for the prediction of the likelihood of misstatement or estimates of the account
balances for providing the basis of audit judgment and identifying unexpected variances.

e  Fraud risk scoring, which is based on characteristics of the transaction, user behavior, and
historical patterns, to prioritize items for substantive review.

e  Supporting or external reporting, communication, and ongoing assurance (31 studies): post-
fieldwork and continuous activities by following Al:

e  Automated generation of audit documentation, workpapers summaries, and management letter
with the findings and recommendations

e Interactive dashboards and visualization tools for communicating with the audit committee and
management on how risk heat maps, anomaly profiles, control status, and findings

¢  Continuous auditing and monitoring systems to allow the ongoing assessment of control
effectiveness and the emerging risks instead of point-in-time audit opinions

e  Predictive models for forecasting future control performance/misstatement likelihood to inform
audit strategies and allocate resources.

Table 2 shows the Al techniques mapped to audit workflow stages.

Table 2. AI Techniques Mapped to Audit Workflow Stages.

Number
Audit Primary
. Key Use Cases of
Stage Techniques .
Studies
Entity-level risk scoring,
account  prioritization,
Planning &

ML, predictive management
Risk 42
analytics, NLP  commentary  analysis,

Assessment ) )
and  emerging  risk
identification
Control monitoring,
ML, process exception detection,
Tests of L ) ]
mining, RPA, segregation-of-duties 38
Controls ' i _
rules engines testing, and continuous
control monitoring
Transaction anomaly
ML, deep detection, testing of
Substantive learning, NLP, journal entries, 18
Procedures computer document matching,
vision invoice verification, and

inventory observation
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) Risk visualization,
Reporting
& Dashboards, anomaly profiles, control
] ML, predictive  status dashboards, and 31
Continuous
models continuous monitoring
Assurance
alerts

Note: Studies may be covering several stages; totals are over 100.

A mapping of Al techniques to audit workflow stages is illustrated in Figure 2, which shows
where machine learning, NLP, RPA, expert, and hybrid approaches offer added value. The circle size
indicates the level of impact. Applications concentrate on planning, controls testing, and substantive
procedures, with growing roles in reporting and continuous monitoring in assurance and risk-
focused activities in the enterprise.

Assessment Procedures Monitoring
Machine Leaming~ Machine
Machine Learning Planning &  Learning-Substantive Risk Scoring

Procedures

Natural Language Transaction Machine Leaming-  Misstatement Misstatement

Processing (NLP)  Anomaly Detection Reporting Forecast Forecast

Robotic Process ~ NLP-Planning &
Automation (RPA)  Risk Assessment | oToUve Narratrve Analysrs

. Hybrid Approaches-
Expert Systems Rp(?o:tesn:lid Approvel Routing  -Substantive Fraud Scoring
Procedures
Continuous Continuous
Control Control Monitoring-Hybrid Ongoing

Hybrid Approaches Monitoring-

Machine Leaming Alerts Nents

Aopoeches Assurance

Circle Sizec Low (small), Medium {medium), High (large)

Figure 2. Al Techniques by Audit Workflow Stage.
4. Al Technologies in Audit: Findings

4.1. Machine Learning and Anomaly Detection

Machine learning techniques are high and dry in the Al in auditing literature, as they are key to
detecting anomalies and risks. Supervised learning approaches use historical labeled data (e.g.,
transactions later determined to be fraudulent or erroneous) to learn a model for classifying new
transactions as normal or anomalous [28,39,54,55].

e  Transaction-level Anomaly detection: Random forests, gradient boosting machine (XGBoost,
LightGBM), and logistic regression are employed widely to detect outlier transactions in journal
entries, receivables, payables, and inventory [16,33,35,46]. These models learn patterns in
millions of routine transactions and identify transactions with unusual characteristics (amount,
timing, counterparty, approval chain, and account combination) [25,33,35]. Studies have
reported that such models, when properly trained and validated, can detect fraud and errors
more than those achievable through manual sampling [25,35].

e  Unsupervised anomaly detection (clustering, isolation forests, and autoencoders) is useful if
labeled fraud data are limited, as they are often in audit environments [35]. These methods are
used to identify a transaction that presents a significant deviation from the learned standard
behavior pattern without the need for explicit fraud labels [33,38].
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e Key findings: Based on empirical investigations, we find an improvement in detection rates of
20-70% compared with manual sampling methods, but the absolute detection rate varies greatly
depending on the data quality, feature engineering, and actual probability of anomalies in the
dataset [25,35]. However, several studies have also reported high false-positive rates, which
require the auditor to review and triage the alerts, and discuss the importance of investing in
data quality, feature engineering, and model validation [39,41].

4.2. Natural Language Processing and Document Analysis

NLP applications overcome the audit challenge of handling volumes of unstructured text.
Contracts, board minutes, policy documents, email communications, and management narratives
are, increasingly, subjected to automated analysis [50,51,53].

e  Contract and regulatory document analysis: NLP models identify important clauses (covenants,
termination conditions, related party terms, and contingencies) from contracts and deviations
from templates or standard language [51,52,54]. Named entity recognition tools are used to
identify named entities such as persons, dates, and amounts of money [55,56]. Such capabilities
support audit procedures for confirming the completeness of contracts, identifying unusual
terms, and ensuring disclosure adequacy [57-59].

e  Sentiment and tone analysis: Tools measure the tone, complexity, and linguistic indicators of
possible bias or management overrides in earnings call transcripts, management commentary,
and internal communications [59-61]. Studies suggest that combining quantitative sentiment
measures with human review will improve auditors” ability to evaluate management’s attitude
toward controls and the tone at the top [62-64].

e  Document classification and clustering: Topic modeling and text classification fall into the
category of labeling (assigning audit documents into categories, such as controlling narratives,
risk assessment, and regulatory filings) and create a way to retrieve and rank audit documents
for review [51,52,65]. Large language models (LLMs), such as GPT and BERT, can be used to
summarize long documents and answer questions related to their content, which could save
auditors time when reading and synthesizing information [56,61].

e  Challenges and limitations: The performance of NLP relies on domain adaptation. Natural
language models cannot be used to perform NLP on technical texts about accounting or
documents related to accounting [51,52,61]. Multilingual scenarios, sarcasm, and implicit
meanings [56,65] are further challenges. Studies highlight the carelessness of validating NLP
tools in an audit setting and communicating clear information on confidence and explainability
to auditors and clients [60,61].

4.3. Robotic Process Automation and Workflow Orchestration

RPA is used to automate repetitive, rule-based tasks in the auditing process workflow [65,66].
Audit bots are used to extract data from ERP systems, perform reconciliations, feed spreadsheets,
and produce standardized reports, and are often executed on some kind of schedule or event [66].

e  Data preparation and integration: RPA bots are used to move across different systems to retrieve
and consolidate their data for audit analysis, saving manual data compilation time and errors
[67-69]. This helps improve the efficiency and reliability of the data foundation for further Al
analysis [65,70].

e Intelligent automation: RPA can be combined with machine learning, enabling “intelligent
automation,” where bots can use the logic of decision-making to route transactions, approve
exceptions, or fill out fields based on patterns or scores that they have learned from [65,71]. For
example, a bot could sample transactions and identify them as normal or anomalous (using a
deployed machine learning model) and forward the items of high risk to human auditors for
analysis [66,72].
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e  Continuous control monitoring: RPA scripts can be set up to run continuously or have a high
frequency of execution, monitoring control logs and flagging breaches of a violation,
unauthorized activities, or policies (in near real-time) [66,73,74]. This provides a transition from
periodic audit testing to continuous assurance [66,72].

e  Challenges: The Governance of RPA scripts and change management are key issues that are
accompanied by versioning, exception handling, and documentation [72,74]. Studies provide
important evidence for robust audit controls over RPA bots to ensure that RPA robots operate
as designed and that exceptions are managed properly [65,75].

4.4. Hybrid and Emerging Approaches

Hybrid and emerging approaches in auditing are based on the use of advanced technologies to
improve the audit process. Process mining tools reconstruct actual process flows from the event logs
of the systems and compare them with the designed process, bringing out deviations to aid the
control testing process and identify unusual process execution patterns [66,74]. Reinforcement
learning and dynamic sampling; Al-based adaptive audit sampling with an intelligent testing
sequence for optimal feedback, although very few practitioners can apply it. Additionally, computer
vision is becoming a method of inventory observation, asset condition evaluation, and physical
checks, and is used in situations where items are remote or in high-volume settings. These
innovations are designed to make audits more efficient and accurate; however, this idea has not yet
been fully realized across all industrial sectors under the right conditions [72].

5. Opportunities and Benefits

5.1. Enhanced Detection Capability

One of the main opportunities of Al in auditing is its capabilities to analyze whole transaction
populations (instead of samples), sophisticated pattern recognition, and the detection of anomalies
and exceptions that could be missed by the human eye [72,75]. Empirical studies show that
appropriately designed machine learning models can reveal fraud, mistakes, and misstatements at
rates and speeds that are not possible using manual methods [65,72].

Implications: This capability has the potential to enhance the effectiveness of auditing in terms
of identifying a wider variety of issues, including subtle or low-value anomalies that aggregate to
material amounts [65,75].

5.2. Expanded Audit Coverage and Population-Level Analysis

Rather than using representative samples, Al allows auditors to test entire populations or very
high percentages, creating more confidence and facilitating a transition from exception-based testing
to comprehensive analysis [75]. This is particularly useful for high-volume routine transactions [76].

Implications: Expanded coverage may increase audit quality by decreasing the risk of missing
material items and may improve auditor efficiency by automating routine testing of populations that
are at low risk of problems to free up time for higher-value, judgment-intensive work [75].

5.3. Continuous and Real-Time Monitoring

Al makes continuous auditing and monitoring systems possible to check the effectiveness of
controls, compliance of transactions, and status of risks on a rolling basis instead of at period-ends
[77-79]. This brings audit assurance in line with real-time business cycles and decision-making
[80,81].

Implications: Continuous monitoring can be useful to address issues such as faster control
failure detection and resolution, dynamic risk assessment, audit lag, and reduction of cycle time
[75,78,81].
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5.4. Improved Efficiency and Resource Optimization

Automation of routine data-intensive procedures (data gathering, reconciliation, document
matching, and rule-based testing) minimizes manual effort, possible errors, and audit cycle time [82].
This allows audit professionals to focus on more valuable activities, such as interpretation,
judgement, and client engagement [75,81].

Evidence: Gains in efficiency of 10-50% in pilot projects/case studies, but variation is due to
differences in scope of implementation and baseline efficiency [81,82].

5.5. Deeper Insights and Richer Analysis

Al Analysis of unstructured data (contracts, communications, and documents) reveals insights
that would otherwise be impossible owing to time-consuming manual analysis [80,82]. Combined
with the analysis of structured data, this demands a more holistic understanding of risk, control
effectiveness, and management intent [75,79].

Implications: A more valuable analysis potentially allows auditors to identify more valuable
advisory insights for audit committees and management [76,79].

6. Reference Architecture for AI-Enabled Audit Workflow

6.1. Conceptual Layers and Components

The conceptual framework for Al-enabled audit workflows consists of five major interrelated
layers, each playing a distinct role in the overall process. These layers are meant to guarantee the
integration, development, and deployment of artificial intelligence (Al) models in an organized,
controlled, and efficient manner. Ultimately, these layers can improve the audit process. Table 4 lists
the layers and components of the Al-enabled audit workflow, and Figure 3 depicts the reference
architecture for the Al-enabled audit workflow.

Auditar Dashboards, Workpapers,

Layer 5- Appucauon & User Interface Revew Explainabilty, Feedback
t
g Fuature Pipelnes, Model
Layer 3 - Feature Engineering & Model Development e e ot
t %
e
F | Workflow Engine, RPA,
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Layer 2 - Data Integration & Governance Override | Quality Checks, Lineage,

Access Controls
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Layer 1 - Data Sources Judgment | Documents, System Logs,
External Data

Figure 3. Reference Architecture For Al-Enabled Audit Workflow.

Layer 1: Data Integration and Data Governance

The foundation of any Al-enabled audit system is the Data Integration and Governance layer
[18,28,57]. The task of this layer is to ingest, validate, and integrate structured and unstructured data
from disparate sources, including ERP systems, data warehouses, logs, documents, and external data
sources [66]. The important components present in this layer are data connectors and ETL (Extract,
Transform, Load) pipelines that are used to reliably extract data from multiple systems and in
different formats. Additionally, data quality checks and anomaly detection mechanisms are
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implemented at the point of data ingestion to flag any issues with data quality in the ingestion
process, which may impact the analysis [73]. Data lineage and provenance tracking are important to
support the audit trail and documentation of evidence to ensure transparency and traceability of the
data [77]. Access and security controls are also implemented in this layer to safeguard confidential
audit and client data, where data governance policies set rules about data ownership, retention, and
use. This governance structure ensures that data are handled in a consistent, reliable, and secure
manner, which builds trust in the entire audit process [79].

Layer 2: Feature Engineering and AI Model Development

The second layer, called Feature Engineering and Al Model Development, converts raw data
into applicable insights by creating AI models [25,38,53]. This layer includes the workflows
responsible for data transformation, feature engineering, and model training, which are essential for
transforming raw data into predictions and classifications. The key components of this layer include
feature engineering pipelines that compute derived variables, aggregate statistics, and temporal
features from raw data [46]. Machine learning models, both supervised and unsupervised, are then
trained on historical labeled data or for pattern discovery. Model architecture selection and
hyperparameter tuning were performed to optimize the performance and ensure that the models
provided accurate results. Model Validation and back-testing are important to ensure that models
perform well on holdout data or historical test cases [75]. Continuous monitoring of the models is
implemented to detect possible degradation of performance (model drift) or data drift over time.
Moreover, the cosmetics of explainability and interpretability, such as SHAP values or Local
Interpretable Model-agnostic Explanations (LIME), are incorporated so that auditors can understand
why specific predictions are being made, which plays an essential role in making Al-driven decisions
transparent.

Layer 3: Orchestration and Smart Automation

The third, Orchestration and Intelligent Automation, helps ensure the smooth running of Al
models and the automated processes involved in executing audit-based processes [45,55]. This layer
coordinates the execution of robotic process automation (RPA) bots, workflow engines, and API-
based services triggering Al models and automation throughout the audit process [59]. The
components of this layer include a workflow engine to orchestrate the multi-step audit procedure,
giving coordination between data extraction, model inference, result interpretation, and escalation is
accomplished seamlessly [81]. RPA bots are used to automate routine tasks, enhance efficiency, and
reduce manual errors. Event-driven architecture is used to initiate AI models at particular points in
the audit process, such as when new transactions are added or at the beginning of substantive testing.
Exception handling and escalation rules are established to pass high-priority items or unexpected
results to human reviewers for further investigation. In this layer, audit trail logging is also a key
element that ensures that all automated actions and Al decisions are recorded for future review,
which can bring transparency and accountability.

Layer 4: Application layer User Interface layer

The fourth layer, Application and User Interface, focuses on providing auditors with tools to
interact with Al, allowing in-depth investigations and the possibility of learning [32]. This layer
provides dashboards and visualizations, including a risk heatmap, anomaly profiles, control status,
and key findings, to inform decisions for decision-makers and auditors [33,36]. Workpaper systems
include Al-generated summaries, alerts, and evidence directly into the audit documentation process
and streamline the process. Explainability interfaces are designed to assist auditors in their
comprehension of why particular transactions or accounts were flagged in their audit report by
providing model confidence scores and stating the factors that contributed to this. Feedback
mechanisms are also built into this layer, allowing auditors to ples, mark false positives or false
negatives, and mark cases for retraining the model [50,72]. These interfaces help ensure that auditors
can effectively interact with Al models to improve the efficiency and accuracy of the audit process.

Layer 5: Governance, Compliance, and Security
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The Governance, Compliance, and Security layer underlies overseers and control mechanisms
throughout the operation of Al systems to ensure that their reliable operation is ethically performed,
and formations are compliant with the relevant audit standards and regulations [2,5,6]. This pertains
to governance policies within models, which span the life cycle of Al models from development and
validation to deployment and retirement of Al models. Change management and version control
processes are implemented to track changes in the models and ensure that the models are reliable
over time [21,23]. Performance monitoring and KPI dashboards have been implemented to monitor
the model accuracy, coverage, and model compliance with service level agreements (SLAs). Bias and
fairness assessments are also carried out in order to detect and alleviate any discriminatory outcomes
from the Al models [39]. Regulatory compliance checks are built into this layer to ensure that industry
standards (such as ISA, PCAOB, and SEC regulations) and data protection laws (like GDPR) are
followed. Security controls are also vital for effectiveness, including access to data encryption,
authentication, and data protection. Incident response procedures are outlined for handling model
failures or breaches of data or anomalous behavior of Al to ensure the integrity of the audit process
[40,80]. Finally, documentation and evidence management practices are established to meet the
quality standards in audits and regulatory expectations to ensure that all Al-driven decisions can be
traced back and are verifiable.

Each of these five layers works together to create a strong Al-enabled audit system that will not
only improve the efficiency and reliability of the audit process but also ensure compliance and
transparency.

6.2. Human-In-The-Loop Design and Professional Judgment

A common theme in the literature is the emphasis on maintaining human judgment, auditor
responsibility, and professional skepticism in audits that use Al-enabled tools. To ensure that these
elements are maintained, reference architectures for Al-assisted auditing should account for human-
in-the-loop (HITL) designs, in which auditors are actively involved in major decision-making
processes. The following are the critical aspects of these frameworks:

e Review and Interpret Al Outputs: Auditors must review flagged transactions, anomaly
explanations, and risk scores from Al before making conclusions, so that they have the
responsibility to retain professional judgment and decision making [2,6,25,36].

e Override Al Recommendations: In instances where there is a discrepancy between
recommendations from an AI mechanism and auditor judgment grounded in other, related
information, auditors may decide not to accept Al conclusions and provide reasons for their
conclusions for accountability [2,5,39].

e  Provide Feedback for Model Improvement: Auditors can provide feedback for improving Al
models like annotated examples, marking misclassifications, and working with data scientists
to improve the model’s behavior and accuracy [16,61].

¢  Maintain Zones of Judgment Some audit tasks are still purely manual and require complete use
of professional judgment because of a very intensive understanding of the context, skepticism,
or tasks unsuited for automation [21,36,39].

The reference architecture as shown in Figure 3 should be clear on which tasks are automated
(rules-based, low risk), augmented (Al recommendations for auditor validation), and manual
(requiring auditor’s professional judgment), and ensure accountability, but avoid excessive reliance
on AL

Human-in-the-loop mechanisms provide explicit boundaries between automated analysis and
professional judgement. Al systems produce risk scores, flags of anomalies, and summaries, but
auditors maintain the power of acceptance, override, and documentation of conclusions. All
overrides must be logged with a rationale to retain accountability. Tasks that involve reasoning about
a context, ethical assessment, or determination of materiality are still not automated. This allocation
maintains adherence to auditing standards, with the potential to build Al assistance on a scalable
basis.
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7. Challenge and Implementation Barriers

The implementation of artificial intelligence (Al) in auditing can deliver significant benefits.
However, their practical application is restricted by various, interrelated challenges. These barriers
range from the availability and quality of data, technical limitations of models, organizational and
human factors, and regulatory and governance considerations. Understanding these challenges is
crucial for developing realistic, responsible, and effective audit frameworks enabled by artificial
intelligence (Al). Table 5 presents the key challenges and barriers to implementation.

7.1. Data-Related Challenges

Data quality and completeness remain fundamental issues in Al-driven auditing. Machine
learning models are susceptible to the quality of the input data, and problems such as incomplete
records, missing values, inconsistent definitions of data across systems, and incorrect data entries can
significantly degrade the performance of the model and introduce a systematic bias [83,84]. Many
organizations do not have mature data governance structures, standardized data taxonomies, and
effective data stewardship practices, making it a challenge to have the level of data reliability needed
for Al applications in auditing [85-87]

Another important issue is the lack of labeled data in this field. Supervised machine learning
methods for detecting fraud or material misstatements are based on labeled examples of confirmed
fraud or error. In practice, such data are scarce, highly imbalanced, and often skewed, because most
transactions are legitimate and only a small percentage of fraud cases are identified and confirmed
[87,88]. This scarcity limits the processes of model training, validation, and performance
benchmarking, thereby limiting trust in Al results. [89].

System integration and data access complicate Al deployment. Many audit clients have
fragmented IT environments with legacy systems, siloed databases, and poor integration of financial,
operational, and transactional data sources [89,90]. The radius of restricted data access, inconsistent
data formats, and manual data extraction processes add considerable effort to the data preparation
process, which compromises the scalability and efficiency of Al-based audit procedures [90,91].

7.2. Model Challenges and Technical Challenges

A significant technical challenge is the explainability and interpretability of the model.
Advanced Al models, especially deep neural networks and ensemble techniques, can be a “black
box” that produces accurate predictions, but not in a reasonable manner [91,92]. In auditing
situations, where there is a need for auditors, regulators, and stakeholders to be treated with
transparent justification for flagged transactions or for assessed levels of risk, this opacity destroys
trust and makes audit documentation and review difficult [92,93].

Monitoring of model performance and drift are other issues of concern. AI models trained on
past data can suffer from performance degradation when the underlying data distributions shift
owing to changes in business practices, economic conditions, or fraud tactics [93]. Continuous
monitoring, drift detection mechanisms, and structured retraining processes are therefore necessary;
however, many organizations do not yet possess the infrastructure and/or governance maturity to
definitively get them working [94,95].

Additionally, generalization across contexts is poor. As can be seen in [95], models trained on
data originating from one organization or industry or from one audit domain do not usually transfer
well to other environments, which impedes the reusability of Al solutions and leads to increased cost
and effort to customize them for a specific setting. Concerns about robustness and adversarial
manipulation make deployment even more challenging, as fraudsters can intentionally change their
behavior to bypass Al-based detection systems [96].

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202601.2060.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 27 January 2026 d0i:10.20944/preprints202601.2060.v1

17 of 25

7.3. Organizational and Human Issues

Beyond technical issues, organizational aspects and change management are important for the
Al adoption. Successful implementation requires cultural changes, redesigning audit processes, and
long-term investment in infrastructure and talent, all of which are difficult for many audit
organizations to implement [55,61,82]. Resistance from audit professionals, fear of job replacement,
and dependence on historical methods can slow or block adoption [83,85,88].

Skill and competency gaps also constitute major barriers. Effective Al-enabled auditing requires
close cooperation between auditors, data scientists, and IT professionals; however, many audit firms,
lack in-house data science knowledge or structured programs to make auditors Al literate and able
to evaluate them critically [83,91,92]. Developing auditors who can exploit the benefits of Al tools
and be professional and skeptical is a significant training challenge [91,92,94].

Furthermore, interoperability with existing audit methods remains a complex task. Al tools must
be consistent with existing audit standards, workpaper systems, and quality control processes. This
requires an update of the audit guide, specifying proper use cases, and formally introducing Al-
assisted procedures into audit methodologies.

7.4. Regulatory, Compliance, and Governance Issues

Regulatory expectations and guidance regarding the use of Al in auditing are evolving but are
currently fragmented. Regulators and standard-setters have started paying more attention to audits
with the help of artificial intelligence, although there is uncertainty about what audit evidence is
acceptable, how trust in Al should be recorded, and what validation criteria will be used [82,86].

Issues of professional responsibility and accountability are closely related. When Al systems
produce biased or erroneous outputs, it is unclear whether the auditor, audit firm, or Al vendor is
responsible [94,95]. Existing professional standards and liability frameworks have not been fully
developed to address Al-based decision-making.

Ethical considerations and data protection add to the complexity of implementing these systems.
Al models can result in historic bias embedded in the data used to train the model, leading to
discriminatory situations that compromise fairness and trust. [95,96]. Moreover, the use of sensitive
financial and personal data requires strict adherence to the data protection rules (GDPR and local
privacy laws) [88,92].

7.5. Al Governance and Quality Assurance

Effective Implementation of Al in Auditing. Proper model governance and lifecycle
management are essential for the implementation of Al in auditing. Organizations need to document
model assumptions, track versions, keep them up to date, and decommission obsolete models to
avoid uncontrolled “model sprawl” and ensure accountability [93,95,97]. However, audit
organizations do not have mature governance frameworks to support these activities [87,98].

Finally, validation, testing, and incident management are crucial for auditing quality. Al systems
must be rigorously validated, such as back-testing, sensitivity, and stress testing against adverse
conditions, to comply with professional standards for audits [80,84,99,100]. Continuous monitoring
and incident response procedures should be implemented to identify failures, data-related problems,
or unexpected behaviors and ensure trust in Al-aided auditing [91,93].

8. Research Gaps

The existing literature on Al in auditing shows that experts are ripe for similar Al in auditing,
but specifically in the context of real-world impact and Al methodology comparison. The lack of
longitudinal studies on the long-term consequences of the use of Al tools on audit quality, efficiency,
and judgment is a major concern. Many studies related to short-term controlled environments leave
a gap in understanding the sustained impact of Al. Additionally, there is scarce research comparing
the effectiveness of different approaches to Al, such as different anomaly detection algorithms and
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natural language processing, in various audit tasks. The organizational and behavioral aspects of Al
adoption, such as auditor interaction with Al recommendations, are also underexplored. Moreover,
alack of regulatory and standardization frameworks also acts as a barrier to Al integration, and there
is a need for audit standard-setting bodies to create guidelines for Al validation and documentation
to overcome this barrier.

9. Conclusion and Future Work

This research synthesizes ten years of studies on Al-assisted auditing and offers a systems-level
view of how Al can be used in the audit process. By relating Al methods to the different phases of
the audit process and formulating a proposed reference architecture from empirical evidence, this
study goes beyond isolated cases to propose a holistic design of audit systems. The findings reveal
that the efficacy of Al in auditing is much more dependent on governance, information standards,
and human supervision than on algorithms. The proposed reference architecture includes important
components such as data integration, feature engineering, and human-in-the-loop supervision. It
contextualizes these components as key to the responsible adoption of Al in auditing processes.
Successful integration of Al requires bypassing various hurdles, such as technical, organizational,
regulatory, and governance issues. To achieve this, organizations must ensure alignment by
prioritizing importance on building the establishment of robust data governance foundations,
implementing comprehensive Al frameworks, and providing auditors with targeted Al training.
Additionally, upskilling auditors so that they can effectively utilize Al tools is essential to ensure that
the use of Al in audit processes is seamless, ensuring improved audit quality and efficiency.

Therefore, future studies must address some of the gaps presented in this study to enable further
development and implementation of Al in auditing. One of the areas of possible future work is that
of Explainable AI (XAI), which is essential for building trust among auditors and stakeholders while
preserving high levels of accuracy. Techniques such as few-shot learning, transfer learning, and
federated learning should be investigated to make Al models more flexible and facilitate data privacy.
These methods would help AI systems perform well with limited data and in decentralized
environments. In addition, using reinforcement learning and causal inference as part of audit
processes could help improve decision-making processes and process optimization, resulting in more
efficient audits. This study also calls for the development of specified governance frameworks for Al
in auditing, if they are in accordance with professional standards and ethical guidelines to ensure the
transparency and fairness of Al systems. Furthermore, there is a need to develop Al literacy for
auditors and amend professional responsibility frameworks to facilitate ethical, legal, and effective
deployment of Al Future studies should also focus on longitudinal research to examine the long-
term effects of Al on auditing, comparative research to determine the methods of Al that work best,
and the development of more advanced XAI methods. By targeting these areas, Al has the potential
to contribute significantly to improving the quality and efficiency of audits and adding value to
stakeholders in a data-rich and digital business context.
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Term Full Form Term Full Form
General Data Protection
Al Artificial Intelligence GDPR
Regulation
Public Company
ML Machine Learning PCAOB Accounting Oversight
Board
Natural Language International Auditing and
NLP TIAASB
Processing Assurance Standards Board
Robotic Process
RPA LST™M Long Short-Term Memory
Automation
HITL Human-in-the-loop XGBoost Extreme Gradient Boosting
XAI Explainable AI RF Random Forest

A type of artificial neural
Enterprise Resource
ERP Autoencoders  network used for
Planning
unsupervised learning

Robotic Process
RPA Bots KPI Key Performance Indicators
Automation Bots

Preferred Reporting Items
CLV Customer Lifetime Value PRISMA for Systematic Reviews and
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