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Abstract: Software-Defined Networking (SDN) has revolutionized network management by providing un-
precedented flexibility, control, and efficiency. However, its centralized architecture introduces critical security
vulnerabilities. This paper presents an innovative approach to securing SDN environments using IOTA 2.0 smart
contracts. The proposed system leverages the IOTA Tangle, a directed acyclic graph (DAG) structure, to enhance
scalability and efficiency while eliminating transaction fees and reducing energy consumption. We introduce three
smart contracts—Authority, Access Control, and DoS Detector—to ensure secure network operations, prevent
unauthorized access, and mitigate denial-of-service attacks. Through comprehensive simulations using Mininet
and the ShimmerEVM IOTA Test Network, we demonstrate the efficacy of our approach in enhancing SDN
security. Our findings highlight the potential of IOTA 2.0 smart contracts to provide a robust, decentralized
solution for securing SDN environments, paving the way for further integration of blockchain technologies in

network management.

Keywords: blockchain (BC); distributed ledger technoloy (DLT); IOTA 2.0; security; smart contracts (SCs);
software-defined networking (SDN)

1. Introduction

SDN is precipitating a transformative effect on network management and operations. It introduces
levels of flexibility, control, and efficiency previously unattainable by elements that are quintessential
in the rapidly evolving landscape of digital technology. This paradigm shift in networking not only
redefines traditional network architecture but also aligns seamlessly with the dynamic requirements of
contemporary digital ecosystems [1-7].

While SDN offers several advantages in terms of network management and efficiency, it also
introduces a new set of security challenges that are critical to address. The centralized nature of SDN
controllers presents a potential single point of failure, making the network susceptible to targeted
attacks that could compromise the entire network infrastructure. This is because SDN is dynamic and
programmable, which is good for network flexibility but also makes it easier for hackers to attack. They
can use flaws in the software layers to launch attacks like denial of service (DoS), man-in-the-middle,
and data theft. These challenges necessitate robust security mechanisms and policies to ensure the
integrity, confidentiality, and availability of network resources in an SDN environment [8-12].

In tackling the security challenges inherent in SDN, machine learning (ML) and blockchain (BC)
emerge as pivotal solutions [13-20]. ML algorithms aim to enhance the SDN network’s capability to
intelligently detect, predict, and respond to cyber threats. By analyzing network data, identifying
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patterns, and learning from past incidents, ML algorithms provide a dynamic and proactive approach
to network security, significantly improving the ability of SDN environments to safeguard against a
wide range of cyber threats. The integration of BC technology into SDN architectures aims to achieve
several key objectives: enhancing operational transparency, fortifying network security, and ensuring
data integrity.

BC technology is a decentralized and distributed digital ledger system characterized by its im-
mutability, transparency, security, smart contracts, tokenization, interoperability, efficiency, anonymity,
privacy, and programability [21,22]. These features make BC a promising technology for various appli-
cations in addition to cryptocurrencies (e.g., Bitcoin and Ethereum), including agricultural product
traceability [23], healthcare [24,25], renewable energy management [26], education [27,28], Internet of
Things (IoT) cybersecurity [29-31], and more. Nevertheless, BC technology faces several challenges,
including scalability, energy consumption, throughput time, and transaction fees [32-35].

The emergence of the IOTA Tangle represents a revolutionary shift in distributed ledger technol-
ogy. In contrast to traditional BCs, which rely on a linear chain of blocks, the IOTA Tangle employs
a directed acyclic graph structure to address the scalability and efficiency issues associated with
conventional BCs. The IOTA enables parallel processing of multiple transactions, eliminating the need
for miners and significantly reducing transaction fees and energy consumption [36-38]. The distinct
features of the IOTA Tangle include high scalability, feeless transactions, fast transaction speeds, and
low energy consumption, making it a promising technology for a diverse range of applications, e.g.,
IoT [39,40], healthcare [41], industrial sectors [42,43], and federated learning [44].

In this paper, for the first time, we employ IOTA 2.0 smart contracts to secure the SDN ecosystem.
The original contributions presented in this research are as follows:

¢ Introduction of IOTA 2.0 Smart Contracts for SDN Security: We leverage the IOTA Tangle’s
unique directed acyclic graph (DAG) structure to implement scalable, efficient, and feeless smart
contracts specifically designed to address the security challenges of SDN environments.

* Development of a Comprehensive Security Framework: We propose and implement three distinct
smart contracts—Authority, Access Control, and DoS Detector—that work in unison to provide
robust security mechanisms, ensuring secure network operations, preventing unauthorized
access, and mitigating denial-of-service attacks.

¢ Integration and Simulation in Realistic Environments: Through extensive simulations using
Mininet and the ShimmerEVM IOTA Test Network, we validate the efficacy of our approach in
real-world scenarios, demonstrating significant improvements in SDN security and resilience.

¢ Evaluation and Comparison with Existing Solutions: We conduct a thorough comparative
analysis of our proposed system against existing blockchain-based security solutions for SDN,
highlighting the advantages of IOTA 2.0 in terms of scalability, energy efficiency, and transaction
costs.

The remainder of this paper is structured as follows: Section 2 gives an overview of recent studies
on the use of BC technology to enhance SDN security. Section 3 gives the necessary background,
providing an overview of SDN security challenges and of IOTA 2.0 smart contracts. Section 4 presents
the IOTA 2.0 smart contracts-based system for fortifying the security of SDN. Section 5 focuses on the
practical implementation of IOTA 2.0 SCs within SDN environments and presents a comprehensive
analysis of the results obtained. Section 6 concludes the paper by summarizing the key findings and
contributions of the research.

2. Related Work

This section provides a comprehensive review of recent research focusing on the application of
distributed ledger technologies (DLTs), e.g., blockchain, to enhance the security of SDN.

Weng et al. [45] proposed a BC-based monolithic secure mechanism to enhance SDN security
by decentralizing the control plane, ensuring authenticity and accountability of application flows,
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implementing access control mechanisms, and integrating secure protocols with smart contracts on the
BC. By recording network events on the blockchain, the mechanism enables traceability and auditing
of network behaviors, addressing single-point failures and improving scalability in SDN environments.
The paper concludes that this innovative approach offers a comprehensive solution to SDN security
challenges, leveraging BC technology to provide a secure, decentralized, and accountable framework
for network management and control.

Pourvahab and Ekbatanifard [46] presented a novel forensic SDN-IoT architecture that utilizes BC
technology to enhance security and efficiency in digital forensics processes within IoT environments.
The proposed architecture demonstrates superior performance in terms of delay, throughput, accuracy,
response time, processing time, and security compared to previous works. The study emphasizes the
importance of blockchain in ensuring data integrity, preventing tampering, and establishing a secure
chain of custody for digital evidence. Future validation plans include testing the architecture in a
large-scale network environment and implementing additional authentication and load-balancing
mechanisms. Overall, the paper highlights the effectiveness of integrating BC technology with SDN-IoT
to address digital forensics challenges and improve security provisioning in IoT environments.

Yazdinejad et al. [47] presented a novel approach to enhancing security in SDN through the
BC-enabled packet parser (BPP) architecture. By leveraging BC technology and FPGA hardware, the
BPP architecture demonstrates efficient attack detection capabilities with a low false positive rate and
a high detection rate. The study emphasizes the importance of integrating security measures into
both the control and data planes of SDN networks, as well as BPP’s potential to improve network
security by detecting and communicating attacks to the SDN controller. The findings underscore the
importance of security in SDN environments and suggest future research directions to further optimize
the BPP architecture for enhanced network security.

Auijla et al. [48] explored the integration of BC technology with SDN to address challenges
faced by smart cities, such as channel congestion and limited scalability. By proposing BlockSDN
as a solution, the study aims to enhance data transmission efficiency and security in smart city
environments. It emphasizes the role of SDN in providing improved bandwidth capabilities and
flexibility for dynamic data transmission requirements. Additionally, the paper highlights the security
concerns associated with SDN architectures, particularly the vulnerability of the centralized controller
to attacks. Through the innovative approach of combining BC and SDN, the research contributes to
advancing the development of secure and reliable network infrastructures for smart city applications.

Shashidhara et al. [49] introduced SDN-chain, a BC-based privacy-preserving protocol for software-
defined networks, aiming to address vulnerabilities in existing security protocols such as ARP poi-
soning and DDoS attacks. By integrating BC technology, SDN-chain enhances network reliability,
safety, and decentralization, mitigating the risks associated with centralized SDN controllers. The
proposed security model includes initialization, registration, and authentication phases, supported by
a delegated proof of stake algorithm implemented on the Ethereum BC. Through informal security
analysis and simulations, SDN-chain demonstrates improved network efficiency with reduced delay
and bandwidth, offering a promising solution to strengthen security in SDN environments and prevent
various network attacks.

Algarni et al. [50] introduced BCNBI, a blockchain-based security framework for the Northbound
Interface in SDN, aiming to enhance security by addressing confidentiality, integrity, and availability
concerns. BCNBI utilizes a lightweight BC architecture to authenticate applications and the SDN
controller, enforce access control policies, and monitor application behavior. By comparing with
existing solutions and demonstrating superior performance in handling transactions, BCNBI showcases
its efficiency in securing the SDN environment. This research not only sets a new standard for network
security but also highlights the potential of BC technology to revolutionize security measures in SDN.

Kovacs et al. [51] investigated a range of critical topics concerning network optimization and
security within the realm of BC-enabled SDN controllers and IoT deployments. The research delved
into secure storage and access for task-scheduling schemes on consortium BC and the Interplanetary
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File System, as well as the development of proof-of-authentication mechanisms for scalable BC
in resource-constrained distributed systems. Furthermore, the paper explored cooperative traffic
control schemes among ISPs using bargaining game approaches, analyzed the impact of zero-rating
content on internet quality of service, introduced machine-learning-based action recommenders for
network operation centers, and discussed enhancements in SDN security for IoT deployments through
blockchain integration. These findings underscore the importance of robust network infrastructure,
collaborative strategies for efficient traffic management, and innovative security measures to ensure
optimal performance and reliability in modern networking environments.

The aim of this paper is to enhance the security of Software-Defined Networking (SDN) environ-
ments by leveraging IOTA 2.0 smart contracts. Our proposed system introduces three distinct smart
contracts—Authority, Access Control, and DoS Detector—to provide robust security mechanisms
that ensure secure network operations, prevent unauthorized access, and mitigate denial-of-service
attacks. By utilizing the IOTA Tangle’s directed acyclic graph (DAG) structure, our approach aims to
enhance scalability, efficiency, and energy consumption, while eliminating transaction fees. Through
comprehensive simulations using Mininet and the ShimmerEVM IOTA Test Network, this paper seeks
to demonstrate the efficacy of IOTA 2.0 smart contracts in providing a decentralized and efficient
solution for securing SDN environments.

Table 1 provides a comparative analysis of our proposed IOTA 2.0 smart contract-based system

against existing systems using distributed ledger technologies (DLTs) for enhancing SDN security.

Table 1. Comparison of the proposed system with other existing systems based on DLTs.

Ref. Focus Area Key Contributions DLT SC Limitations

[45] BC-based mono-  Decentralizing control planes, ensuring ~ BC v Potential scalability challenges, perfor-
lithic secure  authenticity and accountability of ap- mance overhead, SC complexity, and
mechanism for  plication flows, access control mecha- interoperability issues. The type of SCs
SDN. nisms, and integrating secure protocols used is not specified.

with SCs.

[46] Forensic SDN-  Enhancing security and efficiency in ~ BC X Potential scalability challenges and
IoT architecture  digital forensics, ensuring data integrity, overhead of BC integration in large-
with BC. preventing tampering, and securing the scale SDN environments.

chain of custody for digital evidence.

[47] BC-enabled Enhancing security in SDN through ~ BC X Scalability challenges inherent in BC im-
packet parser FPGA hardware, efficient attack detec- plementation at the data plane level of
architecture. tion, a low false positive rate, and a high SDN networks.

detection rate.

[48] Integration of  Addressing challenges in smart cities, BC X Complexity and potential overhead in-
BC with SDN  enhancing data transmission efficiency troduced by integrating BC technology
for smart cities. and security, and improving bandwidth into SDN infrastructures.

capabilities and flexibility.

[49] BC-based Addressing ARP poisoning and DDoS ~ BC v Potential scalability and performance
privacy- attacks, enhancing network reliability, challenges for real-world network oper-
preserving safety, and decentralization, and reduc- ations.
protocol for  ing delay and bandwidth.

SDN.

[50] BC-based secu- Enhancing security by addressing con-  BC X Potential challenges related to scalabil-
rity framework fidentiality, integrity, and availability, ity, performance overhead, and the com-
for Northbound  authenticating applications and SDN putational resources required for BC op-
Interface in  controllers, and enforcing access control erations.

SDN. policies.

[51] Network opti- Secure storage and access for task  BC X Challenge of scalability and perfor-
mization and  scheduling, the development of proof- mance issues for large-scale Infrastruc-
security in BC-  of-authentication mechanisms, coopera- ture Networks.
enabled SDN tive traffic control, and ML-based action
and IoT. recommenders.

Our IOTA2.0SCs for  Introducing a novel approach to secure ~ IOTA v Potential reduction in quality of service,

Sys- Securing SDN. SDN environments using IOTA Tangle,  Tangle increased latency, and impact on data

tem leveraging smart contracts for authority, traffic due to the integration of the DoS

access control, and DoS detection

Detector smart contract

3. Background

In this section, we establish a fundamental understanding of the key areas our research addresses.

Initially, we examine the security challenges inherent in SDN, highlighting the need for enhanced
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protective measures. After that, we present IOTA 2.0 SCs, clarifying their potential as an innovative
solution to these challenges.

3.1. Comprehensive Analysis of SDN Security Challenges

SDN represents a paradigm shift in network management by decoupling the control plane from
the data plane, enhancing programmability, flexibility, and control. However, this innovation also
introduces several security challenges inherent to its novel structural design [9,52-56]. In SDN, various
security threats and vulnerabilities are present across the different layers and interfaces of the network
architecture, as shown in Figure 1.

(1) The SDN switch is typically a distinct device comprising both hardware and software compo-
nents, vulnerable to threats like flow table modification, topology spoofing, and DDoS attacks.
Attackers can insert malicious nodes or modify flow rules, disrupting network integrity.

(2) The link between switches: The SDN architecture’s lack of encryption on links between SDN
switches allows hackers to intercept information, thereby compromising network security.

 Application Plane

i Access Tmff'? Topelogy Mobility {
: Supervision 3 H
] Contrel o Discovery [ --:ccocanann Managment ‘
i Security It ﬁ' {

 Control Plane

E Eastbound APT ? (5)  Eastbound API
# E
A A @ A

SDN Controller SDN Controller SDN Contreller
% @) Southbound API
“Data Plane g?
e M,\(z) 1)
m’ | Switch |

Figure 1. Security Threats and Vulnerabilities Analysis in SDN by Layer.

(3) The eastbound interfaces are vulnerable to security threats due to the lack of encryption on
the links connecting controllers. This vulnerability compromises the integrity of inter-controller
communications, allowing hackers to manipulate network behavior and share false information.

(4) SDN controllers, due to their centralized architecture, confront significant security challenges.
They are particularly vulnerable to DDoS attacks, unauthorized access stemming from inad-
equate access control mechanisms, and interception risks, all of which compromise network
scalability and availability. The lack of standardized security protocols further exacerbates these
vulnerabilities, rendering SDN controllers susceptible to network disruptions and compromises.
Attackers can also use the Link Layer Discovery Protocol to change information about the net-
work’s topology and separate switches that have been hacked. Malformed packets can cause
OpenFlow to flood with packets, which wastes resources and makes the network slow.

(5) The northbound interface, a communication interface between applications and controllers,
is vulnerable due to weak authentication and inappropriate authorization. This can lead to
identity theft attacks and unauthorized access. Hackers can use multiple requests to create
flow modifications, bottlenecks, and processor overload, compromising security and reliability
between controllers and multiple applications.
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(6) The applications plane faces distinct security challenges, primarily due to its integral role
in managing network behaviors and policies. This plane, often lacking robust authentication
and access control mechanisms, is vulnerable to the introduction of malicious applications,
which can lead to policy conflicts, unauthorized access, and resource exhaustion. The plane’s
direct interaction with the SDN controller, where compromised applications can alter network
configurations or launch attacks like DDoS, exacerbates these vulnerabilities. Furthermore,
the absence of standardized security protocols on the application plane heightens the risk of
tampering and eavesdropping.

3.2. Overview of IOTA 2.0 Smart Contracts

While BC technology offers benefits such as decentralization, security, transparency, and im-
mutability, its integration into resource and power-constrained IoT devices poses significant challenges,
including issues related to scalability, high energy consumption, transaction fees, throughput time,
and network latency [57-61]. To address these challenges, the IOTA Tangle [62] was proposed as an
alternative DLT specifically designed for the IoT ecosystem. In contrast to conventional BCs, which
employ a linear chain of blocks, the IOTA Tangle implements a directed acyclic graph (DAG) structure,
facilitating parallel transaction processing and enhancing scalability.

The IOTA 2.0 Tangle [63] has undergone several significant enhancements and upgrades since its
initial conception, transforming its architecture, consensus mechanisms, and overall functionality to
address the scalability, security, and decentralization challenges inherent in previous releases [64,65].
IOTA 1.0, the first version, introduced Tangle, a novel DAG data structure designed for IoT, en-
abling immutable data, fee-less microtransactions, low resource consumption, and security based on
PoW consensus, honest majority transaction issuers, and coordinator node checkpoints. IOTA 1.5
(Chrysalis) [66] was proposed to enhance IOTA 1.0 in terms of security and usability. It addressed
issues with the original transaction data structure by introducing improvements like better tip selec-
tion, autopeering, atomic transactions, adoption of the UTXO model [67], increased throughput, and
faster confirmations. IOTA 2.0 (Coordicide) [68] represents the first fully decentralized version of the
network, incorporating SCs. In contrast to IOTA 1.0 and 1.5, which relied on a centralized coordinator
for transaction validation, IOTA 2.0 employs a decentralized consensus mechanism. This innovation
enables network nodes to independently validate transactions and achieve consensus without the
need for a central authority [69].

Coordicide has numerous features, including:

¢ Tangle technology: Coordicide uses a directed acyclic graph called the Tangle, unlike traditional
blockchains, which use a linear chain of blocks. This structure enables parallel transaction
processing, ensuring high scalability and high throughput transaction per second (TPS).

* Decentralization and scalability: IOTA 2.0 eliminates the Coordinator, a special node for
transaction validation. Moving towards a fully decentralized system enhances the network’s
scalability and security.

* Energy efficiency: The Tangle’s design, which eliminates the need for miners, significantly
reduces computational power for transaction validation, simplifying the process and making
IOTA more energy-efficient compared to traditional proof-of-work blockchain systems.

* No transaction fees: IOTA 2.0 maintains its no-fee transaction feature. This feature makes
microtransactions viable and opens up a range of applications, particularly in the Internet of
Things domain.

¢ Interoperability: IOTA Tangle 2.0 facilitates the transfer of value between different BC networks
due to its interoperability with other BC platforms.

* Smart contract capabilities: With IOTA 2.0, the network introduces support for SCs, allowing
developers to create more complex decentralized applications. This feature aims to make IOTA a
more competitive platform in the broader landscape of distributed ledger technologies.
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IOTA 2.0 SCs introduce a decentralized network with enhanced security, scalability, and suitability
for IoT applications. SCs operate on a distributed network, where multiple validators execute and
verify code. They go through four phases: creation, deployment, execution, and completion. By
utilizing programming languages like Solidity and running on subchains linked to the main Tangle,
the IOTA SCs protocol (ISCP) reduces reliance on the main network. This setup supports parallel
execution, inter-chain communication, and the Ethereum virtual machine, which enables feeless
transactions and faster execution of Solidity-based contracts on the IOTA network. Figure 2 illustrates
ISCP chains, which manage state and contract execution, with validator nodes validating state changes
and publishing them to Layer 1. This setup lowers transaction costs, minimizes network strain, and
supports Solidity-based contracts. IOTA SCs enhance scalability and support complex contracts. ISC
chains operate on Layer 2 within the IOTA Multi-Asset Ledger, and they interact seamlessly with both
Layer 1 and other ISC chains.

ISCP chains (L2)
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Figure 2. IOTA Smart Contracts Protocol Chains.

IOTA Tangle has opened new opportunities for various application domains due to its unique
smart contracts, feeless transactions, and fully decentralized nature. These domains include healthcare
[41,70], Industry 4.0 [43,71], the Internet of Things (IoT) [72], and autonomous IoT systems [73].

Table 2 concludes the subsection with a comprehensive comparative study between IOTA 2.0
and well-known BC-based cryptocurrencies, specifically Bitcoin [74], Ethereum [75,76], and Hyper-
ledger [76]. The Table 2 provides a comparative study of IOTA 2.0 and other blockchain-based
cryptocurrencies, highlighting their features, transaction speeds, scalability, energy consumption,
consensus mechanisms, security protocols, and limitations.
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Table 2. Comparative study between IOTA 2.0 and BC-based cryptocurrencies.

Feature/
I0TA 2.0 Bitcoin Ethereum Hyperledger
Criteria
Transaction 1,000-10,000 TPS
Up to 1,000 TPS 3-7TPS 15-30 TPS
Speed (varies by implementation)
Scalability High Low Low Low
Energy
Very low High Medium-High Low to Medium
Consumption
Consensus
FPC binary voting protocol PoW PoW, transitioning to PoS PBFT variants, Raft, etc.
Mechanism
Security
EdDSA ECDSA ECDSA ECDSA
Protocols
Decentralization Fully decentralized Fully decentralized Fully decentralized Permissioned (Partially decentralized)
SC Support v X v v
SC Speed Fast execution (parallel Transactions) - Slower execution Slower execution
Micro-transactions v X X X
Transactions fees Very low - High High

Early stage of development
Limitations

Limited adoption

Potential network stability issues

Scalability issues,

high energy consumption

Scalability issues,

gas fees

Limited Decentralization,

complexity

4. Proposed IOTA-SDN System

This section presents our innovative proposal for an IOTA-based system designed to effectively
manage and secure SDN. Illustrated in Figure 3 is the architecture of our IOTA-based SDN, where
SDN controllers play a central role, guaranteeing both secure horizontal and vertical communication

with switches.

IOTA 2.0 has incorporated resilient mechanisms to mitigate the consequences of denial-of-service
(DoS) attacks. Nevertheless, ongoing development and testing indicate that the network is not
completely immune to such threats. The IOTA Foundation and its community are continually striving
to enhance the network’s security and scalability , a finite resource that diminishes over time, thus
impeding its prolonged accumulation. Furthermore, we proposed integrating a smart contract-based
DoS detector, which is critical to proactively counter potential threats, thereby strengthening the

system’s security posture.
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Figure 3. IOTA-based SDN.

Our system involves ISPs, each overseeing its own dedicated controller linked to a set of switches,
functioning as primary administrators and standby controllers for other domains. Collaborative efforts
among ISPs are essential to extend network coverage across various ISPs domains. It's imperative
to monitor this collaboration to prevent any ISPs from violating regulations or operating indepen-
dently within the network. The contracts we’ve designed establish an access control framework for
controllers, ensuring secure, regulated, and well-organized collaboration in the network’s operations.
This ecosystem involves three key actors, as illustrated in the accompanying Figure 4.

—

Authority ‘v.,.:_" ~.

A

SDN Controller

=y
E
A mﬁf

ISPs

Figure 4. IOTA-based system for SDN.

* The Authority: functioning as a Certificate Authority (CA), holds pivotal responsibility in over-
seeing the involvement of trusted entities, specifically ISPs, within our proposed system. Its
primary role lies in ensuring the exclusive authorization of an ISP to integrate its controller,
switches, and standby controller components. Moreover, the CA serves as a cornerstone in
upholding the security and integrity of the system by meticulously managing the authoriza-
tion procedures for these entities. Furthermore, it defines the expiration parameters of digital
certificates and offers essential revocation services to invalidate non-expired certificates when
necessary.
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¢ ISPs: within our system, only trusted entities (ISPs), approved by the Authority acting as (CA),
are granted access. Each ISP assumes a critical role, maintaining its controller and switches.
These controllers serve as primary administrators, intricately connected to a network of switches,
facilitating efficient data transmission and network management. Notably, ISPs wield the
authority to manage access permissions, authorizing or withdrawing access and integrating or
excluding backup controllers across different network domains. This architecture ensures both
robust network functionality and stringent security standards, empowering ISPs to oversee their
network infrastructure effectively.

¢ The SDN controller: within the system architecture, the controller assumes a dual role of
paramount importance. Firstly, it functions as the primary administrator within its designated
domain, overseeing and orchestrating network operations, managing data flow, and ensuring
the smooth functioning of connected switches. As the primary administrator, the controller
holds authoritative control over the domain’s network infrastructure, making critical decisions
to optimize performance and maintain security. Additionally, the controller assumes the crucial
responsibility of serving as the standby controller for other domains within the system. In
this capacity, it stands ready to assume control in the event of a primary controller failure or
disruption, ensuring seamless continuity of network operations. This dual functionality not only
enhances the efficiency and reliability of network management within individual domains but
also contributes to the overall resilience and fault tolerance of the system as a whole.

4.1. Overview of the Architecture and Components of the Proposed System

The workflow of our proposed model involves actors and SCs in IOTA based SDN, Which is
implemented by three SCs illustrated in Figure 5.

l Start
CA Deploy SC Authority ISPs SDN Controllers
t )

b L.

Yes NO

s the truste
entity certificate
still valid?

Each ISP operates its own controller, managing
network of switches, with our IOTA SCs overseeing the
ISPs.

»| Trusted entity cannot
access smart Contracts

A trusted entity (e.g. ISPs) creates an
instance of SC AccessControl identifying their
devices (controllers , switches) in IOTA.

!

[Trusted entity determines access
permissions and the
addition/removal of devices in

various domains. 4

AN

Get a list of trusted
entities (IsPs) approved
by ca

End

A trusted entity creates aj

instance of SC DosDetector,
——| which is used to prevent Dos
attacks.

Figure 5. The workflow of our proposed model.
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We clarify our solution’s workflow by involving the actors and the previously presented SCs.
Initially, the CA deploys an SC Authority instance in IOTA and maps trusted entities (ISPs) by linking
their IOTA addresses to their public key certificates. Each ISP then creates an SC Access Control
instance to manage its devices (SDN controllers and switches), determine access permissions, and
manage devices. Once the CA approves a list of trusted entities, the ISP creates an SC DoS Detector
instance to protect against DoS attacks.

Finally, each CA-approved ISP operates its own SDN controller, managing a network of switches.
These SDN controllers serve as primary administrators and standby controllers for other system
domains. Furthermore, our system facilitates collaboration among ISPs to extend network coverage
across various ISP domains, with our SCs overseeing the ISPs to secure SDN environments.

4.2. Smart contract Authority of CA

It is responsible for managing the approval and authorization of trusted entities (ISPs) to par-
ticipate in our proposed network. Figure 6 illustrates the functions within the SC and the actors
involved.

sC Authority RegistercCert Revoke Cert_revo_list Iscertificatevalid

CA deploys this SC CA uses this function to ' CA uses this function te Any user in the our Any user of our system
responsible for adding a! register a new digital revoke a digital system can get a can get certificate

digital certificate certificate certificate certificate revocation representation status.
representation to a representation of a Tist

representation to a ! !
trusted entity trusted entity

trusted entity (ISP).

Figure 6. The workflow of the smart contract Authority along with the actors involved in IOTA.

Rectangles labeled "CA" in steps 1, 2, and 3 denote Certificate Authority, while those labeled "AU"
in steps 4 and 5 represent any user within the IOTA-based SDN. Step 2 provides registration certification
representation for the ISP, while Step 3 presents revoke registration certification representation for
the ISP. Step 4 offers a list of revocation certifications, and Step 5 presents certification representation
status.

Further details about the SC Authority are presented in the simulation results section.

4.3. Smart contract Access Control of CA

This SC governs access control between devices within their respective domains in an SDN
environment. Figure 7 shows the functions in the SC along with the actors involved.

ISP

" Oxd69c6az |
' 929068C5f ‘——
¢ BKBBSA4T |

SC Access Control Add controller/switch Grant Access revoke Access check Access

This SC governs access |'1sp uses this function to ISP use this function to ! ISP use this function to: | Any user of our system
contral between devices add it's devices grant access batueen revoke access between | can verify access rights.
within their respective devices (controller to
domains in an SoN switchs , controller to
environment controller ).

(controller, switches) devices (controller to
and standby controller. || switchs , controller to
controller ).

Figure 7. The workflow of the smart contract Access Control along with the actors involved in IOTA.

The ISP, approved by CA in steps 1, 2, 3, and 4, is recognized as a trusted entity. Step 2 involves
presenting devices such as SDN controllers and switches. Step 3 entails furnishing a list of granted
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access between devices (controller to switch, controller to controller). Step 4 involves providing a list of
revoked access between devices (controller to switch, controller to controller). Step 5, denoted as "AU,"
represents any user in the IOTA-based SDN. The simulation results section provides more information
about SC Access Control.

4.3.1. Smart contract DoS Detector of CA

This contract mitigates DoS attacks by monitoring individual devices, recording their request
counts and timestamps. It enforces a limit on the maximum number of requests allowed within a
specified timeframe. Figure 9 shows the functions in the SC along with the actors involved.

m m m
T

+ Oxd57c6a5 | + (xd57c6ab ! &
| 8addsBesd | €— | Baddbeod | €
| 206185048 | | 2d6t85048 |
Devices address Gra rilrfsil(rjﬂ access
SC Dos Detector check DoS Protection perform Action
; ISP use this function to . .
This SC prevents DoS check DoS protectiion ISP use this function to
att.?cks by tracking , o= P perform an action with
d.emce reques.ts. a.nd criteria (e.g., max DoS protection
timestamps, Timiting Requests, request
requests within a set Count:cocﬂ down
timaframe. Peried,...)

Figure 8. the workflow of the smart contract DoS Detector along with the actors involved in IOTA.

The CA establishes the ISP as a trusted entity in steps 1, 2, and 3. Step 2 evaluates the Dos
protection criteria, including maximum requests, timestamp, request count, and cooldown period,
for each device address. Step 3 entails taking action (granting or stopping access) based on the
Dos protection criteria. The simulation results section provides more information about the SC Dos
Detector.

4.4. Key Benefits of the Proposed System

Our innovative system integrates an IOTA 2.0 layer, enhancing the security of SDN infrastructure.
Utilizing SCs ensures robust security for both horizontal and vertical communication channels. This
system also establishes a trusted entity (ISP) to oversee its domain, including controllers, switches,
and standby controllers. This trusted entity meticulously manages access permissions in collaboration
with other accredited entities, bolstering the system’s overall security framework. Furthermore,
our proposed model includes a Certification Authority (CA) serving as the trusted service provider
for safeguarding the SDN infrastructure. It achieves this by authenticating trusted entities through
the mapping of their IOTA addresses to their corresponding public key certificates. Specifically,
our proposal entails the inclusion of trusted entities possessing valid certificates authorized by the
Certification Authority (CA), permitting them to actively engage within our system.

Our proposed IOTA-SDN system integrates stringent security measures like authority, DoSDetec-
tor, and access control through SCs within IOTA 2.0. This robust approach ensures data integrity and
prevents unauthorized access, positioning it as a strong defense against diverse attacks in distributed
SDN environments. IOTA’s innate security features add an extra layer of protection, fortifying the
SDN against potential threats like DoS attacks.

5. Simulation Results and Discussion

In this section, we detail the integration of smart contracts into our proposed system, developed
using the Remix IDE and written in Solidity. We deploy this system on the ShimmerEVM IOTA Test
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Network, a sophisticated testing environment that evaluates protocol changes before applying them
to the IOTA mainnet. After connecting to the ShimmerEVM network and adding SMR funds to the
MetaMask wallet, Figure 9 shows the account balance. Our approach uses Mininet and Python to
create the SDN environment and seamlessly integrate IOTA 2.0. The initial implementation of IOTA
Smart Contracts (ISC) will take place on ShimmerEVM, adhering to Ethereum standards. Figures
provide visual insights into the test transactions and other relevant data.

Account 1 $17.82 UsD :
. 0xD57cé...6DaFe S| 2969.913 SMR i
{ Account of Authority CA .|
""""""""""""""""" ~SZme., _ie
‘ Account 3 E’M—“ﬁ-
0xE4225..08697  (5) 932559 SMR) e __
S Token
' Account 3 $0.00 usD
sk
A e e Imported %""‘-‘:. ::::: i
| Address of ISPs |~ TSRS ShimmerEVM Y
P network ]
@ Account 4 $0.00 usD
Oxf39Fd...02266 50 SMR
Imported
. Account & $0.00 usD :
Aun A PO9D~ ~ Acmo
' + Add account or hardware wallet

Figure 9. Account balance after adding the ShimmerEVM network and obtaining SMR funds in the
MetaMask wallet.

5.1. Emulation SDN using Mininet

Mininet is a leading emulator in the field of SDN, providing academics and developers with
a flexible platform for creating virtual networks, exploring SDN concepts, and examining network
applications. Mininet effortlessly combines with prominent SDN controllers like OpenDaylight, ONOS,
and Ryu, enabling customers to evaluate the effectiveness of their SDN applications across various
controller platforms. Mininet enables users to create complex network setups using Python scripts or
command-line tools, thanks to its user-friendly interface and powerful network simulation capabilities.
The fact that it is open-source encourages collaboration within the community, and its extensive use
in academic circles highlights its important function as a teaching resource for networking and SDN
curriculum.

In summary, Mininet replicates real-world network environments, empowering us to seamlessly
construct and operate virtual networks optimized for research and development purposes. Indeed,
our network comprises two topologies, each comprising 1 controller, 2 switches, and 4 hosts, as
illustrated in Figure 10. By default, Mininet runs Open vSwitch in OpenFlow mode, which necessitates
the inclusion of an OpenFlow controller. Once we established our network via a Python script in
Mininet, we ensured secure communication among networking devices (controllers, switches, and
hosts) through the IOTA 2.0 network, facilitated by the three SCs detailed in the next sections.
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Figure 10. Topology of our system for Securing SDN Based IOTA 2.0.

5.2. Smart Contract Authority

We use this SC to regulate which trusted entities (ISPs) can participate in our proposed system.
Figure 11 details the transaction specifics for deploying an instance of ‘'SC-Authority’. It indicates
the transaction status, as well as the contract and sender addresses. Additionally, it specifies the
transaction destination, which is the smart contract constructor.

| DEPLOY &RUN

TRANSACTIONS @ [block:1596676 txIndex.-] from: Oxe42...b8697

to: Authority.RegisterCert(address,bytes32,uint256) 0x605...96413 value: 0
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ACCOUNT @ £ (@
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{
1
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1
1
1
1
1
1
1
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1
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Figure 11. Remix IDE screen of our deployed Authority smart contract.

Once deployed on the ShimmerEVM Network, the authority can invoke the SC’s functions using
the SC authority address shown in Figure 11. Specifically, to add a digital certificate representation
within the ShimmerEVM network, the authority utilizes the RegisterCert function. Figure 12 illustrates
the ShimmerEVM network’s deployment and interaction with SC-Authority.
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Transaction details

f’ . . .
4 @ OXE4..8697 [ called ox1156e381 on [ 0x60...6413 i Authority CA invoke function
e I (e.g , RegisterCert) using
-------- . Address of SC Authority
Details  Tokentransfers Internaltxns Logs State Rawtrace  ~==—===———-——————o——--

This is a testnet transaction only

(0 Transaction hash 0xf9b577068fe8e58501d3e34cccO9b0beb8ab9bf4a1088540529a2110a17d825e2

(0 Status and method Success 0x1156e391

@ Block 1596676 | 2 Block confirmations

@ Timestamp (@® 14sago | Jun 28 2024 09:20:22 AM (+01:00 UTC) Confirmed within <= 7.953 secs

(@ From @ 0xE422568F3C95990ESFS8BES7B27F0804017b8697

(D Interacted with contract 2 0x605601b1121E1D91Fe5626c0AD5CI34FCATIB413 (/]

I Interaction !
@ Value 0 SMR | S /
(@ Transaction fee 0106361 SMR
(@ Gas price 0.000001 SMR (1000 Gwei)
(D Gas usage & limit by txn 106,361 | 106,361 100%

Figure 12. EVM testnet shimmer network screen of interaction with our smart contract Authority.

Furthermore, events are implemented for each addition in the IOTA (refer to Listing 2), accessible
for use by listening applications. Listing 2 showcases the log of the "certified" event after the SC owner
triggers the RegisterCert function.

Listing 1. The Example of event Register certificte.

event Certified(address from, address to, uint date);

logs|

{

"from": "0x8d9df211b95dc762ce18d8a732bd78dd92b044a0",
"event": "Certified",

"args":{

"from": "0xE422568F3C95990E5F58BES7B27F0804017b8697",
"to": "0xD57c6a55439A61e8874160502f591bD1bf96DaFe",
"date": "1717521759"

}

1

The validation of the ISP’s certificate’s authenticity is obtained through the isCertificateValid func-
tion. Additionally, the authority has the ability to revoke a digital certificate using the revoke function.
Furthermore, a digital certificate is rendered invalid upon expiration. The function cert_revo_list
provides an array of addresses belonging to trusted entities whose certificates have been revoked.

5.3. Smart Contract Access Control

This contract manages access control between controllers and switches within their respective
domains in an SDN setup. The AccessControl constructor designates ISPs as the owners of the SC,
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achieved by incorporating the address of the previously deployed authority contract and the address
of the trusted entity with a valid certificate. Figure 13 outlines the transaction details for instantiating
’SC-AccessControl’. It includes the transaction status, followed by the contract and sender addresses,
and specifies the transaction’s destination, which is the SC constructor.
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Figure 13. Remix IDE screen of our deployed Access Control smart contract.

Once deployed on ShimmerEVM, ISPs can invoke the SC’s functions using the address of the
AccessControl SC shown in Figure 13. Specifically, to add controllers to the ShimmerEVM network,
ISPs utilize the addController function.

Listing 2 displays the log of the "ControllerAdded" event that occurs after the SC owner triggers
the addController function.

Listing 2. The Example of event add controller.

event ControllerAdded(address from, address to, uint date);
logs|

{

"from": "0xdd913e4bde911a89f96al6cbe3d410fe0e10348c",
"event": "ControllerAdded",

"args":{

"to": "0x73C964F73738931B54686bF02E6Cc774f2Db44e8",
"date": "1702817133"

}

H

ISP administrators can grant or revoke access controls, add or remove standby controllers across
domains, and manage controllers and switches with this contract. The contract features functions
like checkAccess to verify access rights and grantController Access/revokeControllerAccess to regulate
communication among controllers. These functionalities enhance security and facilitate efficient
management within the SDN environment.
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5.4. Smart Contract DoS Detector

This contract monitors individual devices by tracking their request counts and timestamps,
enforcing a limit on the maximum number of requests permitted within a specified cooldown period.
Figure 14 outlines the transaction specifics for deploying an instance of SC Dos Detector. It includes
the transaction status, followed by the contract and sender addresses, and details the transaction
destination, which points to the SC constructor.
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Figure 14. Remix IDE screen of our deployed DoS Detector smart contract.

The address of the DosDetector SC shown in Figure 14 enables access to the contract’s functions
once deployed on the ShimmerEVM Network. Specifically, the performAction function is used to
execute actions related to DoS protection.

Listing 3 shows the changes made to requests within our system. Specifically, it defines the
maximum permitted requests within a given time period and sets the cooldown duration in seconds.

Listing 3. The adjustment of requests within our system.

// Maximum allowed requests per time period
uint256 constant public maxRequests = 10;

/ /Cooldown period in seconds
uint256 constant public cooldownPeriod = 1 minutes;

Our SC adopts a comprehensive approach to prevent Denial of Service (DoS) attacks, which
includes checks on frequency, time, boolean values, and request volumes. Upon calling performAction,
the contract verifies if the user’s request count breaches the predefined maximum limit within the
cooldown period. If the limit remains unexceeded, the action is executed, and both the request count
and timestamp are duly updated.
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5.5. Limitations of the Proposed System

Our system leverages the IOTA 2.0 Tangle and the SMR token of the IOTA ShimmerEVM test
network to securely record critical SDN parameters. Additionally, ISCs are implemented to ensure
robust oversight of the SDN. By integrating stringent security measures, such as authority, DoS
Detector, and access control through SCs within IOTA 2.0, our proposed IOTA-SDN system safeguards
data integrity and prevents unauthorized access, providing robust defense against various attacks in
distributed SDN environments.

However, integrating the SC DoS Detector has introduced limitations, particularly a reduction
in the quality of service within our network. This has negatively impacted data traffic and increased
latency. These challenges highlight the need for further improvements to balance security and perfor-
mance effectively.

6. Conclusion and Future Work

This research introduces an innovative approach to securing Software-Defined Networking
(SDN) environments using IOTA 2.0 smart contracts. By leveraging the IOTA Tangle, our proposed
system enhances scalability and efficiency while eliminating transaction fees and reducing energy
consumption. We introduced three smart contracts—Authority, Access Control, and DoS Detector—to
ensure secure network operations, prevent unauthorized access, and mitigate denial-of-service attacks.
Comprehensive simulations using Mininet and the ShimmerEVM IOTA Test Network demonstrated
the efficacy of our approach in enhancing SDN security. Our findings highlight the potential of
IOTA 2.0 smart contracts to provide a robust, decentralized solution for securing SDN environments.
The results indicate that integrating IOTA 2.0 smart contracts into SDN can significantly enhance
network security, reduce the risks associated with centralized control, and improve overall network
resilience. Additionally, our approach offers a scalable and efficient solution, addressing the limitations
of traditional blockchain-based systems. Future work will focus on enhancing the system’s capabilities
by integrating machine learning (ML) and deep learning (DL) algorithms to intelligently identify,
predict, and mitigate cyber threats, such as DDoS attacks. By incorporating advanced ML and DL
techniques, we aim to develop a more adaptive and resilient network that maintains high-quality
service while ensuring robust security measures. Additionally, further research will explore optimizing
the smart contracts” execution to minimize latency and improve overall system performance. Finally,
we plan to extend our simulations to more complex and large-scale network environments to validate
the scalability and robustness of the proposed system in real-world scenarios.
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Appendix A

We presented the complete implementation of our proposed system, IOTA 2.0-based SDN Smart
Contracts, at: {https://github.com/MedFartitchou/SDN_IOTA}.
We tested IOTA 2.0-based SDN Smart Contracts at: {https://rb.gy/g0esual.
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