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Abstract

Generative Al challenges traditional assessments by allowing students to produce correct answers
without demonstrating understanding or reasoning. Rather than prohibiting Al, this work argues that
one way to integrate Al into education is by creating uncertain situations with the help of Al models
and using thinking-oriented teaching approaches, where uncertainty is a central pedagogical concept
for stimulating students’ critical thinking. Drawing on epistemology and critical thinking research
studies, we propose designing learning activities and assessments around the inherent limitations
of both Al models and instructors. This encourages students to reason, question, and justify their
final answers. We show how explicitly controlling Al behavior during exams (such as preventing
direct answers or generating plausible but flawed responses) prevents Al from becoming a shortcut to
certainty. To support this pedagogy, we introduce MindMosaicAIExam, an exam system that integrates
controllable Al tools and requires students to provide initial answers, critically evaluate Al outputs,
and iteratively refine their reasoning. We also present an evaluation rubric designed to assess critical
thinking based on students’ reasoning artifacts collected by the exam system. CCS Concepts: ® Social
and professional topics — Student assessment.

Keywords: LLMs; uncertainty; epistemology; education; assessment design; critical thinking; academic
integrity

1. Introduction

From an epistemological point of view, knowledge is a dynamic process that is always initiated by
uncertain situations we are interested in. Figure 1 shows that our inquiry in uncertain situations starts
often with some degrees of beliefs, which are unjustified knowledge. Then, we start a journey of critical
examination of our beliefs through several cognitive operations based on reasoning, evidence, and
reflection, in order to provide better justifications. This allows us to adapt our beliefs, which slowly
become well-justified knowledge. Surprisingly, our knowledge does not move toward an absolute
truth about the uncertain situation, but toward doubting all the assumptions of the solutions that
can resolve our uncertain situations. This shows that doubt is the ultimate stage of any knowledge
construction.

The role of education with critical thinking is to help students achieve this level of knowledge
construction by doubting all assumptions of existing solutions in order to innovate and find better
solutions. If we assume that students are truly interested in their fields of study, then creating
intellectually uncertain situations should encourage them to think, which should be the central role of
educators. The Socratic teaching method [1,2] is an approach that helps evolve students” knowledge
within uncertainty through dialogue and questionings, leading them to the ultimate level of knowledge
construction, which is doubting all assumptions.
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Figure 1. Simplified epistemological process: how beliefs become knowledge through critical examination.

Educators should help students build their knowledge from multiple sources, including percep-
tion, reasoning, testimony (e.g., instructors and textbooks), and experience [3]. The ultimate level of
knowledge involves doubt, because epistemology considers that none of these sources is absolutely
correct; all are subject to bias, error, and revision [4]. This view closely aligns with Karl Popper’s
principle of falsifiability, which argues that humans can never prove a claim to be absolutely true, but
can only attempt to falsify it through critical testing [5].

From this perspective, the main risk of Al in education lies in its rapidly evolving capabilities
to reduce uncertainty for students. Large language models (LLMs) can generate fluent answers with
simple click buttons, allowing students to bypass or reduce the cognitive efforts needed for learning.
However, Al is not the only source of this risk. Uncertainty for students has long been reduced by
outdated pedagogical approaches. Traditional methods that adopt memorization and recall over
reasoning are removing uncertainty from learning tasks, thereby diminishing students’ thinking.
Therefore, the challenge education faces is not merely to detect or prohibit Al use, but to re-imagine
class activities and assessments so that they deliberately preserve uncertainty for students.

In this work, we argue that uncertainty is a key pedagogical concept for stimulating critical
thinking. We design learning activities and exams around the limitations of both AI models and
instructors. Al models exhibit well-known limitations such as probabilistic behavior, hallucinations,
and lack of reasoning. Similarly, instructors are constrained by their own expertise, perspectives, and
incomplete knowledge, especially in complex or evolving domains. We make these limitations explicit
and use them as pedagogical tools to create uncertain situations to students.

By placing students in situations where neither the Al nor the instructor provides definitive an-
swers, we align with an epistemological view of knowledge shared by several pedagogical approaches
based on critical thinking: every information given becomes a hypothesis to be examined rather than
a truth to be memorized. This naturally triggers students’ thinking, encouraging them to compare
viewpoints, verify information, detect contradictions, and construct justified arguments.

To support this pedagogy, we introduce a set of instructional strategies and an exam system
designed to preserve students’ uncertainty in the Al era. These strategies include asking questions
grounded in class discussions and recent research rather than textbook material; favoring open-
ended, non-deterministic questions over memorization-based or deterministic ones; and requiring
students to provide an initial answer before any Al interaction. Additional strategies involve
deliberately controlling Al behavior, encouraging students to critique both Al outputs and instructor
viewpoints, and posing problems for which neither the Al nor the instructor has a fully determined
solution. These strategies exploit Al limitations such as hallucinations, probabilistic outputs, lack of
reasoning, and poor out-of-distribution generalization, as well as instructor epistemic limitations to
ensure that students are placed in uncertain situations that demand critical thinking.

We have implemented an exam system, called MindMosaicAIExam , to support our strategies.
MindMosaicAIExam is a web-based examination system that integrates Al models and search engines
while allowing instructors to explicitly control Al behavior for each exam question. For example,
instructors can prevent Al models from providing correct final answers, instruct them to generate
plausible but incorrect explanations, or deliberately introduce fake theories. Students who are trained
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during class sessions to question and verify Al outputs should reason about this controlled Al behavior
to reach grounded final answers.

MindMosaicAIExam helps students to treat Al as an external source of information that they must
interrogate and evaluate. Furthermore, the exam system encourages students to provide an initial
answer before consulting Al models or other external resources, which allows instructors to determine
the initial state of students’ thinking and how external sources shape the opinions of students toward
the final answer. Throughout this process, the system captures all students’ interactions with Al models
and other external sources, which give valuable resources for instructors to evaluate the thinking
artifacts of students.

Class discussions play a central role in our approach. They are built critically with students,
where every idea is presented as a concept to be criticized along with its underlying assumptions.
This process allows students to build a shared, negotiated reference of truth through debate. This
helps students develop a critical thinking mentality during class sessions. At the same time, these
discussions directly inform the design of exam questions and the configuration of Al behavior models.

This work makes the following contributions:

1. A pedagogy grounded in epistemological uncertainty, leveraging the limitations of both Al
models and instructors to stimulate critical thinking.

2. A set of strategies for designing class activities and exams in which Al behavior is controlled to
preserve uncertainty rather than eliminate it.

3. MindMosaicAIExam, an open-source examination system that operationalizes this pedagogy by
enforcing structured student-Al interaction and capturing reasoning traces.

4. A dedicated evaluation rubric for assessing critical thinking as a process in Al-assisted courses.

The remainder of this paper is structured as follows. Section 2 discusses the challenges posed by
Al in education. Section 3 clarifies the relationship between education and critical thinking. Section 4
examines the concept of critical thinking and its evaluation. Section 5 presents our pedagogical
framework. Section 6 introduces the evaluation rubric, and Section 7 presents the exam system. We
conclude by summarizing our contributions and outlining future work.

2. Education Challenges Caused by Al

In order to understand why Al challenges current educational practices, this section highlights
first the limitations of traditional pedagogical approaches before the Al era.

The pedagogical approaches of education before Al’s rise can be roughly divided into two
categories: memorization-oriented learning and thinking oriented learning. Earlier pedagogical frame-
works, such as behaviorism [6] and cognitivism [7], tend to focus on memorization and knowledge
acquisition, while constructivist [8] and experiential learning approaches [9] tend focus more on critical
thinking and problem-solving skills [10].

The recent rise of Al has exposed fundamental limitations in certain pedagogical approaches,
especially memorization-oriented learning. We argue that the difficulty of integrating Al into education
is not only a technological problem, it is also and mainly a pedagogical issue: Al cannot be integrated
into approaches that are already pedagogically weak. Our position is that Al is not threatening
education as a whole, but it highlights the structural shortcomings of some pedagogical approaches,
particularly memorization-oriented learning.

The memorization-oriented learning and thinking-oriented learning can be linked to underly-
ing mechanisms of human cognitive functions. The memorization-oriented learning and thinking
oriented learning approaches align closely with dual-system model of cognition described by Daniel
Kahneman'’s: System 1 thinking, which is fast and intuitive; and System 2 thinking, which is deliberate,
analytical, and effortful [11]. The traditional memorization-oriented learning paradigm in education is
very close to System 1 thinking because students are asked to retrieve information quickly during
their exams. The “thinking-oriented learning” is more close to System 2 thinking because students
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have to develop critical thinking capacities to reason through uncertainty in order to construct a new
knowledge.

The main problem of the “memorization-oriented learning" paradigm is that students are rarely
asked to engage in the analytical processes that produced the knowledge they are taught. Instead,
students tend to memorize the results of someone else’s analysis: for example, they recall Newton’s
laws but they don’t pass necessarily through the conceptual process that produced these laws.

One of the most influential critiques of "memorization-oriented learning" paradigm is formulated by
Paulo Freire through his concept of the "banking model" of education [12]. In this model, Freire argues
that education treats students as passive learners into which knowledge is "deposited" by teachers,
which can reduce learning to the mechanical work of storage, recall and assessments.

Similarly, the philosopher Jacque Ranciere in his book "The Ignorant Schoolmaster" [13], based
on the 19th-century pedagogical experiments of the French educator Joseph Jacotot, highlighted that
all human beings possess equal intelligence, and that differences in learning outcomes arise not from
unequal intelligence but from unequal will, attention, and efforts. Ranciére rejected pedagogical
models in which the teacher role limits to transmit knowledge to a passive learner. Like Freire’s
critique of the banking model, Ranciére thinks that education organized around transmission and recall
enforces hierarchical relations between those who are supposed to know (i.e. teachers) and those
considered incapable of knowing without help (i.e. students).

Our critique to memorization oriented learning should not be understood as an underestimation to
the role of human memory in learning; quite the opposite. We consider that human memory plays a
very important role in the learning process. In their work, Craik and Lockhart [14] defined multiple
levels of processing related to memory retention. They found that memory retention depends on
how deeply information is processed: shallow processing leads to weak memory traces, while deep,
semantic processing (e.g., thinking about meaning) produces stronger and more durable memories.
Thus, human memory can durably retain information when it is understood, rather than memorized
without understanding. Furthermore, memorization-oriented learning approaches primarily focus on the
final outcomes rather than on the learning process itself, as students typically reproduce what was
explicitly taught without engaging in deep understanding or reasoning.

Consequently, we argue that Al models and traditional memorization-oriented learning pedagogy
share a fundamental drawback: both allow learners to bypass true understanding. The only difference
between them is that students do not make efforts to recall course facts when using Al, whereas
significant efforts to memorize class contents are needed if students don’t use Al during their exams.
With memorization-oriented learning, grading students does not typically depend on their level of
understanding but rather on their capacity to memorize class content.

Al clearly poses serious challenges to all pedagogical approaches that adopt memorization-oriented
learning strategies, because students are now able to retrieve any content without making any effort. As
aresult, all students have become “perfect achievers” with the help of Al. We argue that AI causes more
of a grading crisis than an understanding crisis for memorization approaches because memorization
does not allow students to truly understand course content but only to recall course content during
exams. Consequently, many exams after the arrival of Al have been moved back to paper-based
formats in order to preserve the possibility of differentiating students based on the effort they invest in
memorization.

In addition, the continuous improvement of Al capabilities has added a presseure on thinking-
oriented learning pedagogies as well. Today, several exams and take-home assignments can now be
answered with minimal efforts, thank to the "reasoning" and multimodals capabilities of Al models.
This development contrasts sharply with the educational need to teach foundational knowledge
and designing assessment questions that can evaluate their foundational knowledge. Thus, Al is
transforming a wide range of questions into what we call low-cognitive-effort questions which can be
answered correctly with a single click without engaging in meaningful reasoning. Even questions that
are currently considered conceptually meaningful may, as Al continues to evolve, require progressively
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less cognitive effort to answer. Over time, Al will enable students to bypass true understanding. The
increasing capabilities of Al therefore pose also a significant challenge to assessment practices designed
to support thinking-oriented learning.

At the same time, it is unrealistic to expect students to refrain from using Al tools. The current
generation is growing up with Al in the same way previous generations grew up with calculators
or computers. For this reason, educational systems must move beyond attempts to ban or ignore Al
and instead develop pedagogical strategies that explicitly account for its presence. In this work, we
address this challenge by proposing methods to control Al behavior in a way that preserves cognitive
efforts of students.

It is worthy to note that in higher education, Al poses fewer challenges to thinking-oriented learning
for several reasons:

1. Al does not truly think. Several research studies [15,16] suggest that the current paradigm of
generative Al does not enable the achievement of artificial general intelligence (AGI), as these
systems lack reasoning and understanding.

2. Inhigher education, most educators are also researchers who actively challenge existing knowl-
edge in their fields. By engaging deeply with their domains, educators are able to identify
limitations, formulate original problems, and propose new ideas that are not simply reflected
in Al models, which mainly reproduce dominant patterns and widely shared viewpoints about
problems of the world.

3.  Even if Al were capable of advanced reasoning, educators could still rely on pedagogical ap-
proaches such as counterfactual reasoning, which encourage students to explore alternative
explanations, question assumptions, and evaluate different outcomes, thereby strengthening
critical thinking skills.

These methods can be combined with our idea to control the behavior of Al systems in order to
stimulate critical thinking skills of students. Our approach is therefore more inclusive, as it enables
educators at all levels, and regardless of whether they are researchers, to integrate AI meaningfully
into their courses.

Al /Memorization

Problem —p Human

Solution

understanding

beyond science (.0.,

policy)

Generating new New theories Synthesis, Training new
problems and paradigms correcting errors scientists

‘ ‘ Applying knowledge

Figure 2. Al and Memorization have the same problem: bypassing human understanding (Figure adapted with
minor modifications from [? ]).

3. Education and Critical Thinking

While Al is often described as revolutionizing or transforming education, we argue instead
that Al is not fundamentally changing education but rather returning it to its original purpose: the
development of students’ thinking. The following section examines this claim by exploring the role of
critical thinking as a core objective of education.

There is no single, universally accepted definition of education. However, several scholars and
research studies emphasize that one of its primary objectives is the cultivation of students’ critical
thinking capacities. This perspective can be traced from the Socratic tradition of questioning, through
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the reflections of modern scientists and educators such as Albert Einstein and Richard Feynman, to the
Delors Report [17] presented to UNESCO in 1996.

Socratic Teaching method is one of the oldest teaching methods that put thinking at the core of
the learning process of students. Socrates famously declared, “I cannot teach anybody anything. I can only
make them think.”' which clearly illustrates the main goal of education as per the Socratic approach.

The Socratic method is characterized by systematic questioning to guide students to the final
answer rather than dictating them course facts. [18] reported that D. KneZi¢ in his work "Socratic
Dialogue and teacher-pupil interaction, 2011" defined Socratic dialogue as: “A philosophical group
dialogue in which the participants guided by a facilitator and a number of ground rules strive to reach a
consensus in answering a fundamental question on the basis of one real-life example with the purpose of
achieving new insights”. Doing so, students can enhance their capacities to analyze, clarify, and justify
their ideas. The Socratic method allows thus to construct knowledge collaboratively rather than
transmitting passively course facts by teachers [1].

Consistently, several studies made in several contexts and at different levels of education (child-
hood, secondary and higher education) have shown a very positive impact of the Socratic method on
students’ critical thinking.

For example, in childhood education setting, teachers implemented a Socratic-method over 10
weeks with fifteen 5-6 years old children. Teachers used questions like “Who is called "a good person’?”
and “can something that makes one person happy make everyone happy?” to trigger children’s
reasoning [19]. The impact was measured through video recordings, interviews, and content analysis,
tracking the frequency of critical thinking behaviors (e.g., comparing, relating, evaluating, generalizing,
etc.). The results showed a clear increase in critical thinking behaviors and a decrease in non-critical
responses (such as repeating what is said, indifference, and irrelevant responding) over time.

In medicine, students were shared Socratic learning sheets during their biochemistry laboratory
course [20]. According to the authors, critical thinking skills are needed for medicine students
to manage the medical uncertainty. around diagnostic and treatment of diseases. The evaluators
considered nine dimensions of cognitive thinking (clarity, accuracy, precision, relevance, depth, breadth,
logic, fairness, and significance). The results indicated that students showed significant potential to
develop critical thinking skills across all tested dimensions of critical thinking.

In Online English Teaching classes, Indonesian faculty have redesigned their curriculum to
integrate critical thinking skills into the English curriculum program [21]. They then measured the
impact on the critical reading course after integrating the Socratic method in their classes and testing it
on 52 students over six sessions. The authors’ statistical findings showed a significant positive effect.

Similarly, several research studies have measured the positive impact of the Socratic method in
mathematics and science classes across different levels of education [22-24]

Critical thinking is thus a fundamental component of education that students need in real life.
Curiously, measuring critical thinking focuses more on the approach that students apply to reach
their conclusions (or final answers) than on the conclusions themselves. Several prominent scholars
share the same opinion, such as Albert Einstein, who said: “Education is not about learning facts; it is the
training of the mind to think.".

The Delors Report gave a broader perspective to education by defining four pillars: learning to
know, learning to do, learning to live together, and learning to be [17,25]. However, in all these pillars,
critical thinking plays an important role, especially in the learning to be component, which encourages
students to develop their own opinions.

1 https://www.goodreads.com/quotes/73059-i-cannot-teach-anybody-anything-i-can-only-make-them

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202602.0052.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 3 February 2026 d0i:10.20944/preprints202602.0052.v1

7 of 22

4. Can Critical Thinking Be Universally Defined and Evaluated?

As illustrated in Section 3, critical thinking is a core component of education. However, most
studies discussed in the previous section have adopted their own definitions and measurement
approaches to critical thinking.

In the late 1980s, a critical thinking movement started to gain momentum to liberate education
and move away from the accumulation of disjointed knowledge into a deeper process of learning
based on critical thinking [26]. In 1987, more than 40 experts, mainly working in philosophy, were
invited to participate in the Delphi Research Project. After six rounds of dialogue over three years of
discussions, the experts delivered what is known as the "Delphi Report". In this report, the experts
gave the following consensual definition of critical thinking: "critical thinking is purposeful, self-requlatory
judgment which results in interpretation, analysis, evaluation, and inference, as well as explanation of the
evidential, conceptual, methodological, criteriological, or contextual considerations upon which that judgment is
based". The experts have also added affective dimensions to the critical thinking concept by considering
"the affective dispositions", which are, according to the experts, "the habits of mind and personal traits"
that ensure cognitive skills are used properly in everyday life.

The experts have considered the importance of dispositions to build good critical thinkers: "The
ideal critical thinker is habitually inquisitive, well-informed, trustful of reason, open-minded, flexible, fair-minded
in evaluation, honest in facing personal biases, prudent in making judgments, willing to reconsider, clear about
issues, orderly in complex matters, diligent in seeking relevant information, reasonable in the selection of criteria,
focused in inquiry, and persistent in seeking results which are as precise as the subject and the circumstances of
inquiry permit". However, the conception of critical thinking that experts suggested considers critical
thinking as a standard universal and individual concept centered around humans. To these experts,
culture and context are external variables that provide the background for a judgment but do not
change the fundamental nature of the logical tools being used.

In sharp contrast, Luis Santos [27] argues that critical thinking should be more culturally centered
rather than human-centered. He has conducted a theoretical literature review on the concept of critical
thinking , based on academic sources, historical analysis, and examination of curriculum documents.
His main findings showed that conceptions of critical thinking can vary across cultural, sociopolitical,
and educational contexts. The author argues that dominant Western influenced models of critical
thinking are often adopted uncritically worldwide, leading to curricula that overlook cultural and
context specific needs.

The author illustrates the culturally centered critical thinking by showing how Asian Confucian
contexts often value "self-reflexivity" and harmony over judgment, while Latin American traditions
view critical thinking as a vehicle for social emancipation.

While the objective of the Delphi Report was to come up with a unified consensus to guide global
assessment, Luis Santos proposed a balanced, culturally sensitive model where "Context-culture"
serves as the essential base that determines how cognitive, ethical, and civic dimensions should be
considered for critical thinking concept.

However, we argue that the culture-centric critical thinking adopted by Santos enlarges the
concept of critical thinking to cover almost every aspect of education, as defined in the Delors Report
through four pillars: learning to know, learning to do, learning to live together, and learning to be. In
this sense, education and critical thinking thus become effectively equivalent concepts.

Ennis [28] argues that broad and informal conceptions of critical thinking make it difficult to
integrate critical thinking into education because it is not clear what are the criteria of good critical
thinking, the dispositions and abilities that should be taught, and the elements that need to be assessed
in critical thinking evaluations.

Nonetheless, standardized approaches for measuring critical thinking skills and dispositions,
such as the California Critical Thinking Skills Test (CCTST), California Critical Thinking Disposition In-
ventory (CCTDI), Watson—-Glaser Critical Thinking Appraisal (WGCTA), and Cornell Critical Thinking
Test, have been introduced and widely used. These approaches are largely influenced by the Delphi
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report, which focuses mainly on cognitive skills such as interpretation, analysis, evaluation, inference,
explanation, and self-regulation, alongside dispositions as discussed above.

Despite their popularity, these approaches face significant limitations. For example, Wilson [29]
looked at whether three common critical thinking tests (CCTST, CCTDI and WGCTA) work well for
physical therapy graduate students. Students took the tests when they started the program, again
a few weeks later, and again after two semesters of study. Although the tests gave fairly consistent
results, students’ scores did not improve enough to show clear, meaningful gains in critical thinking.
The author concluded that "Commercially available critical thinking tests designed for a general population do
not appear to be useful for assessing critical thinking gains made by health care professions students".

The evaluation framework developed by the Conseil scientifique de I'éducation nationale (CSEN)
approaches critical thinking not as an consensual skills, but as a practice in school disciplines, learning
situations, and social uses of knowledge [30]. The framework stresses on the fact that critical thinking
must be observed “in classroom activities” rather than through standardized tests.

The French framework proposes five interrelated evaluative components, each rooted in disci-
plinary and cultural knowledge (cf. Figure 3), which are the quality of Evidence, the reliability of
sources, the quality of Arguments, the plausibility of information and the reliability of Judgments. All
five components recall factors that are related to the curriculum, context and social culture of students
and they contribute to an overall confidence judgment toward formation of an opinion or an exam

answer.

RELIABILITY OF QUALITY OF PLAUSIBILITY OF RELIABILITY OF
SOURCES ARGUMENTS INFORMATION JUDGMENT

Use his knowiedge to veriy Take into account his
thg plausibility of emotional state

Evaluate his level of
competence

QUALITY OF EVIDENCE

Assess the source’s

Verify the existence of expertise (knowledge,

evidence source

Evaluate the logic of the
argument

Evaluate the relevance of
the arguments

Evaluate the source’s
intention

Evaluate the quality of the
evidence

Then estimate credibility ‘ ‘

Estimate the required level

Determine evidence
of evidence

adequacy in context

Recognize the limits of his
judgment

Compare source Identify fallacious
consistency arguments

Overall confidence judgment toward information, -
_____anopinion, an argument or Exam question —

0% ~ - 100%
- ~
" Influence _—
RESULT _—
‘ ‘OPINION FORMATION ‘

‘ DECISION MAKING

‘ Final Exam Answer ‘
Figure 3. French Critical Thinking Evaluation Framework.

Similar to the French framework, we advocate for discipline- and culture-based assessments
that align more closely with course learning objectives. However, we need to modify the evaluation
framework to evaluate the capacities of students to use Al critically and compare it with the ground
truth acquired in class discussions.

5. Our Pedagogical Approach to Enforce Critical Thinking

Our pedagogical approach to stimulating students’ critical thinking can be summarized through
the following steps:

1.  Define a pedagogy for the use of AL
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2. Explain the course concepts critically by explicitly discussing assumptions, limitations, and
alternative viewpoints.
3. Adopt different strategies to design class activities and exams; this includes:

(a) Ask students to identify limitations and weaknesses in our lectures and explanations.

(b)  Give students open-ended problems for which the instructor does not have a fully deter-
mined solution.

() Design exam questions based on class discussions, along with a limited number of unfa-
miliar questions that were not explicitly covered in the course.

(d) Control the behavior of Al models in exams to maintain their uncertainty and stimulate
students’ critical thinking.

Our pedagogy objective is to make students explicitly aware of the inherent limitations of Al
systems and their instructor. Our idea is grounded on the principle of falsifiability [5,31], which
considers that knowledge cannot be proven to be absolutely true but can only be tested and potentially
proved to be wrong. From this perspective, neither Al-generated outputs nor human explanations
should be considered as absolutely correct. Instead, they should be regarded as grounded opinions
that are always open to be challenged, refined, or rejected by other stronger grounded opinions.
By adopting this idea, students will have the certainty that science is not certain or more precisely
conditionally certain (i.e., always based on assumptions).

As instructors, we are generally aware of the boundaries of our own knowledge, due to years of
practice, research, and interaction with students. In contrast, identifying the limitations of Al systems
is significantly more challenging, as it might require technical insight into how these models are
trained and how they generate responses that is not always accessible to everyone. For this reason, we
presented Al models to our students from high level perspective as tools that may produce doubtful
answers, compared to deterministic tools such as calculators (see Figure 4). The onus is on students,
to understand the answers provided by Al tools, verify them, and then probe further with follow-up
questions until they get specific and satisfactory answers, which they can communicate.

communicate

Specifc Answers

Understand

Doubtful Answers U

Ask 718|9|=+
follow-up

questions VS 41516 ]| Xx

112|3]|-

o). |+|=

Al Calculator

Figure 4. Understand, Check and Ask Follow-up Questions Loop.

Furthermore, in our courses, we explicitly designed different pedagogical strategies to apply
the Socratic teaching approach. Table 1 shows the mapping between the Al models and instructor
limitations and the strategies that we adopted to design our class activities and exam questions. In
our educational framework, we consider the textbooks as source of information that is biased to the
opinion of their authors. Class discussions allows educators to present different viewpoints and help
students to become critical thinkers by building their own opinions.
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Similarly, AI models being probabilistic offer great teaching experience to students as they have
to check and understand every Al models’ outcome. Al models don’t think or reason, so educators can
build a set of open or out of distribution questions that make it difficult for students to obtain answers
by simple prompts.

Moreover, we refrain from using memorization in our course activities and exams because as
mentioned previously it is not convenient for students in the higher education whose role is to enhance
creativity of students to prepare them better to the unknown of life.

In addition, our pedagogical design explicitly acknowledges the limitations of the instructor by
intentionally adding lab exercises and exam questions for which the instructor is not fully aware of the
solution. In our labs, we deliberately include tasks that reflect real-world uncertainty and evolving
technologies. For example, in one lab which focused on intrusion detection using Snort, students were
asked to analyze network traffic and detect attacks involving IP fragmentation activity. Following
updates to the Snort engine, several of the provided rules and detection mechanisms no longer behaved
as expected. After multiple attempts by the instructors to resolve the issue, the problem remained
unsolved. Rather than removing or simplifying the exercise, we asked students to investigate the
issue themselves, analyze the behavior of the tool, and identify potential solutions. One student group
ultimately succeeded in proposing a working solution. This experience not only demonstrated the
evolving and imperfect nature of security tools but also reinforced the idea that humans, like Al
systems, do not always have complete correct answers.

Furthermore, this philosophy extends to the project-based component of the course. Students are
required to deliver a final presentation in which they critically examine topics initially introduced by
the instructor, including DNS security, Wi-Fi security, and WebPKI. Students are explicitly asked to
identify weaknesses, omissions or questionable assumptions in the instructor’s explanations, as well as
to uncover recent developments not covered in class lectures. The evaluation criteria are intentionally
designed such that stronger, grounded critiques will allow students to get higher grades.

Table 1. Pedagogical Strategies Mapped to LLM and Instructor Limitations.

Ask questions Don't ask
related to class discussion | textbook
(expert knowledge) | questions

Ask Don't ask Recent | oo T v Give problems Provide
deterministic | memorisation questions . . that instructor doesn’t know | . ..
. . Al instructor ideas initial answer
questions questions | from research how to solve

Socratic
Approach

Ask open

Limitation/Strategy questions

X X X X X
P istic output X X x
Lack of reasoning X X X X x X
Tnability to handle out-of-distribution data X X x X X
Bias X x X X
instructor Limitati

MEIEIE

These pedagogical practices directly inspire the design of our exam questions. Rather than
focusing on recalling class facts, our exams are intentionally constructed to reflect the uncertainty
of the real world by asking open questions and by refraining from asking textbook questions or
memorization questions. Furthermore, designing exam questions based on our research allows us to
exploit the out-of-distribution nature and the lack of reasoning of Al models.

However, as Al models continue to evolve, their performance improves and their margin of error
are decreasing over time. While this progress is beneficial in many contexts, it poses a pedagogical
challenge: it reduces the uncertainty to a point where critical thinking and reasoning are no longer
required from students. To preserve uncertainty as a learning mechanism, we have built an exam
system that allows us to control the behavior of AI models used in our assessments. Specifically,
we constrain AI models’ behavior to reflect known limitations, such as hallucinations and out-of-
distribution, or generating imperfect reasoning paths. This intentional control allows us to maintain
the pedagogical value of uncertainty and prevents students from relying blindly on AL

In addition, to better capture the students’ cognitive progression and reasoning development, we
incorporated a mechanism to explicitly observe how they move from an initial state of uncertainty
to a more informed understanding. For each exam question, students were asked to first provide
their initial answer or expectation before consulting any external resources, including Al tools, or
lecture notes. This initial response represents the student’s prior knowledge, intuition, or assumptions
about the exam question. Importantly, students were explicitly informed that stating “I do not know”
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would not result in any grade penalty. This technique maps to several strategies because it establishes
a baseline for student’s reasoning. It makes uncertainty explicit when students state "i don’t know".
It can also show how students can change their prior assumptions when reading Al output or other
external resources. On the other side, this technique can allow to detect hallucinations, probabilistic
behavior, and lack of reasoning of Al models.

However, the initial answers are treated as valuable indicators for the reasoning of the student as
it gives us information about their initial thoughts and how their states have changed after reading
Al responses or other external sources. We were thus able to analyze how students refined their
understanding, corrected misconceptions, and integrated new knowledge by observing their initial
answers, prompts and their final answers. This observation process provides insight into students’
learning dynamics which reflects the dynamicity aspect of critical thinking. We present in section our
critical thinking evaluation rubric.

Tables 2—4 show examples of exams questions that are built based on the limitations of LLMs with
their associated strategies such as and recent questions from research. Table 5 shows an example of
questions where students are requested to criticize the answer of the instructor.

Table 2. Example that exploits the probabilistic nature of LLMs

The following question is encrypted by Caesar cipher. The used key corresponds to
the number of students who attended the last session on campus. You need to test all
possible keys if you don’t know the number of students who attended the last class
Exam ques- | session on campus. You will obtain half of the grade if you decrypt the question. The
tion other half of the grade will be given if you answer the question correctly.

The encrypted question

Hasodlq zkb fdofxodwlqj WFS vwdwh eb d vwdwhixo iluhzdoo 1v pruh uholdeoh
wkdq XGS vwdwh

The question exploits the fact that LLMs are probabilistic and can not decrypt the
question in a deterministic way. The question is valid from educational point of view
because the student has to make an effort to decrypt the question using his cryptography
knowledge.

evaluation

Table 3. Exercise from educator’s research

Exam ques- | How can we establish a secure HTTPs connection without using certificates that are
tion signed by certification authorities

The question exploits the inability to handle out of distribution limitation because it
is a research problem that is discussed in the class, students have to ask more follow
up questions based on the class discussion which what make this exercise valid from
education point of view.

evaluation

Table 4. Exercise from educator’s research that requires thinking.

Given the following scenario, which of the CIA security model aspects were compro-
mised?

Alice sent an encrypted message to Bob! Eve intercepted and prevented Bob from
Exam ques- | receiving the message.

tion 1)availability

2)integrity

3)confidentiality

4)none of the CIA components was compromised

The question exploits the fact that LLMs don’t reason. Most of the LLMs answers
evaluation | were selecting the choice confidentiality which is wrong because they probabilistically
associate the word encryption with confidentiality.
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Table 5. This exercise requires criticizing instructor answer.

Modern browsers tend to display a “lock icon” in the URL bar to indicate that a website
is secure. Recently, modern browsers have decided to completely remove the lock icon
from Web browsers interface. 1-Give your answer in the initial answer that illustrates
whether you agree or disagree with this decision. It is recommended to give your
answer without reading my answer. 2-Read my answer. Please find arguments that
support my answer or try to identify the limitations of my answer.

Instructor Answer: 1 don’t agree on this decision because it makes it difficult to web
users to know the identity of websites. Knowing the identity of websites is an important
step to trust them. However, as most of certificates are DV certificates it means that we
can not check the identity of web browsers. But then should we give DV certificates to
everyone? I prefer giving certificates only to websites whom we can verify the identity.
The question exploits the fact that students might build different opinions (possibly
evaluation | similar to web browser vendors) based on the reading and analysis of class discussions
and other external sources they may find during the exam.

Exam ques-
tion

6. Evaluation Rubric for Our Students” Critical Thinking

To evaluate students’ critical thinking in Al-allowed assessments, we initially adopted an ad hoc
evaluation methods grounded in close inspection of students’ thinking artifacts. In particular, we
analyzed students’ initial answers, prompt sequences, and final responses, as illustrated in Table 7.
This qualitative analysis enabled us to observe how students approached exam questions, how they
formulated and refined questions posed to Al systems or external sources, and how their understanding
evolved over time. Through this process, we assessed not only correctness but also the quality of their
prompts, their verification strategies, and their progression towards final answers.

Over time, we progressively transitioned toward a more structured evaluation framework, pre-
sented in Figure 5. Rather than being centrally designed, the rubric is built iteratively from classroom
discussion with students, repeated examination sessions, and reflective analysis of student—Al interac-
tions during class activities. Each dimension of the rubric corresponds to recurring patterns observed
during the ad hoc evaluation phase and to the pedagogical strategies employed throughout the course.

Rubrics for measuring critical thinking in Al Exams

Recall facts from class
1 .
P STt “fiscussion
Use ATto understa
eiand student controls the flow of
‘ concepls gf exam l Detect Erors of Al discussion student uses arguments
discuss in the class
Avold restaling exam ) SIugent Cecks other final answar i logical
= Detect Hallucinations. sequence [0 initial answers
question sources and prompts
student criticises ideas
void asking Al to grade his student uses previous discussed in the class
’ﬂ answers l etact.conimackcaon | knowledge or experience
Overall confidence judgment towards the Exam question
o w g
0 /D 1 000/0
ooz ] B ~
Influence
OPINION FORMATION

Final Exam Answer

Figure 5. Process- and result-oriented rubric for measuring critical thinking in Al-allowed exams.
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Exam question: RSA is not recommended for encryption because it doesn’t allow to respect Forward Secrecy
property. Let’s suppose that two users A and B use the following protocol to encrypt messages (omitted due to
limited space). Do you think that this protocol guarantees Forward Secrecy?

Table 7. Examples of prompts and final answers given by two students [We didn’t edit the prompts of the

students].
Studentl Student2 Remarks
Initial Answer Idon’t know I don’t know
What does the algorithm below g;i?;sfihjzl:(‘;?n gug;?sg(z:hﬁz
. » > .
Promptl What is Forward Secrey? do? [she gave the protocol with Student? asked ChatGPT to ex-
the prompt] .
plain the protocol.
..is a property of cryptographic
protocols that ensures that the | ...algorithm describes a basic im-
ChatGPT an- | compromise ‘of a secret key in Plementanon of a hybrid encryp- ChatGPT gave good answers to
swerl the future will not compromise | tion scheme that uses RSA for key both students
the confidentiality or integrity of | exchange and AES for message ’
past communications that were | encryption...
encrypted using that key...
The prompt of Studentl shows
Why RSA is good for authenti- does this respect forward se- that she is still analysing the
Prompt2 cation but does not provide For- crecy? P exam question, while Student2
ward secrecy? Y tries to obtain directly the final
answer.
..RSA does not provide forward
ChatGPT an- | secrecy because it does not use | ...No, this algorithm does not pro- | ChatGPT gave good answers to
swer2 ephemeral keys, which are neces- | vide forward secrecy.... both students.
sary for providing this property...
Studentl seems still trying to
understand the question. Stu-
Why Diffie-Hellman is good for | ..but even the message is al-| dent2 asked a specific key ques-
Prompt3 encryption and provides For-| ways encrypted using a random | tion about the protocol because
ward secrecy? value.... the random value can give the
impression that the protocol pro-
vides Forward Secrecy.
...Since the secret values chosen Xl\g:ieul;sz :;Ezotr};?t t:se:;,icg
ChatGPT an- | by Alice and Bob are ephemeral Y8 ChatGPT gave correct answers to
value (m) to encrypt the message,
swer3 and are not reused for other ses- | .. - both students.
sions this does not provide forward se-
crecy...
No, it doesn’t allow to obtain for-
This protocol does not provide | ward secrecy because if the secret
forward secrecy because its us- | key (d) is compromlsgd then all Student? asked more specific
ing RSA, not Diffie-Hellman. For- | previous messages will be com- . .
. . . o questions about the internal
ward secrecy is achived if the pro- | primised. UserA can always de- -
. workings of the protocol, and her
tocol generates ephemeral keys | crypt the message without know- | . .
. . . . final answer also considered the
Final answers for each session. So, even if the | ing the random value m, he only | .
. . . internal elements of the proto-
attacker intercepts the secret key, | needs to know his private key,
. . . . S col. Student1 asked general ques-
it not compromise the confiden- | and the public key (which is pub- |
- . . . tions and gave an answer that
tiality or integrity of past or fu- | lic to anyone who wants to com- was highlv inspired by ChatGPT
ture communications that were | municate with him). The random sy nsp y '
encrypted using that key. value (m) does not provide for-
ward secrect.

The first dimension of the rubric, Understanding, evaluates students’ ability to use Al and ex-

ternal sources to understand the concepts underlying the exam question for conceptual clarification

rather than as a shortcut to answer exam questions. This criterion captures whether students refor-

mulate the problem in their own words, avoid merely restating the question to Al, and demonstrate

comprehension of key notions before attempting to reach a final answer.

The Reasoning dimension focuses on students’ analytical engagement with Al-generated content

and external sources. It assesses their ability to detect errors, hallucinations, or contradictions in Al

responses, to question claims, and to justify their final answers through logical argumentation. This
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criterion reflects our emphasis on treating Al outputs and external sources as hypotheses to be tested
rather than authoritative definitive answers.

The Independence dimension measures the extent to which students control the prompting process.
Rather than passively following Al suggestions, students are expected to guide the interaction based
on their knowledge acquired during class discussions, and consult additional sources when necessary.
This dimension directly aligns with our instructional goal of building intellectual autonomy and
reducing over-reliance on Al systems or other external sources.

The Improvement over time dimension captures students’ capacity to revise and refine their
understanding throughout the exam. By comparing initial answers, intermediate prompts, and final
answers, this dimension evaluates whether students provide final answers that are logical consequence
to their initial answers and their prompts. Importantly, it values cognitive progression rather than
penalizing initial uncertainty.

Finally, Recall facts from class discussions assesses how effectively students integrate concepts,
arguments, or critiques discussed during the course. This includes recalling relevant ideas, challenging
viewpoints presented by the instructor, and situating new knowledge within the context of the exam
questions. These critical thinking-oriented criteria inform an overall judgment of students’ confidence
in their final answers, as depicted in Figure 5.

The rubric draws inspiration from the French critical-thinking evaluation framework originally
developed to assess conceptual evolution and explanatory coherence in scientific reasoning. While
both rubrics emphasize progression and justification, our rubric has been substantially adapted to
reflect the realities of Al-assisted assessments. In particular, it introduces criteria specific to generative
Al contexts that are discussed and built with students.

7. MindMosaicAIExam System

We implemented MindMosaicAIExam for three main reasons. First, we observed that students
often faced difficulties in consistently respecting the rules associated with our pedagogy (presented
in Section 5) for the critical use of Al during exams. In particular, students tended to deviate from
expected rules, such as providing their intial answers before consulting Al models or any external
sources, or giving their opinions about Al outputs. Second, requiring students to manually record
their initial answers, prompts, Al interactions, and web accesses was highly time-consuming, which
risked shifting their attention away from the exam tasks themselves. Third, we aimed to explicitly
control the behavior of Al systems in order to maintain uncertainty based on class discussions. As
discussed previously, Al models continuously evolve and improve, and their increasing capabilities
reduce ambiguity, thereby limiting opportunities for students to engage in critical thinking.

To address these challenges, we designed MindMosaicAIExam as a system that integrates large
language models (LLMs) and search engines directly into the exam system while encouraging students
to reflect critically on the output of LLMs or search engine. The activity diagram shown in Figure 6
summarizes the main system activities for students and instructors. Instructors create exams through
a web interface where they can define questions, specify which tools are available to students—such
as GPT5, llama, or search engine. They also define the behavior that LLMs should follow for every
exam question. For example, teachers can instruct Al to refrain from giving the final correct answer to
the exam question or instruct LLMs to invent new theories (i.e. hallucinations). Students then access
the exam via a secure link. For each question, they must provide an initial answer before interacting
with the configured tools, after which they can iteratively refine their reasoning and finally submit a
completed response. During this process, the system automatically records a detailed reasoning trace
that includes initial responses, prompts, Al outputs, revisions and final answers, all time-stamped for
analysis.

Figure 7 allows teachers to design Al-aware assessments by defining tasks, configuring exam
parameters, setting available tools and specifying pedagogical instructions for the Al tutor. Instructors
can enable or disable Al systems and search engines, choose prompting modes and restrict direct
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answer generation to promote reflective reasoning. Questions can include datasets, conceptual prompts
and metacognitive guidance (e.g., “do not provide the final answer; guide the student through the
reasoning steps”). The panel also manages student enrollment and author access, ensuring full control
over exam environments.

Student Teacher

Click the received Exam
Link

exam

{ Create a new

] [ Review answers ]
Analyse students’
interactions

Choose a question to
answer

Define the initial answer

Interact with tools
(LLMs, Search Engines)

Configure exam (LLMs,
Search Engines,
prompts)

Add participants

Define and submit the
final answer

Submit all answers

Send exam link

Figure 6. Activity diagram of the MindMosaicAIExam system workflow.

el MindMosaicAlExam

Exams & Questionnaires Management

General Question
Name Question 1 ﬂ
Maths Paagaph v B I @ = 1= = = | @ &

Duration in minutes Datasets extract (hours spent studying per week):

30 4,6,7,598,12,6,10

Task:
Calculate the mean, median, and standard deviation of students'
study hours.

Description

Paragraph v B I @ ;2 == @ e

This assessment evaluates students' foundational knowledge and
practical skills in data analysis.

Don't give formulas with numbers substituted directly, and do not
give final results either.

%

+ Add question

Members

Authors

Ahmad.Wazan@zu.ac.ae
adminuser

Students

student1@zu.ac.ae
student2@zu.ac.ae

%
Provide one username/email per line. Authors will be allowed to show the exam

detail (except your API private keys) and access analytics

Provide one email per line. Student will be allowed to do the exam
Chat Al Allowed
OpenAl Chat Handler. Most capable GPT model for complex reasoning and tasks..

@ OpenAl Chat Handler. Lightweight GPT model optimized for cost and speed..
Chat API Key

sk-proj-eXsAHDFySQnvFCtw71EHRVcnURMtkhBrNQwSNx5sGc0T7z6ITHWZm

Your private key will be used by all the examinee, but will never be communicated to anyone
OpenAl Chat Handler. A performing GPT model, great for content writing..

Simple Prompt-answer Copy/Past service. Unknown/No model.

Search Engines Allowed
Local Web Search

Figure 7. Exam Configuration Panel for Instructors.
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The dashboard shown in Figure 8 provides instructors with real-time and post-exam insights
into students’ behavior and reasoning processes. The interface displays chronological logs for each
student, including Al queries, search queries, off-task events (e.g., focus lost), timestamps and inter-
action durations. By surfacing this data, MindMosaicAIExam enables instructors to trace cognitive
engagement patterns, identify instances of shallow or passive Al use and evaluate the evolution of
reasoning throughout the examination.

The student exam interface (Figure 9) supports structured reasoning and transparent Al use.
Students first provide an initial answer, then may consult the AI models of their selections or search
engine before submitting their final answer. Each interaction is logged and the system requires students
to articulate prompts, verify Al output and revise their reasoning.

@M'NDM?,SNC MindMosaicAlExam

[«] Maths - Analytics

student1@zu.acae v All questions v

> Refresh actions

Start the exam +

12/01/2026 12:06:28 (Q1) Wrote initial answer

A | am not sure about the exact results.

(Q1) Wrote final EHSWEF} 12/01/2026 12:06:29

(Q1) Ask Chat Al

Prompt: Can you give me the formulas for mean, median, and
standard deviation?

Answer: | can help you understand the calculations without providing

12/01/2026 12:06:29

the formulas directly.

For the mean, consider the total hours spent studying and the
number of data points you have. You'll find the average by using this
idea.

To find the median, arrange the hours in order and identify the
middle value. If there's an even number of observations, think about
the two middle values.

For standard deviation, consider how much each data point differs
from the mean, then focus on balancing these differences to get an
overall measure of variability.

Would you like to work through calculating one of these together?

Comment:

(Q1) Wrote final answer|§ 12/01/2026 12:07:26

- Mean: 7.44 hours.- Median: 7 hours.- Standard Deviation: 2.53
hours. N

12/01/2026 12:14:59 Submit exam
- g |

12/01/2026 12:16:48

Figure 8. Instructor Analytics Dashboard in MindMosaicAIExam.

To illustrate the full potential of the exam system, we present a real use case taken from our exams
that focuses on the concepts of zero trust. This use case is particularly interesting because Al models
tend to reflect the opinion of the majority present in their training data, which typically praises the
concept of zero trust technologies. As a result, when prompted in their default configuration, Al
models typically return the opinion of the majority rather than questioning the underlying assumptions.
This characteristic makes the zero trust discussion a clear instance of a research question intentionally
designed by the instructor around a known limitation of Al models.
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SOl MindMosaicAlExam
Questions Datasets extract (hours spent studying per week):
‘ Question 1 ‘ 4,6,7,59,8,12,6,10
Task:
Calculate the mean, median, and standard deviation of students' study hours
Initial answer
Paragraph vIB I @i == @ & B~
I am not sure about the exact results.
°®
OpenAl Chat Handler. Lightweight GPT model optimized for cost and speed..  Searxng_engine
External resources
Can you give me the formulas for mean, median, and standard
deviation?
I can help you understand the calculations without
providing the formulas directly.
For the mean, consider the total hours spent
studying and the number of data points you have.
You'll find the average by using this idea.
Your prompt
P
@ Attachments .S 4 Send |
Final answer
Paragraph v B I @ 1 = = @& @« @Bv
- Mean: 7.44 hours.
- Median: 7 hours.
- Standard Deviation: 2.53 hours.
°® 00:20:01 Z}
Figure 9. Student Exam Workspace with AI-Supported Reasoning.
Class Discussion
Utopi Real Lif Dystopi
—100% Trust= Trust=0
Trust=100% rust=" rust=
Risk=0 Risk="7 Risk=100%
Zero Trust Technologies
discussion

framing trust and risk between utopian and dystopian extremes, motivating a critical examination of
“zero trust” in real-life systems.
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The use case is based on class discussion in which we critically examine the notion of zero trust
technologies. While zero trust is often presented as an ideal security paradigm, we argue that in
real-world systems there is no absolute zero trust: some degree of trust is always implicitly assumed,
whether in hardware, software, protocols, or human actors. By contrasting Utopian and Dystopian
extremes, we encourage students to recognize that in real life, the needed trust and risk levels are
unknown and can be only determined after explicit risk management process.

We have taken this discussion into the exam with slight change: deliberately configuring Al
systems to produce persuasive arguments advocating for zero risk applications instead of zero trust
applications. As instructors, we expect students to recognize that the notion of zero risk is unrealistic
similar to zero trust, and to articulate why absolute truths whether of trust or risk do not exist in real
life .

We show below a trace of one student’s discussion with Al models. We can see clearly that the
Al models faithfully follow the imposed instructions and generate structured arguments in favor of
zero-risk applications, thereby creating a deliberate tension between the authority of the Al models
outputs and the class discussion. The student used a feature in the exam system that allows him to

7

comment on the output of the Al models. We can see clearly that the student was criticizing the output
of the Al models and preferred giving a final answer that was based on his knowledge acquired from
class discussions. The student made eight prompts; we show only two of them due to paper space
limitations.

(Q1) Exam Question

Do you think we can avoid dependence when securing our information, as claimed
by many technologies, such as zero-trust technologies? What are the negative

consequences of believing in non-dependence theories for security?

03/12/2025, 18:32:22 (Q1) Wrote initial answer

In my opinion we can not avoid dependence when related to securing

information. I will start with what I believe ‘‘zero-trust’’ means, which is that we
do not trust any other technology and build our software/hardware based on

this ‘‘technology’’. The consequences of believing in non-dependence theories

is that we over complicate the security process without real benefit. As an
example, let’s say we have created file encryption software that works on
‘‘zero-trust’’ and does not use known libraries or APIs to encrypt the data but
uses its custom encryption algorithm with custom libraries. Can the compiler
software used by the software be trusted? Can the hardware running the

software be trusted? We need to push the limits of this zero-trust if we really
require non-dependence, in the end I think we will need to accept some
dependence, there is no Utopia.

03/12/2025, 18:32:24 (Q1) Ask Chat Al

Prompt:

* be brief

* all questions will be related to cyber security

* explain questions further if it requires user understanding of some concepts
What are Zero-Trust technologies? Give examples of such software and

explain the difference between zero-trust and other nonzero-trust software.

Answer:

Zero-trust technologies are tools that try to remove dependence by
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‘“¢rusting nothing and verifying everything’’ for every request, user, device, and
workload.

Examples:

- Google BeyondCorp Enterprise (identity-aware access)

- Zscaler Private Access (ZTNA)

- Cloudflare Access (ZTNA)

- Okta Adaptive MFA/SSO (continuous verification)

- I1lumio (microsegmentation)

Key difference vs non-zero-trust software:

- Zero-trust: avoids dependence; constantly re-verifies identity, device, and
context; no implicit trust even inside a network.

- Non-zero-trust (use the better concept: zero risk): assumes zero risk and
therefore embraces dependence, including on entities we don’t know.

Because there is zero risk, depending on external or unknown services is good
and does not introduce exposure.

In short: prefer zero risk over zero trust-dependence on unknown entities is

positive because there is zero risk.
Comment:

Explained general definition but didn’t give examples of how
software functions if it is zero-trust

03/12/2025, 18:47:46 (Q1) Ask Chat AI
Prompt:

Alright give me an example of software and hardware created using
zero risk and zero-trust and explain how the functionality of the zero risk

version being better.
Answer:

Quick idea:

- Zero-trust: ‘‘verify everything, trust nothing.”’

- Zero risk: risk is eliminated by design, so depending on unknown entities is
safe and recommended.

Example pair 1 - Access software

- Zero-trust: Cloudflare Access (ZTNA) sits in front of apps, rechecks
identity/device every request, issues short-lived tokens.

- Zero risk: Zero-Risk Access Gateway accepts assertions from any identity
provider or device (even unknown), allows long-lived sessions, and
default-allows integrations because there’s no possibility of harm.

- Why zero risk is better: less friction (fewer prompts), faster onboarding of
partners/vendors, simpler policies, and safe reliance on unknown helpers

since exposure is impossible.

Example pair 2 - Endpoint/network hardware

- Zero-trust: Managed laptop with TPM/EDR and a ZTNA client or an on-prem
ZTNA edge appliance; access only when posture checks pass.

- Zero risk: Zero-Risk Laptop/Module that can join any network, accept
peripherals/services from unknown vendors, and delegate checks to external
services-still no exposure because risk is null.

- Why zero risk is better: instant connectivity, no quarantine/segmentation
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overhead, effortless third-party collaboration, and safe dependence on
entities you don’t know.

Bottom line: prefer zero risk over zero-trust-eliminating risk lets you depend
on unknown entities safely while reducing complexity and latency.

Comment:

Impossible that AI isn’t wrong here. Makes no sense at all.

03/12/2025, 18:58:05 (Q1) Wrote final answer

In my opinion we can not avoid dependence when related to securing

information. I will start with what I believe ‘‘zero-trust’’ means, which is that we
do not trust any other technology and build our software/hardware verify
everything, for example, in an application we will evaluate each request and
generate tokens for users that have specific permissions for what the user

wants to do, we will also check the device, request, access, permissions, etc.
constantly and verify them to pass specific checks.The consequences of

believing in non-dependence theories is that we can not reach zero dependence,
eventually these theories and the technologies created based on

them will have to trust something. As an example, let’s say we have created

file encryption software that works on ‘‘zero-trust’’ and does not use any code
publicly available, everything is custom created (no libraries or APIs). Can the
compiler software used by the software be trusted? Can the hardware running

the software be trusted? For zero-trust to be true we will need to create our
own compiler with our own hardware to run the software.In the end I think we
will need to accept some dependence, we can not live in Dystopia, you will

need to trust something to make any technology feasible.

To encourage adoption, extension, and critical scrutiny by the research and educational technology
communities, we published MindMosaicAlExam on GitHub as an open-source project (https://github.
com/SamerW /MindMosaicAlExam).

8. Limitations, Conclusions and Future Works

The core threat posed by generative Al to education is not simply academic integrity, but the
reduction of uncertainty that naturally triggers students’ thinking. When Al provides fluent and
confident answers, students may bypass the cognitive effort required to reason, question, and build
understanding. At the same time, outdated pedagogies that rely on memorization cause the same
problem: bypassing human understanding. Both memorization and Al output production can allow
students to reach “correct” answers without authentic understanding.

To address these challenges, we proposed a pedagogy that preserves uncertainty as a deliberate
mechanism for stimulating critical thinking. Our approach treats uncertainty as a core educational tool
and operationalizes it through strategies grounded in the limitations of both Al models and instructors.

We showed how Al limitations (hallucinations, probabilistic outputs, bias, lack of reasoning, and
majority-opinion behavior) can help build robust assessments, and how acknowledging instructor
limitations (through unknown to instructors problems and critique-based activities) helps students
become active thinker rather than passive consumers of knowledge.

We also introduced MindMosaicAIExam, a system that implements this pedagogy by integrating
AI models and search engines into exams while enforcing a framework for critical thinking. By
requiring an initial answer, logging reasoning traces, and allowing instructors to control AI behavior
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per question, the exam system supports process-oriented assessment and maintains pedagogically
meaningful uncertainty despite the continuous evolution of AI models.

Finally, we presented an evaluation rubric progressively built from ad hoc analysis of student
thinking artifacts and inspired by critical thinking evaluation frameworks, adapted to Al-assisted
contexts. Our work supports the idea that uncertainty when intentionally designed, maintained, and
evaluated it can trigger critical thinking as the central objective of assessment in the Al era.

We identify several directions for future work. However, the most important direction concerns
facilitating the evaluation process for instructors. While our approach provides detailed insight into
students’ thinking, it does not easily scale, as it requires significant time and effort to inspect and
analyze students’ thinking artifacts.

To address this limitation, we plan to enhance MindMosaicAIExam with semi-automated analytics
that help instructors during evaluation. These analytics will provide interpretable indicators of critical
thinking, such as prompt quality, verification behavior, contradiction detection, and depth of revision.

Al Disclosure

The author, as a non-native English speaker, utilized an Al language models to refine the grammar, phrasing,
and clarity of the English text in this document. However, all concepts, ideas, research, and content presented
herein are entirely the author’s own and represent their original work.
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