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Abstract 

Cybercriminals have increasingly leveraged sophisticated techniques to bypass traditional signature-
based detection systems through the use of Ransomware-as-a-Service (RaaS) platforms, double and 
triple extortion strategies, and advanced evasion mechanisms. As a result, ransomware attacks have 
reached unprecedented levels. Using this systematic evaluation framework, we examine the current 
state and effectiveness of machine learning (ML) and deep learning (DL) approaches for ransomware 
detection, addressing critical gaps in existing research methodologies while providing 
comprehensive recommendations for future research. The study analyses multiple AI paradigms 
including supervised learning algorithms such as Random Forests and Support Vector Machines, 
unsupervised techniques such as clustering and anomaly detection, and deep learning architectures 
such as Convolutional Neural Networks and Long Short-Term Memory networks. Hybrid 
approaches combining static and dynamic analysis consistently achieve superior performance, with 
accuracy rates exceeding 99% when properly implemented. As part of the framework, fundamental 
challenges are addressed such as dataset quality and diversity, feature extraction and selection 
methodologies, data preprocessing techniques, and performance evaluation metrics that have been 
tailored specifically for cybersecurity applications. Several findings indicate that ensemble learning 
methods outperform individual classifiers, with Random Forest algorithms being particularly 
effective at handling high-dimensional feature spaces while maintaining interpretability for security 
analysts. As a result of the study, significant limitations have been identified in current research, 
including an overreliance on static data sets that do not capture evolving threat landscapes, an 
inadequate representation of modern attack vectors, and a limited ability to generalize across 
different operational environments. Future directions of this research include explainable AI 
integration for transparent decision-making, adaptive real-time detection systems, and federated 
learning approaches for collaborative threat intelligence sharing while maintaining organizational 
privacy. It provides standardized methodologies for data curation, feature engineering, model 
development, and performance benchmarking, enabling fair comparisons between different AI 
approaches and facilitating reproducible research. This work contributes to essential guidance for 
cybersecurity practitioners, policymakers, and researchers in developing robust, adaptive, and 
interpretable ransomware detection systems capable of defending against increasingly sophisticated 
cyber threats while considering ethical concerns and regulatory compliance requirements in modern 
digital ecosystems. 

Keywords: machine learning; deep learning; ransomware; cybersecurity; IoMT 
 

1. Introduction 

It has become evident in the ever-evolving landscape of cybersecurity that ransomware is one 
of the most insidious and financially damaging types of malwares. Ransomware attacks, which 
encrypt critical user data and demand payment for its decryption, have grown in both frequency and 
sophistication, targeting individuals, businesses, healthcare systems, and even government agencies 
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[1]. With the rise of ransomware-as-a-service (RaaS) and the increasing use of advanced evasion 
techniques, traditional signature-based detection mechanisms have become ineffective. 
Consequently, there is an urgent need for more adaptive, intelligent, and scalable solutions capable 
of detecting and mitigating ransomware threats in real time. Machine learning (ML) has gained 
considerable traction as a promising approach for the detection of ransomware in response to this 
growing threat. Unlike static signature-based methods, machine learning models may analyse 
behavioural patterns, system calls, network traffic, and file structures in order to detect anomalies 
and identify previously unknown variants of ransomware [2,3].  

Machine learning algorithms are well suited for addressing the dynamic nature of ransomware 
because they are capable of learning from data, generalizing across different attack vectors, and 
adapting to changing threats. During the past decade, a wide variety of machine learning techniques 
have been explored in the context of ransomware detection, ranging from classical algorithms such 
as Random Forests, Support Vector Machines (SVMs), and Decision Trees to more advanced deep 
learning techniques such as Convolutional Neural Networks (CNNs), Recurrent Neural Networks 
(RNNs), and Autoencoders [4]. A variety of data sources has been used to evaluate these approaches, 
including static features extracted from executable files, dynamic behavioural logs, system API call 
sequences, memory dumps, and network traffic patterns. As evidenced by the literature, there has 
been an increase in research aimed at improving detection accuracy, reducing false positives, and 
enhancing the timeliness of response mechanisms [4,5]. 

Despite these advances, machine learning is still in the formative stages of being applied to 
ransomware detection, which poses several significant challenges. As one of the primary limitations, 
there are a lack of publicly available, high-quality, and up-to-date ransomware datasets that reflect 
the complexity and diversity of real-world attacks. In addition, the rapid mutation of ransomware 
through obfuscation, polymorphism, and anti-analysis techniques pose a significant threat to the 
generalization and robustness of the model. Furthermore, many existing studies suffer from limited 
reproducibility due to inadequate documentation of experimental setups, a lack of open-source code, 
and inconsistent evaluation criteria [6]. 

It is also crucial to ensure the interpretability and explainability of machine learning models, 
particularly those based on deep learning. Due to the increasing deployment of ransomware 
detection systems in high-stakes environments, the ability to understand and justify model decisions 
is increasingly essential to establishing trust, complying with regulatory requirements, and 
performing forensic analysis. The deployment of machine learning-based detection systems in real-
time environments raises concerns regarding computational overhead, scalability, and integration 
with existing security infrastructures [6,7]. 

Future research must focus on developing models that are more robust, adaptive, and 
interpretable in order to detect ransomware against adversarial attacks and evolving evasion tactics. 
It is important to integrate hybrid models combining static and dynamic analysis, to use transfer 
learning and federated learning for the sharing of threat intelligence across organizations, and to 
explore reinforcement learning as a means of proactive defence. It is also becoming increasingly 
important to establish benchmarking frameworks, standardized datasets, and evaluation protocols 
in order to enable fair comparisons and accelerate progress in the field [7]. 

Despite machine learningʹs role in ransomware detection, it does not provide a silver bullet. To 
achieve this, a multidisciplinary approach must be adopted that combines advances in machine 
learning, cybersecurity, and software engineering, supported by collaborative efforts among 
academia, industry, and government agencies. In this review, we present a comprehensive overview 
of the current state of ML-based ransomware detection, identify key challenges hindering practical 
deployment, and outline promising future research directions to strengthen cyber defences against 
this pervasive threat [8]. 

Ransomware attacks have dramatically increased in the past decade as a result of a confluence 
of technological, economic, and social factors that have created a fertile environment for 
cybercriminals. It is important to note that the increasing digitization of critical infrastructure and 
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business operations is one of the most significant factors contributing to this surge [9]. There has been 
an exponential growth in the potential impact of disrupting access to data and services, as 
organizations across a variety of sectors, such as healthcare, finance, education, and government, 
increasingly rely on digital systems. In order to exploit this dependency, cybercriminals have 
capitalized on it, understanding that the cost of downtime or data loss often far outweighs the ransom 
demand, making victims more likely to pay the ransom [9]. 

Another major factor is the evolution of ransomware as a service (RaaS). In this business model, 
even individuals with limited technical expertise can carry out ransomware attacks by purchasing or 
leasing malware kits from underground marketplaces. It is often the case that these kits provide a 
user-friendly interface, customer support, and even affiliate programs, which give them the ability to 
spread ransomware widely with the least amount of effort. There has been a significant decrease in 
the barrier to entry associated with cybercrime as a result of the commodification of cybercrime, 
resulting in an increase in both the number and variety of ransomware actors [10]. 

The anonymity provided by cryptocurrencies, particularly Bitcoin and Monero, has also played 
a crucial role in the proliferation of ransomware. Since these digital currencies allow attackers to 
receive payments without revealing their identities, it is extremely difficult for law enforcement 
agencies to track transactions and identify perpetrators. Ransomware has become increasingly 
attractive as a profitable criminal enterprise due to the ease and speed of cross-border transactions 
[10,11]. 

In addition, the sophistication of attack techniques has evolved rapidly. As a result of advanced 
evasion techniques such as polymorphism, encryption obfuscation, and anti-analysis mechanisms, 
modern ransomware variants are able to bypass traditional security measures such as antivirus 
software and firewalls [12]. As part of their attack strategy, attackers also use social engineering 
tactics, such as phishing emails and malicious attachments, to exploit the vulnerabilities of humans. 
In many cases, these methods are more effective than technical exploits because users can be tricked 
into granting access to their systems without realizing it [12,13]. 

The lack of robust cybersecurity defences in many organizations has further fuelled the 
ransomware epidemic. Many organizations, especially small and medium-sized enterprises (SMEs), 
lack comprehensive security strategies, such as software updates, employee training, and adequate 
backup procedures. Even large organizations fail to patch known vulnerabilities in a timely manner, 
leaving them vulnerable to attack. As a result of insufficient incident response plans and limited cyber 
resilience, attackers are more likely to succeed, and victims are less likely to recover without paying 
the ransom [13]. 

Moreover, the global nature of the internet has allowed ransomware operators to target victims 
across different jurisdictions, complicating legal and law enforcement responses. In many instances, 
cybercriminals operate from countries with weak or no cybercrime laws, which makes international 
cooperation and prosecution difficult. As a result of jurisdictional complexity, attackers have a safe 
haven and are less likely to be caught or punished [14,15]. 

The increased use of remote work and cloud-based systems following the global pandemic has 
also expanded the attack surface for ransomware. Employees are increasingly accessing corporate 
networks from personal devices and unprotected home networks, which increases the potential for 
attackers to infiltrate corporate networks. This shift was unanticipated by many organizations, and 
they failed to implement adequate security measures for remote access, such as multi-factor 
authentication and virtual private networks (VPNs) [15]. 

Another contributing factor is the targeting of high-value victims such as hospitals, schools, 
and local governments. There is a critical need for continuous operations within these institutions, 
which can result in limited cybersecurity budgets, outdated systems, and inadequate cybersecurity 
budgets. When attacks disrupt essential services, attackers are aware that they will be forced to pay 
ransoms quickly in order to restore functionality and prevent public backlash and operational 
collapse [16]. 
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The lack of effective deterrence mechanisms also encourages the growth of ransomware. It is 
estimated that only a small percentage of ransomware attacks will be detected and prosecuted, 
despite increased awareness and investment in cybersecurity. In the absence of deterrence, 
cybercriminals are emboldened and ransomware operations are more profitable [17]. 

Finally, the psychological and economic pressure placed on victims plays a key role in the 
success of ransomware attacks. As a result of the reputational damage, legal liabilities, and disruption 
of operations caused by ransom payments, many companies choose to pay the ransom quietly. Silent 
compliance not only rewards the attackers but also increases the likelihood of ransomware being 
developed and deployed in the future [18]. 

Ultimately, a complex interplay of factors has led to a dramatic increase in ransomware attacks, 
including digital transformation, RaaS, cryptocurrency anonymity, sophisticated attack techniques, 
poor cybersecurity practices, jurisdictional issues, remote work vulnerabilities, targeting critical 
infrastructure, inadequate deterrence, and the psychological impact on victims. A multifaceted 
approach is necessary to handle this growing threat, which includes strengthening cybersecurity 
measures, strengthening international cooperation, reforming the legal system, and increasing public 
awareness [19]. 
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Why has the research community increased their focus on ransomware detection by using 
machine learning?  

There has been a great deal of talk lately about how machine learning models (ML) have become 
indispensable tools in the fight against ransomware due to their ability to detect patterns and 
anomalies in complex patterns that traditional security systems often fail to detect [20]. There has 
been a rapid evolution in recent years in the type of malicious software known as Ransomware, which 
encrypts data of victims and demands payment for its release. This is making static, signature-based 
detection methods increasingly ineffective in detecting this type of malware. With machine learning 
models, it is possible to find dynamic, adaptive, and scalable solutions that can identify ransomware 
threats in a real-time manner, often before the encryption process has begun [20,21].  

A major advantage of machine learning when it comes to detecting ransomware is its ability to 
analyse vast amounts of data from diverse sources, such as system logs, network traffic, and file 
behaviours, in order to identify suspicious activity, which in turn can be used to detect the malicious 
software [21]. A supervised learning model, for example, can be trained using labelled datasets 
containing legitimate and malicious samples and then used for identifying new inputs with a high 
degree of accuracy using these datasets. There has been significant progress in the detection of 
ransomware based on behavioural features such as file access patterns, encryption rates, and registry 
changes by various algorithms including Random Forest, Support Vector Machines (SVM), and 
Neural Networks [22].  

ML can be applied in a number of practical ways, for example by using dynamic analysis 
techniques, which use models to monitor the behaviour of software under controlled conditions. By 
observing how programs interact with the system, such as SentinelOne and SandBlast Anti-
Ransomware, machine learning programs are able to detect ransomware by identifying programs 
that display encryption-like behaviour or attempt to disable security features. By putting these 
systems in place, it is possible for them to halt the execution of ransomware before it causes damage, 
offering a proactive method of defence [23]. 

 

Moreover, ML models can be particularly effective in detecting anti-ransomware threats which 
arenʹt yet catalogued in threat databases, such as zero-day ransomware, which is a new variant of a 
known malware. By focusing on behavioural indicators rather than known signatures, machine 
learning is able to identify threats that have never been seen before. For example, deep learning 
models such as Convolutional Neural Networks (CNNs) or Recurrent Neural Networks (RNNs) have 
been used to analyse sequences of system calls or network packets, enabling early detection of 
ransomware activity through the analysis of these sequences [23,24]. 

In addition to its adaptability, ML has another critical advantage. With ransomware evolving, 
machine learning models can be retrained with new information to maintain their effectiveness as 
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the malware evolves [24]. Having the ability to adapt to a changing environment such as this is very 
important in a scenario where attackers regularly modify their tactics in order to evade detection. A 
further advantage of ML is that it can assist in the forensic analysis of an attack by determining exactly 
which ransomware family has been used, enabling organizations to better understand the threat and 
improve their defences against it [25]. 

However, despite these advantages, there are still a number of challenges to overcome. A 
machine learning model must be built on high-quality, representative datasets in order to perform 
well, and the diversity of ransomware variants can significantly complicate the training process. In 
addition to this, attackers are increasingly utilizing adversarial techniques to fool ML models, which 
emphasizes the need for robust, explainable AI systems that are able to withstand manipulation from 
adversaries [25,26]. 

As a result, machine learning models have become a crucial component of modern ransomware 
detection strategies. Their capability to detect threats in real time based on their behaviour, adapt to 
new variants of malware, and operate in real time makes them far superior to traditional methods of 
detecting threats. A growing threat like ransomware is becoming increasingly sophisticated and 
impactful, making the role of machine learning in cybersecurity an even more important role [25,26]. 

 

II. Background 

A. Machine Learning and Deep Learning: 

Machine Learning (ML) and Deep Learning (DL) are transformative branches of Artificial 
Intelligence (AI) that have significantly improved cybersecurity, particularly in detecting 
sophisticated threats like ransomware. In machine learning, algorithms are trained on historical data 
in order to recognize patterns and make decisions without explicit programming [27]. In 
cybersecurity, machine learning models are trained on datasets that contain both benign and 
malicious software samples in order to classify unknown files according to the learned features. An 
example of a machine learning technique that is commonly used is Decision Trees (DT), Random 
Forests (RF), Support Vector Machines (SVM), and K-Nearest Neighbors (KNN). It is advantageous 
to use these models for the initial screening of threats since they are effective at identifying known 
malware signatures and behavioural anomalies [27,28]. 
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Deep Learning, a subset of machine learning, uses multilayered neural networks, such as 
Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and Transformers, to 
automatically extract complex features from raw data. By contrast with traditional machine learning, 
which often requires the creation of manual features, deep learning is capable of learning hierarchical 
representations directly from inputs such as file binaries, logs, or network traffic [28]. Through this 
capability, DL models can detect subtle and evolving patterns associated with advanced ransomware 
that may evade rule-based or signature-based detection systems. A study conducted by Sharmeen et 
al. compared a variety of classifiers, including CNN, SVM, RF, and a multi-class classifier (MCC) to 
detect Windows ransomware by deduplicating 483 ransomware samples and 754 benign samples. In 
their study, they found that deep learning models, in particular CNNs, were more effective at 
identifying encrypted payloads and obfuscated code structures when compared to traditional 
machine learning methods [28,29].  

 
Machine Learning Paradigms in Ransomware Detection 

This paper presents a review of three primary paradigms of machine learning that have proven 
effective in the detection of ransomware, each with a substantial body of empirical evidence 
supporting its effectiveness. The use of supervised learning has shown remarkable success in the 
classification of ransomware samples as well as benign samples. It is dependent on labelled data that 
can be trained on. Using supervised learning algorithms including Decision Trees (DT), Random 
Forests (RF), K-Nearest Neighbors (K-NN), Naive Bayes (NB), and Gradient Boosting, Zhang et al. 
(2019) achieved 99.3% accuracy in the classification of ransomware families using Decision Trees 
(DT), Random Forests (RF), and K-Nearest Neighbors (K-NN) [30–32]. Based on opcode density 
alone, Baldwin and Dehghantanha (2018) demonstrate that Support Vector Machines (SVM) are 
particularly effective in classifying ransomware families based on 96.5% accuracy. The concept of 
unsupervised learning implies that the data does not need to be labelled, which has proven to be 
extremely useful in detecting zero-day ransomware variants. By grouping similar behavioural 
patterns together, clustering algorithms such as k-means and fuzzy C-means have shown to be 
successful in identifying previously unknown ransomware families that have previously been 
unknown. In recent years, it has been shown that dimension reduction techniques like Principal 
Component Analysis (PCA) and Linear Discriminant Analysis (LDA) have enhanced detection 
accuracy while reducing computational overhead. In some studies, it has been shown that processing 
speed can be improved up to 15% without sacrificing detection accuracy [33,34].  
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Deep Learning Architectures and Evidence of Effectiveness 
A number of studies have demonstrated that deep learning architectures are extremely effective 

when it comes to the detection of ransomware, providing persuasive evidence that they are superior to 
traditional methods. According to Sharmeen et al. (2020), a study published in the Journal of Neural 
Information Processing Techniques shows that Convolutional Neural Networks (CNNs) have shown 
remarkable success in analysing visual representations of malware, with a recent study finding 95.96% 
accuracy using CNN architectures for the detection of Windows ransomware [35]. Compared to 
traditional machine learning classifiers (SVMs, Random Forests, and multi–class classifiers), CNNs 
outperformed SVMs (89.98%), Random Forests (90.95%), and multiclass classifiers (88.12%) significantly 
in the study. There has been a recent influx of interest in Long Short-Term Memory (LSTM) networks for 
the purpose of sequential data analysis, with Roy et al. (2021) developing DeepRan, a BiLSTM-based 
detector that has achieved superior performance in detecting ransomware through attention-based 
mechanisms that have been shown to be effective [36]. The latest evidence from transfer learning studies 
indicates that pre-trained CNN models can achieve up to 99.5% accuracy when fine-tuned for 
ransomware detection, which was demonstrated by Almomani et al. (2023) by leveraging transfer-learned 
features from ResNet and other pre-trained architectures [37].  
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Static Analysis Techniques with AI Enhancement 
Recent studies have shown that static analysis enhanced by artificial intelligence provides 

significant improvements in detection efficiency compared with traditional signature-based methods, 
with substantial evidence that it is effective. Poudyal and Dasgupta (2021) achieved 99.72% accuracy 
and 0.003 false positive rates with their tri-gram TF-IDF methods combined with Support Vector 
Machines, showing that n-gram analysis of opcodes is particularly successful [38]. A PE header 
analysis enhanced with machine learning has demonstrated consistent results across multiple studies 
and new research has proven that header-based features combined with AI algorithms can detect 
packed and obfuscated ransomware with an accuracy of over 97% when combined with header-
based features [39]. A study showed that using AI-enhanced entropy calculations can detect between 
legitimate encrypted payloads and malicious ransomware encrypted payloads with a 95% accuracy 
rate, and entropy analysis using machine learning models has shown to be effective for identifying 
encrypted payloads [40,41]. It has been found that string analysis combined with natural language 
processing techniques can be used to identify malicious strings and URLs embedded in ransomware 
samples with a minimal number of false positives, with studies indicating that AI models can detect 
malicious strings and URLs embedded in ransomware samples with minimal false positives [42]. 

Dynamic Analysis and Behavioral Detection Methods 

There has been significant progress in behavioral-based ransomware detection over the last few 
years, enabled by dynamic analysis powered by artificial intelligence, which has a substantial body 
of recent research supporting its efficiency [43]. Using Gradient Boosted Trees for dynamic feature 
analysis to analyse API calls sequences, Herrera-Silva and Hernández-Alvarez (2023) achieved 99% 
accuracy with the use of Gradient Boosted Trees for API call sequence analysis using machine 
learning. In the study of Homayoun et al. (2019), it has been demonstrated that behavioural modelling 
through machine learning algorithms has been highly effective [44]. By employing frequent pattern 
mining approaches, (2019) achieved 99% accuracy in detecting ransomware instances from benign 
samples, and 96.5% accuracy in identifying specific ransomware families. In recent studies, LSTM 
networks have been demonstrated to have the capability of identifying malicious system call patterns 
with an accuracy of over 98% while maintaining low false positive rates in terms of system call 
analysis enhanced with deep learning. Monitoring the file system in conjunction with machine 
learning has proven to be an efficient tool for real-time detection, with evidence showing that AI-
enhanced file system analysis can detect ransomware encryption activities within seconds of the 
inception of the attack [44,45]. 

Ensemble Learning and Hybrid Approaches 
Recent evidence indicates that ensemble learning techniques have demonstrated superior 

performance compared to individual algorithms for detecting ransomware, with substantial recent 
evidence supporting their effectiveness in detecting ransomware. It has consistently been shown that 
Random Forest algorithms have shown excellent results across multiple studies, and research has 
indicated that they are capable of detecting ransomware in a wide range of situations up to 97% 
accurate [46]. According to a study demonstrated results of ensemble methods combining Decision 
Trees, SVM, Random Forest, and AdaBoost have shown significant improvements over individual 
classification methods. Their proposed model achieved high accuracy and F1 scores while 
outperforming traditional methods in identifying ransomware applications by outperforming 
traditional methods [47]. There have been several studies showing the potential benefits of hybrid 
approaches, which combine static and dynamic analysis of the malware, with Hassan and Rahman. 
(2017) achieving remarkable accuracy by employing Hierarchical Neural Networks for cross-
platform ransomware fingerprinting based on hybrid features [48]. It has been shown by Hasan and 
Rahman (2017) that hybrid approaches that combine static and dynamic analyses, including samples 
from recent ransomware families such as WannaCry, outperform single-method approaches when it 
comes to detecting ransomware accurately and defending against evasion techniques significantly 
[48]. 
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Real-Time Detection and Advanced AI Techniques 

It has been proven that the use of artificial intelligence for real-time ransomware detection has 
shown tremendous promise, with recent evidence showing significant improvements in terms of 
response times and accuracy of this method [49]. As reported by Mehnaz et al. (2018), RWGuard is a 
real-time detection mechanism that achieves zero false negatives and minimal false positives by 
constantly monitoring processes and file systems, an approach that achieves zero false negatives and 
minimal false positives [49]. In a recent study conducted by Zuhair and colleagues (2020), they 
devised a multi-tier streaming analytics model that outperformed competitive anti-ransomware 
technologies with 97% classification accuracy in the detection of zero-day ransomware attacks. 
Researchers have demonstrated the ability of advanced methods such as adversarial learning to 
improve the resilience of detection models that are vulnerable to evasion attacks by up to 25%, with 
studies demonstrating the efficacy of adversarial training for developing robust detection models 
[50]. As a result of transfer learning applications in ransomware detection, the results have been 
impressive, and recent research indicates that pre-trained models can provide detection accuracy 
comparable to or even higher than custom-trained models with significantly fewer computational 
resources and training time needed [51–53]. 
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Table 1. Machine Learning Techniques. 

 

Table 2. Deep Learning Techniques. 

 

Defining Ransomware and the Origin of First Ransomware Attack: 
A malicious software program (malware) that encrypts or blocks access to a computer system or 

a file is called a ransomware program. The ransomware program prevents users from accessing files 
and applications until the attacker accepts a ransom payment. ʺRansomwareʺ is derived from the 
combination of ʺransomʺ and ʺmalware,ʺ reflecting its fundamental mechanism of encrypting digital 
information in exchange for a monetary payment, typically in the form of untraceable 
cryptocurrencies such as Bitcoin [54]. An individual, a business, a healthcare institution, a 
government agency, and critical infrastructure are the primary targets of this type of cyberattack. As 
a result, there are severe operational disruptions, financial losses, and reputational damage. 
Ransomware is typically deployed in a multi-stage attack chain that includes reconnaissance, 
delivery, installation, command-and-control (C2) communications, encryption, and extortion. 
Crypto-ransomware, the most prevalent and damaging variant, locks user files using strong 
encryption algorithms, making data recovery nearly impossible without the attackerʹs decryption key 
[55]. An additional variant of ransomware, locker ransomware, locks the victim out of their system 
by freezing the user interface or displaying a message demanding payment in full screen. As a result 
of ransomware attacks, organizations are often faced with significant costs related to downtime, legal 
and compliance costs, and costs associated with incident response and system recovery in addition 
to data loss. In recent years, the number of ransomware attacks has increased dramatically, with a 
73% increase year-over-year, posing a growing threat to global cybersecurity and causing 
organizations to incur billions of dollars in losses [55].  

Historically, ransomware is believed to have originated in 1989 when the first documented 
attack referred to as the ʺAIDS Trojanʺ or ʺPC Cyborg.ʺ It was orchestrated by Dr. Joseph Popp, an 
American biologist, who handed out 20,000 floppy disks to participants at a World Health 
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Organization conference on AIDS in 1989. A malicious code was hidden on the disks, disguised as 
educational resources to aid in the research of AIDS, which remained dormant until the computer 
had to be rebooted ninety times for it to become active [56,57]. Upon reaching this threshold, the 
malware would encrypt the file names and hide directories on the victimʹs computer, making them 
inaccessible to the user. It was then a ransom note that appeared on the screen, requesting that $189 
be sent to a postal box in Panama in order for the files to be returned to the user. It is true that the 
encryption method used in the AIDS Trojan was relatively primitive and could be reversed without 
paying the ransom, but the attack also marked a pivotal moment in cybercrime history as it is believed 
that it was the first instance of malware used to extort money from victims. As rudimentary as it may 
seem, the AIDS Trojan introduced the concept of digital extortion, which would go on to evolve into 
the sophisticated ransomware campaigns we see today despite its simple nature [58].  

The ransomware industry has evolved a great deal since the AIDS Trojan was introduced, both 
in terms of technical complexity and the scale of its impact. Despite being relatively rare in the early 
2000s, ransomware remained relatively unsophisticated at the time, and it often relied on social 
engineering techniques to trick users into downloading malicious software [59]. Since the advent of 
powerful encryption algorithms and the rise of anonymous digital currencies such as Bitcoin in the 
2010s, ransomware has become a highly profitable field of criminal activity. ʺRansomware as a 
Serviceʺ (RaaS) has become a very popular way for cybercriminals, even those without technical 
skills, to launch attacks by purchasing ready-made malware kits on the dark web [59]. Due to this 
democratization of cybercrime, there has been a significant increase in the incidence of ransomware. 
Examples of notable attacks in the past include WannaCry and NotPetya attacks in 2017, which 
exploited vulnerabilities in Windows systems to spread rapidly across global networks, affecting 
hundreds of thousands of computers in more than 150 countries at the same time [60]. This attack 
demonstrated the potential of ransomware to disrupt critical infrastructures including hospitals, 
transportation systems, and financial institutions in a way that has never been seen before [60]. 

 
It has been reported that ransomware tactics have grown increasingly sophisticated in recent 

years, with new attack strategies such as double and triple extortion being developed. As part of a 
double extortion scheme, the attackers not only encrypt the victimʹs data, but they also exfiltrate 
sensitive information out of the victimʹs computer, threatening to leak it to the public if the ransom 
is not paid [61]. A triple extortion attack takes the extortion to another level by putting the threat of a 
distributed denial of service attack (DDoS attack) or a public exposure in front of the victimʹs 
customers, partners, or third parties. It is becoming increasingly difficult to detect adversarial 
ransomware, where attackers use machine learning techniques to evade detection by AI-based 
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security systems. The emergence of adversarial ransomware has made defence efforts even more 
challenging [61]. As an additional factor, zero-day ransomware exploits previously unknown 
vulnerabilities in software, allowing attackers to infiltrate systems before patches or defences are 
available to deal with them. It is because of these advanced techniques, in combination with lateral 
movement within a network, that modern ransomware campaigns have become more persistent and 
destructive than ever before [62]. Ransomware has evolved over the years as a result of a continuous 
arms race between cybercriminals and cybersecurity specialists. As early ransomware such as the 
AIDS Trojan relied on simple file obfuscation, todayʹs variants of the virus rely on sophisticated 
encryption, stealth techniques, and AI-driven evasion methods to prevent being detected. 
Increasingly, artificial intelligence is being used in both attack and defence, highlighting the need for 
equally advanced detection mechanisms, such as machine learning and deep learning models, to 
identify and mitigate threats in real-time as AI becomes more prevalent [62]. Although technological 
advancements have been made in cybersecurity, the human element-such as phishing and social 
engineering-remains a primary vector for the delivery of ransomware, regardless of technological 
advances. Ransomware continues to evolve at a rapid pace, and with it, the strategies to combat it 
must also evolve, including the development of improved threat intelligence, stronger backup 
systems, proactive monitoring of networks, and international cooperation in law enforcement 
agencies [63]. When it comes to developing effective countermeasures against ransomware, as well 
as building resilient digital ecosystems to face this persistent and growing threat, understanding the 
origins and development of this threat is crucial [63].  

 

Categories of Ransomware Attacks: 

During the past few years, ransomware has evolved significantly, becoming categorised according 
to varied technical and operational characteristics. For developing effective defence strategies and 
comprehending the complexity of modern cyber threats, it is essential to understand these 
categories. In this comprehensive study, ransomware is classified based on attack vectors, 
encryption mechanisms, and deployment strategies, and notable examples that demonstrate their 
sophistication and diversity are provided. 

Classification by Attack Vectors 

1.A: Email-Based Attack Vectors:  
This is one of the most common methods of deploying ransomware as the initial infection 

method. The majority of these ransomware attacks leverage phishing emails that contain malicious 
attachments or links that, when clicked, trigger the infection process by triggering the execution of a 
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ransomware virus [64]. This approach is exemplified by WannaCry ransomware that spreads quickly 
through organizations by exploiting email vulnerabilities and network propagation capabilities in 
order to spread rapidly through a network [64,65]. Similarly, Locky ransomware became famous for 
its sophisticated email campaigns that disguised malicious payloads within seemingly legitimate 
business documents, demonstrating how attackers continually refine their social engineering 
techniques in order to overcome user awareness and technical defences through sophisticated email 
campaigns disguised within seemingly legitimate business documents [65,66]. 

1.B: Network-Based Attack Vectors:  
The primary purpose of this kind of attack is to gain unauthorized access to target systems by 

exploiting vulnerabilities in network protocols and services. It is important to note that the WannaCry 
outbreak of 2017 serves as a prime example of it, as it exploited vulnerabilities in Microsoftʹs Server 
Message Block (SMB) protocol by using the EternalBlue exploit [67]. In the end, this attack vector was 
very effective in spreading WannaCry across a wide range of networks without requiring any 
interaction from the users, affecting hundreds of thousands of computers worldwide within a few 
days [67,68]. The impact of network-based attacks is often magnified by the fact that they are often 
launched using known vulnerabilities that have not yet been patched, which highlights the need for 
timely security updates and network segmentation strategies [68].  

1.C: Web-Based Attack Vectors:  
Ransomware payloads are delivered via compromised websites, malicious advertisements, and 

drive-by downloads using a variety of malicious methods. A sophisticated example of this type of 
exploit kit is called Angler, which is capable of detecting browser and plugin vulnerabilities in order 
to download and execute ransomware without the userʹs knowledge or consent [69,70]. It is common 
for these attacks to target popular websites with high volumes of traffic in order to maximize potential 
victim exposure while at the same time leveraging legitimate web infrastructure in order to conceal 
malicious activities from detection [70]. 

 

Classification by Encryption Mechanisms  

2.A: Crypto-Ransomware:  
It is the most sophisticated and destructive category of ransomware, employing advanced 

cryptographic algorithms to encrypt the files of their victims and render them inaccessible until they 
have paid the ransom. As part of this category, we have some of the most notorious ransomware 
families, including CryptoLocker, which was one of the first ransomware families to use RSA 
encryption with safe key management practices [71]. There is another approach within this category 
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of malware, the Petya ransomware family, which targets the master boot record (MBR) in order to 
encrypt all of the files on the hard drive rather than encrypting individual files, essentially rendering 
the system inoperable until it is repaired [71]. 

2.B: Locker Ransomware:  
Instead of encrypting files at the file level, this type of security focuses on limiting access to the 

operating system and other critical functions of the system without encrypting any files themselves. 
A good example of this is the Police Trojan family, which displays fake police warnings that claim 
illegal activities have been detected and demands payment in order to regain access to the system. In 
spite of the fact that crypto-ransomware is generally less destructive, locker variants can still disrupt 
operations and serve as precursors to more sophisticated attacks, despite the fact that they are 
generally less destructive [72]. 

2.C: Hybrid Encryption Approaches:  
Combining multiple encryption techniques with the aim of maximizing damage and 

complicating recovery efforts is a common practice. An example of this evolution can be seen in the 
Satan ransomware family, which utilizes both file encryption and system locking mechanisms, while 
incorporating additional features such as the ability to exfiltrate data as well. Currently, hybrid 
attacks represent the trend towards multi-faceted attacks that have the ability to simultaneously 
threaten the confidentiality of data, the availability of the system, and the reputation of the 
organization [73]. 

 
Classification by Deployment Strategies 

3.A: Ransomware-as-a-Service (RaaS) Models: 
It has revolutionized the landscape of ransomware in the last few years by democratizing access 

to sophisticated attack tools on a large scale. A prominent example of this business model can be seen 
in the DarkSide ransomware group, which provides affiliate attackers with comprehensive attack 
infrastructure, technical support, and profit-sharing arrangements [74]. As a result of this approach, 
cybercriminals have had a significant reduction in entry barriers and have also been able to scale 
attack operations rapidly. It is a widely known fact that the Colonial Pipeline attack of 2021, which is 
attributed to DarkSide affiliates, showed the devastating potential of RaaS operations when targeting 
critical infrastructure, causing widespread fuel shortages and exposing the strategic implications of 
ransomware attacks [74,75]. 

3.B: Targeted Attack Strategies:  
Focus on high-value targets such as healthcare institutions, government agencies, and critical 

infrastructure providers, in order to maximize the chances of success. In this category, there is the 
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Ryuk ransomware family, which employs extensive reconnaissance techniques and lateral movement 
techniques to maximize damage within targeted organizations as best as possible. As part of these 
attacks, attackers often study target environments for months in advance, identify critical systems, 
and plan coordinated strikes designed to inflict maximum operational disruption while ensuring 
reliable ransom collection mechanisms are in place so they can collect ransoms as quickly as possible 
[75]. 

3.C: Mass Distribution Campaigns:  
Prioritize volume over precision, making sure to cast wide nets in order to infect as many 

systems as possible while at the same time relying on statistical probabilities to generate a profit. As 
a prime example of this approach, the Bad Rabbit ransomware campaign spreads rapidly through 
compromised websites and affects numerous organizations across multiple countries and continents 
simultaneously through the use of compromised websites. It is important to note that despite the 
relatively modest size of individual ransom demands, the aggregate impact of mass campaigns can 
be substantial, particularly when targeting areas with limited cybersecurity infrastructure [76,77].  

3.D: Double and Triple Extortion Strategies:  
The latest evolution of ransomware has been to combine traditional encryption attacks with data 

theft and additional pressure tactics to create the ultimate ransomware attack. The Maze ransomware 
group was the first to implement a double extortion approach, which involves stealing sensitive 
information before encrypting it, and then threatening public release unless ransom demands are met 
[78]. There has also been a refinement in the Conti ransomware family, implementing triple extortion 
elements such as distributed denial-of-service (DDoS) attacks and direct customer harassment, which 
have been incorporated in order to maximize pressure on victim organizations [78]. 

 
Emerging Trends and Future Implications 

Despite the fact that the ransomware landscape continues to evolve at a rapid pace, attackers 
have continued to implement new techniques to overcome defensive measures and maximize their 
profits. Recently, we have seen the emergence of Rust-based ransomware families such as BlackCat 
(ALPHV), which utilize modern programming languages in order to enhance performance and evade 
detection by using modern programming languages. As well, the targeting of cloud infrastructure 
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and the Internet of Things (IoT) devices represents an expansion of attack surfaces that requires a 
change in defensive approach to effectively defend against them [79].  

Due to the increasing sophistication of Initial Access Brokers (IABs), there has been a growth in 
the specialized markets for network access, which has enabled ransomware operators to concentrate 
on payload development and execution while outsourcing the initial compromise activities to third 
parties. By dividing the work between different groups of individuals, ransomware operations have 
become more professionalized and more effective attack methods have been developed as a result 
[79,80]. In recent years, ransomware has evolved from encrypting files to combining exploitation of 
technical exploitation with psychological manipulation as part of a complex, multi-stage attack. As a 
result of the integration of artificial intelligence, cryptocurrency, and advanced evasion techniques, 
modern ransomware is increasingly resilient and more difficult to detect. For comprehensive defence 
strategies that address all the potential threats to the system, it is essential to have a good 
understanding of these diverse ransomware categories [80].  

It is essential that organizations implement layered security approaches that account for a 
variety of attack vectors, encryption mechanisms, and deployment strategies while remaining aware 
of emerging trends that may call for adaptive defensive measures to be implemented. As ransomware 
tactics continue to evolve and become increasingly sophisticated, the importance of proactive 
cybersecurity measures to protect critical digital assets as well as the need for ongoing vigilance 
regarding the protection of those assets cannot be overstated [81]. In recent studies, it has been 
demonstrated that effective defence requires a multilayered approach that includes real-time 
monitoring, behavioural analysis, diverse datasets for training AI models, and hybrid methods of 
detection involving a combination of static and dynamic features in order to be effective [81,82].  

A growing number of sandbox environments and feature parsers are being used to analyse API 
calls, registry changes, and file operations to enable more accurate identification of ransomware 
behaviour. Even so, there remain significant obstacles that need to be overcome, such as concept drift, 
the insufficient real-world evaluation of deep learning models, and the inability to develop 
standardized benchmark datasets. As ransomware threats become increasingly sophisticated, it is 
critical to address these gaps through collaborative research, improving dataset diversity, and 
ensuring that AI frameworks are adaptive in order to stay ahead of these threats [82]. 
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How the Ransomware Attack Chain Works: A Scientific and Technical Analysis 
A ransomware attack is regarded as one of the most disruptive and financially damaging forms 

of cybercrime that exists in the modern digital landscape. Ransomware attacks have a structured, 
multi-stage process known as the ransomware attack chain in which the attackers systematically 
compromise systems, escalate privileges, spread laterally, exfiltrate data, and ultimately encrypt 
critical assets in order to extort payment from their victims [83,84]. In order to develop robust 
defensive strategies, it is essential to understand this chain of events. The attack chain aligns closely 
with the Cyber Kill Chain® model as well as the MITRE ATT&CK framework, which includes stages 
ranging from the initial access to the final impact. There are several phases in the lifecycle of a 
ransomware attack and each phase is described in the scientific analysis, along with the technical 
mechanisms employed at each phase [85–87]. 

Reconnaissance and Initial Access 
In the beginning of an attack chain, threat actors identify potential targets by scanning for 

vulnerabilities in systems that can be exposed to the public, such as exposed Remote Desktop 
Protocol (RDP) ports, unpatched web servers, or a misconfigured cloud storage system. Several 
automated tools are available for locating vulnerable infrastructure, including Shodan and Censys 
for example. The initial access to a target is achieved by a variety of techniques once a target has been 
selected. As a general rule, credential-harvesting websites or phishing emails with malicious 
attachments (e.g., weaponized Microsoft Office documents that contain embedded macros) are the 
most common methods for harvesting credentials from users. If a user enables macros, Visual Basic 
for Applications (VBA) scripts will execute, downloading the first-stage payload-often a dropper or 
a downloader-onto the computer as soon as the macros are enabled [88]. 

A second approach to gaining direct access to a server is to exploit known software 
vulnerabilities (e.g., Log4Shell, ProxyShell) or brute-force weak RDP credentials to gain access 
directly. Exploitation tools such as Metasploit or custom exploit kits are frequently used to carry out 
exploits. The attack begins with a low-privilege user account, which provides the attacker with a 
persistent presence in the network once the attacker establishes the initial foothold [88]. 

Execution and Payload Delivery 
After gaining access to the system, the attacker proceeds to execute the code in order to deliver 

and activate the malicious payload. To evade detection, the payload is often delivered in stages in 
order to evade detection. A first step in the ransomware attack is to deploy a lightweight loader that 
decrypts and injects the main ransomware binary into the memory, a technique called process 
injection (e.g., by using CreateRemoteThread or QueueUserApc, for example). By doing this, the 
malware is able to operate without leaving any traces on disk, which is beneficial to forensic analysis 
[89]. 

Ransomware, such as LockBit, REvil, or BlackCat (ALPHV), are often exploiting fileless malware 
techniques to execute malicious commands on the target system, using legitimate system tools such 
as PowerShell and Windows Management Instrumentation (WMI) to execute the malicious code. By 
using PowerShell, for instance, attackers may be able to download and execute the ransomware via 
Invoke-WebRequest from a remote server, bypassing traditional antivirus solutions that monitor file-
based threats and executing the ransomware on a local computer [89]. 

Persistence and Privilege Escalation 
In order to maintain long-term access to a computer, attackers may create scheduled tasks, 

modify the registry run keys, or install Windows services in order to accomplish long-term access. 
By making use of these mechanisms, the malware can survive reboots and user logouts without being 
affected. For instance, if a scheduled task is configured to run the ransomware payload at regular 
intervals, then the ransomware will be automatically executed [90]. 

The next step in this process is to escalate privileges to be able to gain administrative access to 
the system. Attackers exploit local vulnerabilities (for example, Windows kernel exploits like 
PrintNightmare) or misuse permissions which are misconfigured (for example, weak service 
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permissions via SeImpersonatePrivilege) to gain access to systems. There are tools available such as 
Mimikatz that are capable of extracting plaintext passwords, hash values, or Kerberos tickets from 
memory, making it possible for the attacker to move lateral and gain domain dominance [90]. 

Lateral Movement 
By obtaining elevated privileges, the attacker is able to start lateral movement through the 

network in order to expand their control. This is typically achieved using pass-the-hash techniques 
or pass-the-ticket techniques, which are methods by which stolen credentials can be reused to 
authenticate to other systems without having to crack the passwords of those systems. The attacker 
may deploy the ransomware to additional hosts by using built-in tools that come with Windows, 
such as PsExec, WMI, and Remote Services that are available on the system [91]. 

Tools like Nmap or BloodHound (which maps Active Directory relationships in a network) can 
be used to scan a network for high value targets, such as domain controllers, file servers, and backup 
systems. In many cases, attackers use Windows Admin Shares (C$, ADMIN$) and SMB (Server 
Message Block) protocols to copy and execute payloads across networks using the Windows Admin 
Shares and SMB protocols [91]. 

Data Exfiltration (in Double Extortion Attacks) 
As part of the double extortion ransomware campaign, one of the hallmarks of modern threats, 

the attacker exfiltrates sensitive data before encrypting it. The next phase of the attack involves 
identifying and compressing valuable data (e.g., financial records, customer information, intellectual 
property) and then transferring it over encrypted channels to attacker-controlled servers (e.g., 
HTTPS, FTPS, or custom protocols) under the control of the attacker [92]. The process of exfiltrating 
data is often carried out using steganography, DNS tunneling, or cloud storage applications (such as 
Dropbox, Google Drive), in which malicious traffic is blended with legitimate traffic on a network. 
When the victim refuses to pay the ransom, the attacker threatens to publish or sell the data on dark 
web forums if the victim refuses to pay the ransom [92]. 

Command and Control (C2) Communication 
The compromised systems remain in constant communication with the attackerʹs command and 

control (C2) infrastructure throughout the attack. As a result, the attacker is able to issue commands, 
upload stolen data, and receive notifications about the status of the attack. As a consequence, domain 
names can be dynamically generated by C2 channels using domain generation algorithms (DGAs), 
which makes it more difficult for them to be taken down. There is an increasing tendency for 
communication to be encrypted using TLS in order to avoid network monitoring [93]. As part of their 
covert operations, some ransomware families use peer-to-peer (P2P) C2 models or legitimate cloud 
services (e.g., Discord, Telegram) as covert communication channels. This makes detection of these 
attacks more difficult [93]. 

Encryption and Impact 
The last and most destructive phase of the process is the encryption of the data. Before encrypting 

the data, the ransomware disables security mechanisms by terminating processes connected to antivirus 
software, backup agents, and database services (e.g., sqlservr.exe, vssadmin.exe), before encrypting the 
data. The command vssadmin delete shadows /all /quiet can also be used to delete Volume Shadow 
Copies. This will prevent the recovery of Volume Shadow Copies from being performed [94]. During the 
encryption phase, asymmetric cryptography is employed, which is usually a combination of RSA for the 
key exchange and AES for the bulk encryption of data. Each file is assigned an individual AES session 
key, and this key is then encrypted with the attackerʹs public RSA key in order to create an AES session 
key. As a result of the encrypted AES key being stored along with the encrypted file, only the attacker 
with their private key will be able to decrypt the file [94,95]. A ransomware program targets specific file 
extensions (like .docx, .xlsx, .pdf, and .sql), encrypting them recursively across local drives, network 
shares, and cloud-synchronized folders (e.g., .docx, .xlsx, .pdf, .sql). In order to maximize speed, the 
encryption process is usually multi-threaded in order to minimize the period in which it can be detected 
and responded to [95]. 
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Ransom Note and Extortion 
As soon as the encryption process is complete, the ransomware drops a ransom note (e.g., 

README.txt, HOW_TO_DECRYPT.html) in each directory that has been affected. This note has 
instructions on how to contact the attacker, usually via a Tor-based payment portal, and demands 
payment in cryptocurrency (e.g., Bitcoin, Monero) in exchange for the decryption key in exchange for 
the note [96]. A triple-extortion attack occurs when attackers escalate pressure on a victim by 
launching DDoS attacks against the victimʹs public services or directly contacting the victimʹs clients 
and partners so that they can increase the reputational damage done to the victim [96]. 

Post-Attack and Attribution Challenges 
A decryption tool may be provided by the attacker after payment (if payment has been made). 

Despite this, there is no guarantee of a complete recovery of data, and some variants of the software 
contain bugs that prevent they from being decrypted. As a result, the forensic analysis of the attack 
is complicated by the use of anti-forensic techniques, such as the deletion of logs, the manipulation 
of timestamps, and the obfuscation of code [97]. 

It has become increasingly difficult to attribute attacks due to the increasing use of ransomware-
as-a-service (RaaS) models, in which ransomware is leased out to affiliates who carry out attacks and 
share the profits with developers. The effect of this is not only to decentralize responsibility, but also 
to obscure where the attack originated [98]. 

The ransomware attack chain is generally characterized by an orchestrated sequence of technical 
operations designed to penetrate, persist, escalate, move laterally, exfiltrate, and encrypt data in order 
to gain financial benefits. Throughout the process, specific tools, protocols, and vulnerabilities are 
leveraged, often blending legitimate administrative functions with malicious intent in an effort to 
evade detection. Defense-in-depth strategies are required for defending against such attacks [99]. This 
includes endpoint detection and response (EDR), network segmentation, regular patching, user 
awareness training, and immutable backups. Understanding the scientific basis of the ransomware 
lifecycle will enable organizations to better anticipate, detect, and mitigate these evolving threats in 
a world where cyber dependency is increasing [99]. 
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Emerging Trends of Ransomware Attacks and Their Cybersecurity Implications 
During the course of 2025, ransomware attacks have evolved into a multifaceted and highly 

adaptive threat landscape, characterized by the proliferation of Ransomware-as-a-Service (RaaS), the 
rise of multi-layered and double extortion tactics, and increasingly targeted attacks on critical 
infrastructure. As a result of these developments, opportunistic attacks are gradually being replaced 
by strategic, high-impact campaigns orchestrated by sophisticated cybercriminal syndicates and, in 
some cases, ideologically motivated hacktivist groups, which are orchestrating these campaigns 
[100]. By democratizing the access to ransomware tools through the RaaS model, even low-skilled 
actors have been able to launch devastating attacks by purchasing pre-built malware kits and 
leveraging a criminal ecosystem that includes developers, affiliates, initial access brokers, and money 
launderers to carry out their attacks [100]. There has been an increase in the number of ransomware 
variants and attack frequency due to the commodification of ransomware, with groups like Akira, 
RansomHub, Qilin, and Cl0p dominating the threat landscape through aggressive tactics and 
technical sophistication. In the initial stages of gaining access to the cloud infrastructure, these groups 
exploit vulnerabilities found in public-facing applications, remote access services, and cloud 
infrastructure, often through phishing attacks, credential abuse, and supply chain compromises. 
Once they have gained access to system resources, they employ sophisticated techniques to evade 
detection and stay undetected, including the use of PowerShell scripting, in-memory execution, and 
Bring Your Own Vulnerable Driver (BYOVD) attacks [101]. 

Several high-profile RaaS platforms have operated on underground forums with customer 
support, service-level agreements, and affiliate dashboards, reflecting a level of operational 
sophistication previously unseen in cybercrime. The modular, scalable nature of RaaS has resulted in 
an exponential increase in attack volume, with ransomware incidents reported every six minutes in 
Australia alone, according to the ASD Cyber Threat Report 2022–23. As a result, cybersecurity 
defences must no longer assume that attacks are isolated or amateurish. Rather, they must prepare 
for the threat of persistent, well-resourced adversaries who will utilize industrialized attack 
frameworks to conduct attacks [102]. 

Along with the proliferation of RaaS, the double extortion model has become a standard tactic 
among ransomware operators. The traditional function of ransomware is to encrypt a victimʹs data 
and demand payment in order to decrypt it. However, modern attackers are now combining 
encryption with data exfiltration, raising the possibility of leaking or selling sensitive information if 
the ransom is not paid [102]. This strategy significantly increases the pressure on victims, as the 
consequences of non-payment include reputational damage, regulatory penalties, and legal liability 
under frameworks such as GDPR, CCPA, and Australian Privacy Principles (APPs), in addition to 
operational disruption. As an example, in 2023, the LockBit ransomware group exfiltrated and 
publicly leaked data from several healthcare and financial institutions after failed negotiations. In 
this regard, the evolution reflects a shift from pure data denial to information-based coercion, in 
which the value of the data itself becomes the primary weapon [103]. It has been reported that some 
groups have escalated to triple extortion, including direct contact with a victimʹs clients and business 
partners as well as denial-of-service attacks. The purpose of these tactics is to exploit the growing 
concern regarding data privacy and compliance in order to force organizations to make difficult 
choices between paying ransoms and risking public exposure [103]. 

Additionally, it is alarming to see that targeted attacks are becoming more common, including 
attacks on medical infrastructure, energy infrastructure, transportation infrastructure, and 
government utilities [104]. It is in these sectors that cyber attacks are more likely to succeed due to 
the high dependence on continuous operations in these industries and the devastating consequences 
of any downtime. In 2021 there was a major attack against the Colonial Pipeline, causing fuel supplies 
to be disrupted across the United States of Americaʹs East Coast, exemplifying how a single 
ransomware attack can cause economic and social disruptions on a national scale [104]. Furthermore, 
attacks against hospitals during the pandemic highlighted the life-threatening implications of 
encrypting patient information and disrupting medical systems, which happened during the 
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pandemic [105]. As a consequence, cybercriminals realize that critical infrastructure operators are 
more likely to pay ransoms quickly to restore services, making them high-value targets for 
cybercriminals. An enormous amount of reconnaissance and lateral movement within networks is 
often preceded by these types of attacks, which indicate a shift from broad, automated campaigns to 
highly targeted, manual intrusions in the form of these attacks [105]. There are many advanced 
techniques used by threat actors, including pass-the-hash, credential dumping with Mimikatz, and 
the exploitation of zero-day vulnerabilities, which are often used to gain persistent access and escalate 
privileges before they deploy ransomware on a system. Consequently, there is a clear implication for 
cybersecurity: perimeter-based defences are no longer sufficient in todayʹs world. Detecting and 
responding to stealthy, multi-stage intrusions requires organizations to adopt zero-trust 
architectures, network segmentation, and continuous monitoring in order to detect and respond to 
stealthy, multi-stage intrusions [105]. 

It is clear that the convergence of these trends, such as RaaS, double extortion, and critical 
infrastructure targeting, has created a more adaptive, resilient, and dangerous ransomware 
ecosystem. With the help of RaaS, new ransomware variants can be quickly developed and 
distributed, while double extortion increases the profitability and psychological leverage of a 
ransomware attack [106]. Using targeted attacks ensures that the impact of the attack is maximized 
and that the ransom yield is higher. The use of crypto-currencies to facilitate anonymized payments, 
as well as dark web leak sites that provide access to public data has created a self-sustaining criminal 
economy that operates outside of the reach of regular law enforcement agencies [106]. 

In light of these evolving tactics, it is imperative that cybersecurity defence strategies undergo a 
fundamental change. In the first instance, proactive threat intelligence and behavioral analytics are 
crucial to detecting early signs of compromise, such as unusual patterns of data access or lateral 
movement. The second step is to develop robust backup and recovery protocols, including 
immutable, air-gapped backups, in order to reduce the need for ransom payments [107]. As a third 
step, employee awareness training should emphasize the use of phishing and social engineering 
techniques in the initial access process. Four, regulatory compliance frameworks must be integrated 
with technical controls to ensure that sensitive data is classified and protected in accordance with risk 
levels, as demonstrated in the Sensitive Data Recognition System architecture. Last but not least, 
collaboration between the public and private sectors, as well as the sharing of information, are 
essential to disrupting ransomware operations and destroying criminal networks [107]. 

III. Systematic Evaluation Framework of AI-Based Ransomware Detection 

Ransomware Datasets: 
Development and evaluation of AI-based ransomware detection systems are critically 

dependent on the availability of high-quality, diverse, and representative datasets that reflect the 
evolving threat landscape. Over the past few years, ransomware attacks have evolved significantly, 
primarily due to the advent of Ransomware-as-a-Service (RaaS), multi-stage extortion techniques, 
increased attacks on critical infrastructure, the emergence of Initial Access Brokers (IABs), Rust-based 
malware development, and attacks on platforms such as Internet of Things and cloud-native 
environments [108]. To train and evaluate detection models, these shifts require corresponding 
advancements in the datasets that are used. Datasets such as StratosphereIPS Ransomware, ISCX-
Ransom2021, CTU-Ransomware-NetFlows, CIC-MalMem2022, and MalContainer-RW are valuable 
resources, but they often fail to capture these modern attack vectors in their entirety [108]. 

In the past few years, ransomware-as-a-service (RaaS) has democratized cybercrime by enabling 
technically unsophisticated actors to launch sophisticated attacks using pre-built, subscription-based 
ransomware platforms such as LockBit, BlackCat (ALPHV), and REvil. Compared to traditional 
detection methods, this model introduces a degree of modularity and rapid iteration [109]. However, 
most existing datasets do not explicitly label or distinguish between RaaS variants and custom-built 
ransomware, nor do they capture the infrastructure lifecycle associated with affiliate programs, such 
as C2 server patterns, affiliate panels, or payment portals [110]. Despite the fact that datasets like 
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HybridAnalysis / MalwareBazaar provide sandboxed execution logs, they often do not include 
contextual metadata about a ransomwareʹs origin or distribution model, which limits their 
effectiveness when training AI models to detect RaaS-specific behaviour [110]. 

Extortion techniques that involve multiple stages, such as double and triple extortion, have 
evolved significantly beyond simple data encryption. Todayʹs ransomware operators routinely 
exfiltrate sensitive data before encryption (double extortion) and may follow up with distributed 
denial-of-service (DDoS) attacks or direct harassment of customers (triple extortion). In spite of this, 
many datasets focus primarily on the encryption phase of the data theft process, ignoring the earlier 
stages of data theft and command-and-control (C2) communication [111]. For example, ISCX-
Ransom2021 and CTU-Ransomware-NetFlows include network traffic, but do not clearly 
differentiate between reconnaissance and C2 traffic before and after encryption. Consequently, this 
gap hinders the development of AI models capable of detecting early-stage malicious behaviour, such 
as unusual data access patterns or lateral movement, which are essential for proactive defence 
[112,113]. 

Critical infrastructure, such as healthcare, energy, transportation, and government systems, is 
increasingly vulnerable to ransomware attacks, as demonstrated by the Colonial Pipeline incident. 
The majority of these attacks involve prolonged dwell times, manual intrusions, and domain-specific 
techniques. It is important to note, however, that most public datasets are collected in controlled 
laboratory environments using generic Windows executables, which do not simulate the complex, 
heterogeneous networks that are characteristic of critical infrastructure [113]. A notable exception is 
the StratosphereIPS Ransomware dataset, which offers real-world captures with detailed process 
trees and Sysmon logs, but it does not reflect industrial control systems (ICS) or operational 
technology (OT) environments. Due to this limitation, AI models cannot be trained for anomaly 
detection in SCADA systems or other specialized infrastructures [113]. 

There is also an important blind spot regarding the role of Initial Access Brokers (IABs), who sell 
compromised credentials or remote access to corporate networks via dark web marketplaces [114]. 
IAB activity often precedes the deployment of ransomware, such as phishing, exploiting unpatched 
vulnerabilities (such as ProxyShell) or brute-forcing RDP connections [114]. There are, however, few 
datasets that include labeled examples of initial access techniques and do not correlate them with the 
subsequent execution of ransomware. This is addressed by the CIC-MalMem2022 dataset, which 
includes memory dumps, however it does not link these runtime artifacts to upstream access vectors 
[115]. In the absence of such a link, AI models cannot learn to detect the subtle indicators of 
compromise (IOCs) that precede the full-scale deployment of ransomware [115]. 

A new challenge has arisen with the emergence of Rust-based ransomware, such as BlackCat, 
because of Rustʹs memory safety, performance, and cross-platform capabilities, which make detection 
more difficult [116]. It is common for Rust binaries to contain low-level system interactions and anti-
analysis features that are not detectable by signature-based tools. Most datasets, however, contain 
mainly older, C/C++ or PowerShell-based malware, with little or no representation of Rust-compiled 
malware. Further, static analysis features (e.g., imported functions, string obfuscation) are 
significantly different between Rust binaries, which requires new approaches to feature engineering 
[116]. 

Lastly, ransomware has expanded its threat surface by targeting uncommon platforms such as 
Linux servers, IoT devices, and containerized environments. Datasets such as the PELICAN IoT 
corpus and MalContainer-RW represent important advances, offering traces of eBPF syscalls from 
Docker containers and MQTT-based IoT networks, respectively. These datasets [117], however, 
remain niche and underpopulated compared to the Windows-centric datasets. While the AndroZoo 
4-Layer Set includes Android malware, ransomware targeting mobile platforms is still 
underrepresented. The lack of diversity reduces the generalizability of AI models, which are often 
trained exclusively on Windows PE files and do not perform well when deployed in heterogeneous 
environments [117,118].  
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In general, existing datasets provide a foundation for research on ransomware, however they do 
not adequately represent the full spectrum of modern threats. The effectiveness of AI-based detection 
systems is limited by challenges related to availability (as a result of legal and ethical restrictions), 
diversity (across platforms, languages, and attack stages), and representativeness (as a result of real-
world, multi-phase attacks) [118,119]. Datasets in the future should include labeled examples of RaaS 
infrastructure, multi-stage extortion sequences, IAB activities, Rust-based malware, and attacks on 
non-traditional platforms. In addition, they should adopt standardized taxonomies - such as MITRE 
ATT&CK mappings - and support the fusion of multiple data sources in order to enable holistic, 
context-aware AI models capable of defending against the next generation of ransomware attacks 
[119]. 
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Public Datasets  

 
Links of public resources  

CIC-MalMem-2022 Datasets | Research | Canadian Institute for Cybersecurity | UNB 
CIC-AndMal2017 Datasets | Research | Canadian Institute for Cybersecurity | UNB 
EMBER GitHub - elastic/ember: Elastic Malware Benchmark for Empowering Researchers 
UNSW The UNSW-NB15 Dataset | UNSW Research 
VirusTotal 
Intelligence 

VirusTotal - Home 

MalShare MalShare 
IEEE DataPort  Dataset for Android Malware Detection | IEEE DataPort  
Android-
Malware-Datasets  

traceflight/Android-Malware-Datasets: Popular Android malware datasets  

CIC-IDS2017 Datasets | Research | Canadian Institute for Cybersecurity | UNB 
MaleVis 
University 
Research  

https://vision.ece.ucsb.edu/  

SOREL-20M GitHub - sophos/SOREL-20M: Sophos-ReversingLabs 20 million sample dataset 
IMPACT Cyber-
Trust 

IMPACT - Android Malware Dataset (Argus Lab)  

AAGM  
Kaggle Malware 
Detection 

Benign & Malicious PE Files 
 

Microsoft BIG-
2015 

Microsoft Malware Classification Challenge (BIG 2015) | Kaggle 

BODMAS whyisyoung/BODMAS: Code for our DLSʹ21 paper - BODMAS: An Open Dataset for 
Learning based Temporal Analysis of PE Malware. BODMAS is short for Blue 
Hexagon Open Dataset for Malware AnalysiS. 
 
BODMAS Malware Dataset 

CIC-AAGM -2017 Android Adware 2017| Datasets | Research | Canadian Institute for Cybersecurity | 
UNB  

Private Datasets 
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Links of private resources 

Ransomware-DB Static + dynamic analysis, encryption behaviour 
RanDroid APK analysis, encryption patterns, UI blocking  
CryptoLocker Analysis Set Behavioural logs, encryption analysis, network traces  
Locky Behaviour Datasets API calls, file operations, registry modifications  
WannaCry Lab Collections Network propagation, vulnerability exploitation, encryption  
Ryuk Analysis Suite  Enterprise attack chains, lateral movement, privilege escalation  
Maze double-extortion set Data exfiltration patterns, encryption behaviour, C2 communication  
RaaS Lab collection  RaaS platform analysis, affiliate samples, payment mechanisms  

B. Data Analysis: 
A multifaceted approach is employed to analyse ransomware datasets, which includes static, 

dynamic, and hybrid analysis, statistical modelling, anomaly detection, and pattern recognition. In 
order to better understand ransomware behaviour and improve detection capabilities, each of these 
methods contributes uniquely [120,121]. It remains, however, a challenge to detect threats in real 
time, handle obfuscation, reduce false positives, and ensure that datasets are of high quality. In order 
to build adaptive, transparent, and effective ransomware detection systems, future research must 
focus on developing robust hybrid models, integrating memory analysis, and leveraging explainable 
artificial intelligence [122]. 

During static analysis, features such as Portable Executable (PE) file headers, imported libraries, 
section entropy, and opcode sequences are analysed without executing ransomware binaries [123]. 
The method is fast, safe, and does not require kernel privileges or virtualized environments, so it is 
suitable for screening large datasets in a preliminary manner. The static analysis of ransomware is 
limited by its inability to detect obfuscated, packed, or crypted payloads, which are common methods 
for evading detection used by modern ransomware [124]. The statistical analysis of static features, 
however, has proven useful in identifying patterns across ransomware families, enabling researchers 
to classify samples based on metadata anomalies or structural irregularities. For instance, studies 
have employed statistical models to analyse PE file characteristics and detect deviations indicative of 
malicious intent, but these methodologies are less effective when dealing with polymorphic or 
metamorphic ransomware [124,125]. 

Description of static 
analysis  

Detects structural and syntactic features such as headers, opcodes, and imported 
libraries in ransomware binaries without executing them 

Key techniques and 
approaches  

Disassembly using IDA Pro, Ghidra, radare2, OllyDump 
Opcode sequence extraction 
PE header analysis (e.g., section entropy, imports) 
N-gram analysis of opcodes 
TF-IDF for feature weighting 
Use of pefile, DIE, Distorm3 librarie 

Tools & Frameworks IDA Pro, Ghidra, radare2, OllyDump, pefile, DIE, Distorm3 
 

Relevant findings & 
applications 

Extracts features like strings and API calls pre-execution 
Vulnerable to packing/obfuscation  
Effective for initial triage but limited against advanced evasion techniques 
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Description of 
statistical analysis  

Applies statistical methods to quantify and interpret patterns in ransomware 
data, often used in preprocessing and feature evaluation. 

Key techniques and 
approaches  

Handling missing values (mean/median imputation, removal) 
Noise reduction (binning, regression) 
Data discretization and generalization 
Dimensionality reduction (PCA, LDA, GDA) 
Outlier detection and duplication removal 

Tools & Frameworks Python (Pandas, Scikit-learn), R, WEKA 
Relevant findings & 
applications 

Improves data quality and model performance 
Mutual Information (MI), Chi-Square, and RFE used for feature selection in 
MLRan 
Balances class distributions and reduces false positives through preprocessing 

The dynamic analysis, on the other hand, entails running ransomware samples in a controlled 
environment, such as a sandbox, in order to observe how they behave during their runtime. It 
captures system-level activities such as file operations (e.g., mass encryption, file deletion), registry 
modifications, process creation, API calls, and network communications [126,127]. Dynamic analysis 
provides a deeper understanding of the operation of ransomware by monitoring these behavioural 
indicators in real time, strengthening its resilience to evasion techniques such as code obfuscation 
[128]. Although this approach is time-consuming and resource-intensive, it poses security risks 
because malicious code can be executed. Furthermore, many existing dynamic analysis frameworks 
are designed for outdated operating systems such as Windows 7, which makes them irrelevant for 
todayʹs threat landscapes [129]. Recent efforts emphasize the importance of up-to-date and diverse 
datasets covering multiple ransomware types—including crypto-ransomware, locker ransomware, 
ransomware-as-a-service (RaaS), and modern hybrid variants—over extended periods in order to 
enhance realism and representativeness. MLRan, for example, contains over 4,800 samples from 64 
ransomware families collected between 2006 and 2024, allowing for an analysis of a broad range of 
time and behaviour [130,131]. 

Description of dynamic 
analysis 

Involves executing ransomware in a controlled environment (e.g., sandbox) to 
observe runtime behaviour such as file operations, API calls, and registry 
changes. 

Key techniques and 
approaches  

Behavioural monitoring in sandboxes 
Logging system calls, file/directory operations, registry modifications, network 
activity 
API call sequence analysis 
Execution on multiple OS versions 
Repetitive execution for consistency 

Tools & Frameworks Cuckoo Sandbox, BitVisor, IRP Logger, ANY.RUN, Hybrid Analysis, VirusTotal 
Relevant findings & 
applications 

Captures real-time behaviours: encryption patterns, persistence mechanisms 
MLRan dataset uses Cuckoo Sandbox with 4,880 samples (2,330 ransomware, 
2,550 goodware) 
Most widely used method in public datasets (e.g., ISOT, MarauderMap, MIRAD) 

In hybrid analysis, the strengths of both static and dynamic approaches are combined to 
overcome the limitations of each approach separately. By integrating structural features from static 
analysis with run-time behavioural data from dynamic analysis, hybrid models are able to achieve 
higher levels of detection accuracy and robustness [132]. For example, some studies have used 
machine learning classifiers such as Random Forest (RF), Support Vector Machine (SVM), and 
Gradient Boosting Trees (GBT) trained on a combination of 72 static and 45 dynamic features selected 
through information gain, leading to improved F1-scores and reduced false positives [133,134]. 
Furthermore, hybrid analysis enables the development of more comprehensive features, including 
file system interactions, registry changes, network activity, and dropped files, which are often absent 
from existing public datasets. In spite of its promise, hybrid analysis remains underexplored in 
ransomware detection, with most research focused primarily on dynamic methods. It is 
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recommended that future work focus on the development of standardized hybrid frameworks that 
can be scaled and reproduced [135]. 

Description of hybrid 
analysis  

Combines static and dynamic analysis to improve detection accuracy by 
leveraging both structural and behavioural features. 

Key techniques and 
approaches  

- Integration of static features (e.g., PE attributes) with dynamic behaviours (e.g., 
API calls) 
- Multi-level profiling 
- Feature fusion from multiple sources 
- Sequential or parallel model integration 

Tools & Frameworks Custom pipelines combining static and dynamic tools 
Relevant findings & 
applications 

Achieves higher F1-scores and accuracy than single-method approaches 
Used in studies combining 72 static and 45 dynamic features selected via 
Information Gain 
Enhances robustness against obfuscated samples 
Recommended for comprehensive ransomware characterization 

Anomaly detection and patterns recognitions  
The detection of anomalies plays a crucial role in identifying previously unknown ransomware 

strains by recognizing deviations from normal behaviour. Unlike signature-based or rule-based 
systems, anomaly detection models learn the baseline behaviour of legitimate software and identify 
activities that deviate from expected patterns - such as rapid file encryption or unusual process 
spawning - as potentially malicious [136,137]. This context often makes use of machine learning 
algorithms, particularly unsupervised and semi-supervised models such as autoencoders and 
clustering techniques. It has been shown, for example, that convolutional autoencoders are capable 
of detecting novel ransomware by reconstructing input features and measuring the errors generated 
by the reconstruction [138,139]. Despite their effectiveness in detecting zero-day attacks, anomaly 
detection systems can produce false positives, particularly when benign applications exhibit atypical 
behaviour. Consequently, it is essential to balance specificity and sensitivity, with recall, precision, 
and F1-score being prioritized over raw accuracy, particularly in unbalanced datasets where 
ransomware samples outnumber benign ones [139]. 

Description of anomaly 
detection 

Identifies deviations from normal system behaviour to detect previously unseen 
(zero-day) ransomware. 

Key techniques and 
approaches  

Unsupervised/semi-supervised learning (e.g., autoencoders) 
Reconstruction error analysis 
Behavioural baselining 
Threshold-based alerting 
Real-time monitoring 

Tools & Frameworks Convolutional Autoencoders (CAE), Isolation Forest, One-Class SVM 
Relevant findings & 
applications 

Effective for detecting novel ransomware strains 
High sensitivity but prone to false positives 
SHAP and LIME used to explain anomalies and validate detections 

In addition to anomaly detection, pattern recognition can be used to identify recurring 
behavioural motifs associated with ransomware operations. Various techniques are used to capture 
the progression of ransomware activities - from infection to execution of the payload and encryption 
of data [140]. These techniques include finite-state machines and sequence modelling. Using these 
models, it is possible to identify temporal patterns within system calls and API invocation sequences, 
thus enabling early detection before significant damage is caused. XAI (Explainable Artificial 
Intelligence) methods such as SHAP (Shapley Additive Explanations) and LIME (Local Interpretable 
Model-agnostic Explanations) enhance pattern recognition by highlighting the most discriminative 
features that contribute to classification decisions. It is essential that models be interpretable in order 
to validate predictions and refine detection rules [141]. 
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Description of pattern 
recognition 

Identifies recurring behavioural or structural patterns associated with 
ransomware families or attack stages. 

Key techniques and 
approaches  

N-gram modelling of opcodes or API calls 
Sequence modelling (e.g., Markov chains, FSMs) 
Frequent pattern mining 
Clustering of similar behaviours 
Signature generation from common traits 

Tools & Frameworks TF-IDF, NLP techniques, clustering algorithms (K-means, DBSCAN) 
Relevant findings & 
applications 

Enables ransomware family classification 
TF-IDF preserves uniqueness of critical n-grams 
Frequent pattern mining helps in automated labelling and taxonomy construction 

In general, a critical challenge in all of these analytical methods is the quality and diversity of 
the underlying datasets. For an effective analysis, large, well-labelled, and representative datasets are 
required that capture the full spectrum of ransomware behaviours. Building reliable models requires 
consideration of factors such as sample size, temporal coverage, family diversity, and feature richness 
[142]. The scope of publicly available datasets is often limited, reproducible, or unrepresentative of 
features. Often, network-based indicators, system processes, or dropped files are not included. To 
address this issue, initiatives such as MLRan and GUIDE-MLRan provide standardized guidelines 
for creating datasets, emphasizing the authenticity of the samples, diversity, and extraction of 
comprehensive features. In this way, reproducible research is supported, and benchmarking is 
facilitated across different detection models [142]. 

Description of feature 
selection  

Identifies recurring behavioural or structural patterns associated with 
ransomware families or attack stages. 

Key techniques and 
approaches  

N-gram modelling of opcodes or API calls 
Sequence modelling (e.g., Markov chains, FSMs) 
Frequent pattern mining 
Clustering of similar behaviours 
Signature generation from common traits 

Tools & Frameworks TF-IDF, NLP techniques, clustering algorithms (K-means, DBSCAN) 
Relevant findings & 
applications 

Enables ransomware family classification 
Uses patch-based CNN and self-attention on opcode n-grams 
TF-IDF preserves uniqueness of critical n-grams 
Frequent pattern mining helps in automated labelling and taxonomy construction 

 
Description of Machine 
Learning 

Applies supervised and unsupervised algorithms to classify and detect 
ransomware based on extracted features. 

Key techniques and 
approaches  

Supervised: Random Forest (RF), SVM, Decision Trees (DT), XGBoost, Logistic 
Regression, Gradient Boosting  
 
Unsupervised: Clustering, Autoencoders, Ensemble methods (e.g., AdaBoost, 
CSPE-R) 

Tools & Frameworks Scikit-learn, XGBoost, TensorFlow, PyTorch 
 

Relevant findings & 
applications 

RF, XGBoost, Logistic Regression (achieve >98% accuracy in MLRan) 
CSPE-R framework detects novel ransomware with cost-sensitive learning 
Multiple classifiers (DT, SVM, RF, AdaBoost) combined for improved F1-score 
Models trained on balanced, up-to-date datasets perform better in real-world 
scenarios 

C. Data Pre-processing: 
The preprocessing of data is a critical step in the development of AI-based ransomware detection 

systems, because it directly impacts the performance, reliability, and generalization capabilities of 
machine learning (ML) and deep learning (DL) models. The raw ransomware data collected from 
sources such as Portable Executable (PE) files, system logs, network traffic, API call sequences, and 
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behavioural reports generated in sandbox environments is often characterized by inconsistencies, 
redundancies, noise, and missing values, which can significantly reduce model accuracy if not 
addressed properly [143,144]. As a result, comprehensive data pre-processing involves a series of 
systematic steps such as data cleaning, normalization, transformation, noise reduction, feature 
scaling, and handling missing values in order to convert raw data into a clean, consistent, and 
algorithm-ready format. Efforts are being made to enhance data quality, reduce bias, and ensure that 
the input features accurately represent both benign software and malicious ransomware behaviours 
[144]. 

In pre-processing, data cleaning is the first and most fundamental step, which focuses on 
improving data integrity by addressing missing values, removing noise, removing duplicates, and 
correcting biases. Missing values are common in ransomware datasets, particularly when certain 
system events and API calls are not logged as a result of execution path variations or sandbox 
limitations [145]. The presence of a large percentage of missing data can impair model training and 
result in inaccurate predictions. As a result, several strategies are employed to address this issue: it 
is possible to remove rows or columns with excessive missing values, but this may reduce the size 
and diversity of the dataset [146,147]. Alternatively, imputation techniques such as mean, median, or 
mode substitution can be applied to numerical features, while more sophisticated methods such as 
KNN imputation or regression-based prediction can be applied to complex relationships. During the 
imputation process, however, care must be taken to avoid the introduction of artificial patterns. The 
reduction of noise is another key component of data cleaning, particularly when dealing with 
dynamic analysis data which may be contaminated by irrelevant or redundant events (e.g., benign 
background processes) [148]. Binning, smoothing, and outlier detection (using statistical methods 
such as the Z-score or IQR) are helpful in detecting anomalous data points which do not adhere to 
expected behavioral patterns. To prevent overfitting and ensure the fairness of the model, duplicate 
samples, often introduced during data collection from overlapping repositories, are also identified 
and removed [148,149]. 

Once the data has been cleaned, it must undergo a transformation in order to be suitable for AI 
algorithms. Feature encoding, data discretization, and structural formatting are all included in this 
process [150]. In order to enable compatibility with machine learning models that require numerical 
inputs, categorical features such as file types, registry keys, or domain names are converted into 
numerical representations using techniques such as one-hot encoding or label encoding. Sequential 
data, such as API call traces or system event logs, may be converted to time-series formats, such as 
N-gram sequences, to be used as input to recurrent neural networks (RNNs) or long short-term 
memory (LSTM) models [151]. As a result, graph-based representations can also be constructed to 
facilitate the use of graph neural networks (GNNs) to model process interactions and propagation 
patterns. The choice of data format, such as tabular (CSV, databases), sequential (logs), or image-like 
(byte sequences visualized as images), must align with the architecture of the ML system. In 
particular, convolutional neural networks (CNNs) perform well when presented with image-
formatted binary data, whereas tree-based classifiers are more effective with tabular data [151]. 

In order to ensure that all features contribute equally to the learning process, normalization and 
feature scaling are crucial steps. Ransomware datasets can contain a wide range of features such as 
file size, entropy, number of API calls, or registry modifications. When features with greater 
numerical ranges are not scaled, they may dominate the modelʹs learning process, leading to biased 
results [152]. The two common scaling methods are Min-Max normalization, which rescales values 
to a fixed range (typically 0–1), and Z-score standardization, which transforms data to have a zero 
mean and unit variance. In distance-based algorithms such as k-nearest neighbors (KNN), support 
vector machines (SVM), and neural networks, scale difference can distort similarity measures and 
gradient updates. A properly scaled model enhances convergence speed during training as well as 
overall model stability and performance [152]. 

In addition to feature selection and dimensionality reduction, ransomware data pre-processing 
presents other challenges, particularly given the high dimensionality of behavioural datasets. A 
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dynamic analysis can generate millions of features per sample, such as system calls, file operations, 
and network connections. This leads to the ʺcurse of dimensionality,ʺ where models become 
computationally expensive and vulnerable to overfitting. It is therefore necessary to use feature 
selection techniques in order to identify the most discriminating characteristics [153]. Methods such 
as Mutual Information (MI), Chi-Square, and Information Gain rank features based on their statistical 
relevance to the target class. In wrapper methods, such as Recursive Feature Elimination (RFE), 
optimal feature subsets are selected iteratively based on model performance. As part of the model 
training process, embedded methods, such as Lasso (L1 regularization), perform inherently feature 
selection. Using a hybrid approach combining Mutual Information and RFE, the initial set of over 6.4 
million features in the MLRan dataset was reduced to just 483 features, resulting in a significant 
improvement in efficiency without compromising accuracy. Data can also be projected into lower-
dimensional spaces by means of techniques such as Principal Component Analysis (PCA) or Linear 
Discriminant Analysis (LDA) while maintaining variance or class separability [153,154]. 

Lastly, an important aspect of preprocessing is to ensure that the dataset is balanced and 
representative. This is an important aspect that impacts the generalization of models. There is often 
an imbalance in ransomware datasets, either through an overrepresentation of benign samples or a 
scarcity of diverse ransomware families. This can result in models that favor the majority class and 
fail to detect novel or rare variants [154]. In order to mitigate this problem, techniques such as 
oversampling (e.g., SMOTE), undersampling, or synthetic data generation are employed in order to 
maintain a balanced distribution of class numbers. Furthermore, datasets must include a variety of 
ransomware types (crypto-ransomware, locker ransomware, and RaaS), cover extended time periods, 
and reflect current threats to reflect real-world conditions. For building reliable and reusable datasets, 
principles such as sample diversity, accurate labelling, and reproducibility are essential, as indicated 
in GUIDE-MLRan [154]. 

Table summary for Data Cleaning  

Algorithm  Purpose Implementation 
details 

Advantage Limitations  Best use 
cases  

Isolation 
Forest 

Outlier 
detection and 
removal  

Unsupervised 
anomaly 
detection using 
random forests  

Effective for 
high-
dimensional 
data, no 
assumptions 
about data  

May remove 
legitimate rare 
behaviours  

Identifying 
corrupted 
sandbox logs  

Local Outlier 
Factor (LOF) 

Anomaly 
detection 
based on local 
density  

Compare local 
density of 
samples with 
neighbours  

Good for 
detecting local 
anomalies  

Computationally 
expensive for 
large datasets  

Finding 
execution 
anomalies in 
behavioural 
data  

One-Class 
SVM  

Novelty 
detection for 
data 
validation  

Learns 
boundary 
around normal 
data points  

Robust to 
outliers, works 
well in high 
dimensions  

Sensitive to 
hyperparameters 
selection  

Validating 
sandbox 
execution 
quality  

DBSCAN Clustering-
based outlier 
removal 

Density-based 
clustering to 
identify noise 
points  

About cluster 
shape, 
automatic 
outlier detection  

Sensitive to 
hyperparameters, 
struggles with 
varying densities  

Grouping 
similar 
behavioural 
patterns  

Z-Score 
Filtering  

Statistical 
outlier 
removal 

Removes 
samples beyond 
standards  

Simple 
implementation, 
interpretable  

Assumes normal 
distribution  

Filtering 
extreme 
feature 
values  

 
Table summary for Missing Value Imputation  
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Algorithm Purpose  Implementation 
Details  

Advantage  Limitations  Best Use 
Cases  

K-Nearest 
Neighbors 
(KNN) 

Imputation 
based on 
similar 
samples  

Uses k most 
similar samples 
to impute 
missing values  

Preserves local 
patterns, 
handles mixed 
data types  

Computationally 
expensive, 
sensitive to 
distance metric  

API call 
sequences 
with gaps  

Random 
Forest 
Imputation  

Tree-based 
missing value 
prediction  

Uses RF to 
predict missing 
values from 
other features  

Handles non-
linear 
relationships, 
robust to 
outliers  

Can be biased 
toward frequent 
categories  

Complex 
behavioural 
feature 
imputation  

Iterative 
Imputer  

Multivariate 
imputation 
using 
regression  

Models each 
feature with 
missing values 
as function of 
others  

Captures feature 
interaction, 
flexible model 
choice  

Computationally 
intensive, may 
not coverage  

Registry 
operations 
with 
dependencies  

Matrix 
Factorization  

Low-rank 
approximation 
for imputation  

Decomposes 
feature matrix to 
fill missing 
entries  

Effective for 
high-
dimensional 
sparse data  

Assumes low-
rank structure 

Sparse 
behavioural 
matrices  

Autoencoders  Neural 
network-based 
reconstruction  

Learns 
compressed 
representation 
to reconstruct 
missing data  

Can capture 
complex 
patterns, end-to-
end learning  

Requires large 
datasets, block 
box approach  

Complex 
multi-model 
behavioural 
data  

Table summary for Normalization/Scaling  

Algorithm Purpose  Implementation Details  Advantage  Limitation Best Use 
Cases  

Min-Max 
Normalization  

Scale features 
to fixed range 
[0,1] 

 

Preserves 
original 
distribution 
shape, 
bounded 
output  

Sensitive to 
outliers, not 
robust to 
new data  

Entropy 
values, 
percentage 
features  

Z-Score 
Standardization  

Centre data 
around mean 
with unit 
variance  

 

Handles 
different 
scales, 
centres data  

Assumes 
normal 
distribution, 
unbounded  

API call 
counts, 
memory 
usage  

Robust Scaler  Scale using 
median and 
IQR 

 

Robust to 
outliers, 
stable 
statistics  

Less 
sensitive to 
distribution 
tails  

Network 
packet size 
with outliers  

Quantile 
Normalization  

Transform to 
uniform 
distribution  

Maps values to quantile 
ranks  

Distribution 
reduces 
skewness  

Loses 
original 
distribution 
information  

Highly 
skewed 
behavioural 
metrics  

Unit Vector 
Scaling (L2 
Normalization) 

Scale to unit 
norm  

 

Preserves 
direction of 
data (useful 
for angle-
based 
similarity) 
and useful 
for sparse 
data  

Distorts 
relative 
magnitudes 
and not 
suitable for 
features 
requiring 
absolute 
scale  

Opcode 
frequency 
vectors, 
behavioural 
sequence 
embeddings, 
and in 
cosine 
similarity-
based 
models  
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Table summary for Feature Transformation  

Algorithm  Purpose  Implementation 
Details  

Advantages  Limitations  Best Use 
Cases  

Principle 
Component 
Analysis 
(PCA) 

Linear 
dimensionality 
reduction  

Finds 
orthogonal 
components 
maximizing  

Reduces 
dimensionality 
removes 
correlation  

Linear 
assumptions, 
interpretability 
loss  

High-
dimensional 
API call 
features  

Independent 
Component 
Analysis 
(ICA)  

Blind source 
separation  

Finds 
statistically 
independent 
components  

Reveals 
hidden factors, 
reduces 
redundancy 

Assumes 
independence, 
sensitive to pre-
processing  

Separating 
malware from 
benign 
activities  

t-SNE Non-linear 
dimensionality 
reduction  

Preserves local 
neighbourhood 
structure in low 
dimensions 

Good for 
visualization, 
capture non-
linear patterns  

Computationally 
expensive, 
stochastic results  

Visualizing 
ransomware 
family 
clusters  

UMAP Uniform 
manifold 
approximation  

Preserves both 
local and global 
structure  

Fater than t-
SNE, better 
global 
structure 
preservation  

Hyperparameter 
sensitive  

High-
dimensional 
behavioural 
embeddings  

Autoencoders  Neural 
dimensionality 
reduction  

Learns 
compressed 
representation 
through  

Non-linear, 
end-to-end 
learning 
flexible 
architecture  

Requires large 
datasets, 
overfitting risk 

Complex 
behavioural 
pattern 
compression  

Table summary for Categorical Encoding  

Algorithm  Purpose  Implementation 
Details  

Advantage  Limitation  Best Use 
Case  

One-Hot 
Encoding  

Binary 
representation 
of categories  

Creates binary 
column for each 
category  

Simple, 
interpretable, 
no ordinality 
assumptions 

High 
dimensionality, 
sparse matrices  

API function 
names, file 
extensions  

Label 
encoding  

Map categories 
to integers  

Assigns unique 
integer to each 
category 

Memory 
efficient, simple 
implementation  

Implies false 
ordinality  

Ordinal 
categorical 
features  

Target 
encoding  

Encode based 
on target 
statistics  

Replaces 
categories with 
target-related 
statistics  

Captures 
category-target 
relationship  

Prone to 
overfitting, 
requires 
regularization  

Malware 
family 
encoding  
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Hash 
encoding  

Map categories 
to hash values  

Uses hash function 
to map to fixed-
size space  

Handles high 
cardinality, 
memory 
efficient  

Hash collisions, 
information 
loss  

Registry 
keys, file 
paths  

Embedding 
layers  

Neural 
categorical 
representation  

Learns dense 
vector 
representation for 
categories  

Captures 
semantic 
relationships, 
trainable  

Requires 
neural 
network, needs 
training data  

Similar API 
functions, 
malware 
variants  

Table summary for Sequence Processing  

Algorithm  Purpose  Implementation 
Details  

Advantage  Limitations  Best Use 
Case  

Padding/Truncation  Standardize 
sequence 
lengths  

Pad short 
sequences, 
truncate long 
ones  

Simple 
implementation, 
fixed input size  

Information 
loss, 
introduces 
bias  

API call 
sequences, 
system 
events  

Sliding window  Extract fixed 
size 
subsequence  

Creates 
overlapping 
windows from 
sequences  

Preserves 
temporal 
information, 
increase 
samples  

Correlated 
samples, 
memory 
overhead  

Time-series 
behavioural 
analysis  

Sequence 
aggregation  

Statistical 
summaries of 
sequences  

Compute 
statistics (mean, 
max, etc) over 
sequences  

Reduces 
dimensionality, 
stable features  

Loses 
sequential 
information  

Converting 
dynamic 
traces to 
features  

Recurrent 
Preprocessing  

Prepare for 
RNN/LSTM 
input  

Format 
sequences for 
recurrent neural 
networks  

Maintains 
temporal 
dependencies, 
flexible length  

Requires 
sequential 
models  

Temporal 
behavioural 
modelling  

N-gram Extraction  Extract 
subsequence 
patterns  

Creates features 
from sequence n-
gram  

Captures local 
patterns, 
interpretable  

Exponential 
feature 
growth, 
sparse  

System call 
patterns, 
API 
sequences  

Table summary for Data Transformation  

Algorithm  Purpose Implementation Details  Advantages Limitations  Best Use 
Case  

Box-Cox 
Transform  

Stabilize 
variance 
and 
normalise   

Handles 
skewed data, 
stabilises 
variance  

Requires 
positive 
data, 
parameter 
selection  

Execution 
times, 
memory 
allocations 

Yeo-
Johnson 
Transform  

Handle 
positive 
and 
negative 
data  

Extended Box-Cox for any real 
numbers  

Works with 
negative 
values, 
flexible  

More 
complex 
than Box-
Cox  

Network 
traffic 
volumes  

Log 
Transform  

Reduce 
right 
skewness  

 

Simple, 
interpretable
, reduces 
skewness  

Only for 
positive 
data, zero 
handling  

File size, 
API call 
frequencies  

Square 
Root 
Transform  

Mild 
variance 

 

Less 
aggressive 
than log, 

Limited 
effectivenes

Count-
based 
features  
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stabilisatio
n  

handles 
zeros  

s for high 
skewness  

Polynomia
l Features  

Create 
interaction 
terms  

Generate polynomial 
combinations of features  

Captures 
feature 
interactions. 
Simple  

Exponential 
feature 
growth, 
overfitting  

Non-linear 
relationship
s in 
behaviour  

Table summary for Noise Reduction 

Algorithm Purpose Implementation Details Advantages Limitations  Best Case 
Use  

Gaussian 
Filter 

Smooth 
continuous 
signals  

Convolves with Gaussian 
Kernel  

Smooth 
results, 
parameter 
control  

May blur 
important 
details  

Time-series 
smoothing  

Median 
Filter 

Remove 
impulse 
noise  

Replaces values with local 
median  

Preserves 
edges, robust 
to outliers  

May remove 
sharp legitimate 
changes  

Filtering 
execution 
spikes  

Kalman 
Filter 

Optimal state 
estimation  

Recursive estimation with 
uncertainty modelling  

Optimal for 
linear 
systems, and 
handles 
uncertainty  

Requires system 
model, linear 
assumptions  

Tracking 
system 
state 
changes  

Savitzky-
Golay Filter  

Polynomial 
smoothing  

Fits local polynomials for 
smoothing  

Preserves 
features, 
flexible  

Requires 
parameter 
tuning  

Smoothing 
behavioural 
time series  

Wavelet 
Denoising  

Multi-scale 
noise 
removal 

Decomposes signal, 
removes noise 
components  

Multi-
resolution, 
adaptive  

Complex 
implementation, 
parameter 
selection  

Complex 
behavioural 
signals  

Table summary for Feature Selection  

Algorithm  Purpose Implementation 
Details  

Advantages  Limitations  Best of Use  

Mutual 
Information  

Information-
theoretic 
selection  

Measures 
information shared 
between feature 
and target  

Non-
parametric, 
captures non-
linear 
relationships  

Computationally 
expensive, 
discrete 
approximation  

Selecting 
predictive 
behavioural 
features  

Chi-Square 
Test  

Statistical 
independence 
test  

Tests independency 
between categorial 
features and target  

Simple 
interpretable, 
and fast  

Only for 
categorial 
features  

Binary 
behavioural 
indicators  

Recursive 
Feature 
Elimination 

Iterative 
feature 
removal 

Removes features 
based on model 
importance  

Model-agnostic 
considers 
feature 
interactions  

Computationally 
expensive, 
wrapper method 

Optimizing 
feature 
subset size  

LASSO 
regularization  

L1 penalty for 
sparsity  

Adds penalty to 
force feature 
weights to zero  

Automatic 
feature 
selection, 
regularization  

May select 
arbitrary 
features from 
correlated 
groups  

Sparse 
model 
requirements  

Variance 
Threshold  

Remove low-
variance 
features  

Eliminate features 
below variance 
threshold  

Simple, fast, 
removes 
constants  

Ignores 
relationship 
with target  

Removing 
constant 
behavioural 
indicators  

D. Feature Extraction: 
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In the context of ransomware detection systems, feature extraction serves as the crucial link 
between raw malware samples and actionable intelligence that can be interpreted by machine 
learning models. This process involves systematic identification and extraction of meaningful 
characteristics from malicious samples in order to differentiate them from benign software in the 
context of ransomware analysis. In order to extract features from modern ransomware families, a 
multidimensional approach is required [155,156], including:  

1- Static analysis of file properties.  
2- Dynamic behaviour monitoring and  
3- Network traffic analysis.  

Using this comprehensive methodology, security researchers and practitioners are able to 
develop robust detection mechanisms capable of detecting both known ransomware variants and 
emerging threats that employ novel evasion techniques. 

Ransomware feature extraction begins with file metadata analysis, which provides immediate 
insights into a sampleʹs characteristics without requiring execution. File sizes, creation timestamps, 
modification dates, and compilation information provide valuable indicators of malicious intent 
[157]. In the study of ransomware, entropy analysis serves as a particularly powerful technique, since 
ransomware often exhibits high entropy values as a result of its encryption routines and its packed 
executable sections in order to evade the detection of signature-based methods. In addition to 
providing unique fingerprints for known malware families, hash values, including MD5, SHA-1, and 
SHA-256, enable rapid comparison against threat intelligence databases. Analysing import tables 
reveals the Windows API functions that ransomware samples intend to use, sometimes revealing 
suspicious combinations such as cryptographic functions paired with file system manipulation 
functions [158]. Observing section headers and PE (Portable Executable) structures can reveal 
packing, obfuscation, or unusual memory layout patterns characteristic of malicious software. In the 
course of string analysis, both plaintext and obfuscated strings are frequently uncovered, including 
ransom notes, cryptocurrency wallet addresses, command and control server URLs, and lists of file 
extension targets [158,159]. 

In ransomware feature analysis, behavioural pattern extraction can be considered one of the 
most crucial aspects, since it captures the dynamic activities that define the ransomwareʹs operational 
methodology. Monitoring file systems reveals frequent traversals and encryptions of directory 
structures, often following predictable patterns, such as targeting user documents before system files. 
Events related to the creation and termination of processes provide insight into the multiple stages 
of the ransomwareʹs execution, including the deployment of child processes for distributed 
encryption tasks or the termination of security software and backup services [160]. The patterns of 
registry modification indicate attempts to establish persistence, disable security features, or modify 
system recovery options that would otherwise enable victims to recover their data. As a result of 
memory analysis techniques, cryptographic keys, decryption routines, and communication protocols 
that ransomware employs during active infection can be captured. There is evidence that network 
communication patterns, such as DNS queries, HTTP requests, and encrypted communication 
channels, reveal the existence of command and control infrastructure and data exfiltration attempts 
prior to the final stage of encryption [160]. 

The detection of network traffic anomalies is another vital component of ransomware feature 
extraction. It is particularly relevant in enterprise environments, where network-based detection can 
provide early warning systems. By analysing traffic volumes, it is possible to detect sudden spikes in 
internal network communication when ransomware propagates laterally through network shares 
and connected systems. The analysis of protocol data reveals unusual communication patterns, such 
as the use of non-standard ports or protocols by ransomware families to communicate with command 
and control servers [161]. The timing analysis of network communications can reveal automated 
behaviours characteristic of malware rather than human users, such as frequent and successive 
connections or communications. DNS query patterns often reveal the domain generation algorithms 
(DGAs) used by ransomware to establish resilient command and control channels, and TLS certificate 
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analysis can identify suspicious or self-signed certificates used by ransomware. If possible, analysing 
the payload of network traffic can reveal cryptocurrency payment instructions, victim identification 
mechanisms, or encrypted key exchange protocols that enables ransomware operators to maintain 
control over the decryption process [161]. 

In terms of enhancing model performance, feature selection is essential. Quality and relevance 
of selected features have a direct impact on the accuracy, efficiency, and generalizability of 
ransomware detection systems. As a result of effective feature selection, cybersecurity applications 
are able to overcome several critical challenges, including the curse of dimensionality, whereby 
excessive features may overwhelm machine learning algorithms and reduce their effectiveness [162]. 
Even though redundant features are potentially informative individually, they may introduce noise 
and computational overhead that could adversely affect the performance of the model. Using 
correlation analysis, one can identify features that provide similar information, which can facilitate 
the selection of the most informative representatives as well as the elimination of redundant 
information. By using statistical techniques such as mutual information analysis, chi-square testing, 
and analysis of variance (ANOVA), data scientists are able to quantify the relevance of features, 
enabling them to prioritize features with the strongest correlation with ransomware classification 
results [162]. 

It is important to note that advanced feature selection methodologies employ wrapper methods, 
embedded approaches, and hybrid approaches that optimize feature subsets according to the 
intended machine learning algorithm. By adding features iteratively, forward selection improves the 
performance of the model, whereas by eliminating features that contribute little value, backward 
selection is improved [163]. The recursive feature elimination method combines these approaches by 
repeatedly training models and removing the least important features until optimal performance is 
achieved. During model training, regularization techniques, such as L1 (Lasso) and L2 (Ridge) 
regression, automatically select features by penalizing less important ones. Using ensemble methods, 
such as Random Forest feature importance or gradient boosting feature selection, the most 
consistently valuable features can be identified across different algorithmic approaches [163]. 

A practical implementation of feature selection must also take into account domain-specific 
requirements unique to ransomware detection. A real-time detection system requires features that 
can be computed efficiently, potentially favouring static analysis over dynamic analysis which is 
computationally expensive [164]. False positive rates in cybersecurity applications incur significant 
operational costs, thus necessitating feature selection approaches that prioritize high precision even 
at the expense of marginal improvement in recall. Ransomware authors actively attempt to evade 
detection by modifying features commonly used in detection systems in an effort to evade detection. 
Feature selection strategies must, therefore, balance current effectiveness with resilience against 
future evasion attempts, often favouring features that are difficult for adversaries to manipulate 
without impairing the functionality of the malware [164]. Ransomware tactics continue to evolve, 
and feature selection approaches must adapt to these threats, potentially by incorporating online 
learning techniques that adjust feature importance automatically based on newly observed attack 
patterns and evolving threat landscapes.  
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Feature Selection 

Feature Selection in AI-Based Ransomware Detection: Methods, Techniques, and Strategic 
Imperatives 

In the rapidly evolving domain of ransomware detection, feature selection stands out as a key 
preprocessing stage that directly impacts the accuracy, efficiency, and generalizability of models 
based on machine learning (ML) and deep learning (DL) [165]. As ransomware binaries and 
behavioural logs generate vast, high-dimensional datasets often consisting of millions of system calls, 
API sequences, registry modifications, and network activities indiscriminate use of all features leads 
to the curse of dimensionality, which increases computational overhead and makes models 
overfitting and less interpretable [166]. A feature selection process is a method of addressing these 
challenges by selecting and retaining only the most discriminative, non-redundant, and contextually 
relevant features that are required to successfully distinguish ransomware from benign software and 
contribute significantly to its detection. The processes described in this article not only simplify the 
training of models, but also improve the detection performance, which is particularly important in 
environments that are highly resource-constrained such as endpoint protection platforms and cloud-
based security solutions [167]. 

Several feature selection methodologies have been developed in modern ransomware detection 
research, and these methodologies are generally categorized into three categories: filtering, 
wrapping, and embedding. As the name implies, filtering methods evaluate features based on 
intrinsic statistical properties rather than using a machine learning algorithm to evaluate them. 
Wrapper methods, on the other hand, use predictive models in order to score feature subsets of 
interest, thereby treating selection as a search problem [168]. As part of the model training process, 
embedded methods perform feature selection as part of the process, which contributes to the 
achievement of a balance between computational efficiency and performance optimization. In recent 
literature, there have been three approaches that have emerged as particularly influential techniques, 
namely Principal Component Analysis (PCA), Recursive Feature Elimination (RFE), and Correlation-
Based Feature Selection (CFS), each offering its own advantages and trade-offs [169]. 
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Principal Component Analysis (PCA)  
A principal component analysis is a technique that reduces the dimensionality of data by 

transforming it from a large set of correlated variables into a smaller set of uncorrelated variables 
called principal components. It is widely used in the detection of ransomware for its ability to reduce 
the dimensionality of data. As a result of these components, researchers are able to extract the most 
informative aspects of the dataset while discarding noise and redundant information, resulting in a 
dataset with the maximum variance possible [170]. In the context of ransomware analysis, PCA is 
especially useful when dealing with dynamic analysis datasets - such as those derived from Cuckoo 
Sandbox logs - where features such as API call frequencies, file operation counts, and registry key 
modifications exhibit high levels of multicollinearity. In the MLRan dataset, which contains over 
4,800 samples of ransomware and goodware, PCA was instrumental in reducing the initial feature 
space from millions of raw behavioural events to a manageable subset and preserving over 95% of 
the datasetʹs variance while reducing the initial feature space to a manageable subset. It was not only 
possible to accelerate model training, but also improved the stability of classifiers such as Support 
Vector Machines (SVMs) and Random Forests as a result of eliminating redundant features that 
would otherwise alter the decision boundaries [171]. By reducing overfitting, PCA accelerates model 
training and improves generalization. PCA can, for example, reveal latent patterns revealed by 
analysis of opcode sequences or file entropy distributions, which may indicate ransomware 
behaviour. However, PCAʹs primary limitation lies in its linearity assumption and loss of feature 
interpretability; the resulting principal components, while mathematically optimal, often lack 
semantic meaning, making it difficult for security analysts to understand which specific behaviours 
triggered the detection, since they do not always have a clear understanding of what behaviours led 
to detections [171,172]. As a result, PCA is best suited to scenarios where the speed and performance 
of the model are more important than the explainability of the model, or in situations where a pre-
processing step is done before applying a more interpretable technique is applied. Moreover, PCA, 
assumes linear relationships between features and may not capture complex, non-linear interactions 
that are often present in advanced ransomware variants. It is also difficult to interpret the 
transformed components, which is problematic in contexts such as forensic analysis and explainable 
AI (XAI), where understanding the reasoning behind model decisions is crucial [172]. 

Recursive Feature Elimination (RFE) 
The RFE algorithm, on the other hand, is a wrapper-based approach that recursively removes 

the least important features based on model weights or feature importance scores until the desired 
number of features has been achieved. A RFE is a model-dependent technique commonly used in 
conjunction with classifiers like Logistic Regression, Support Vector Machines (SVM), and tree-based 
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models - which evaluates feature subsets based on iteratively training the model. Since this technique 
directly optimizes for classification performance, it is particularly effective when it comes to the 
detection of ransomware [173]. Studies have shown that using RFE with classifiers such as Random 
Forests or Support Vector Machines (SVMs) can significantly improve F1-scores and reduce false 
positives, especially when applied to datasets like MLRan, which contains thousands of ransomware 
and goodware samples. A strength of RFE is its capability to consider feature interactions and model-
specific importance, allowing it to be used in complex detection scenarios [174]. Researchers have 
combined Mutual Information (MI) for initial filtering with Random Forest and XGBoost 
classifications in a landmark study that used the MLRan dataset to reduce 6.4 million raw features 
down to 483 highly discriminative ones, achieving over 98% accuracy using Random Forest and 
XGBoost classifications [175]. The strength of RFE lies in its ability to capture complex, nonlinear 
interactions between features that are often missed by other methods of filtering data. It is important 
to note that even though a single API call like ʺCreateFileʺ may appear harmless, its cooccurrence 
with ʺCryptEncryptʺ and ʺDeleteShadowCopyʺ within a short period of time indicates the presence 
of ransomware activity - a pattern that can be identified by evaluating the contributions made by 
these features to the modelʹs prediction ability [175,176]. Nevertheless, the computation cost of RFE 
is significant, since it requires multiple trainings of the model, so it is less suitable for super-large 
datasets or real-time systems, except if it is combined with efficient sampling or parallelization 
techniques [177]. 

 

Correlation-Based Feature Selection (CFS)  
The CFS represents a method for selecting subsets of features based on their correlation with the 

target class (ransomware vs. benign), while at the same time penalizing redundancy among the 
features themselves based on their correlation with the target class. It is based on the principle that 
CFS operates on the principle that good feature subsets contain characteristics which are highly 
correlated with the classification target, but which are uncorrelated with each other [178]. As a result, 
this approach is particularly beneficial in ransomware detection, where several features are often 
interdependent - for example, high entropy values in executable sections are frequently co-occurring 
with packed headers and obfuscated strings, as an example. Using a feature selection method that 
minimizes the impact of multicollinearity and enhances the robustness of model results, CFS selects 
features that are independently predictive and collectively diverse [178]. A number of studies have 
shown that CFS provides significant improvements in precision and recall, particularly for zero-day 
ransomware variants that have the ability to evade signature-based detection, especially when it is 
applied to static analysis features, such as PE header attributes, imported DLLs, and opcode n-grams. 
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Moreover, CFS has a relatively low computational overhead compared to RFE and PCA, which 
makes it an ideal tool for initial feature screening in large datasets or as a complement to them as part 
of a feature analysis process [179]. Despite this, CFS is limited in its effectiveness when it comes to 
non-linear relationships, as it relies on correlation metrics (typically Pearson or Spearman) which can 
miss out on important features that only become predictive when they are combined with other 
factors [179,180]. 

To overcome the limitations of the individual techniques of ransomware detection, 
contemporary ransomware detection research increasingly integrates hybrid and ensemble feature 
selection strategies to overcome the shortcomings of the individual techniques. For example, 
combining filter methods (e.g., Mutual Information or Chi-Square tests) for an initial screening in 
conjunction with wrapper methods (e.g., RFE) for fine-tuning has proven to be highly effective for 
balancing efficiency and accuracy [181]. Additionally, embedded methods such as LASSO (L1 
regularization) and tree-based feature importance (for example, from Random Forest or XGBoost) 
offer automatic feature selection during model training, which makes them ideal for production 
systems where continuous adaptation to new ransomware strains is required [181,182]. As a result of 
Explainable AI (XAI), tools such as SHAP (SHapley Additive Explanations) and LIME (Local 
Interpretable Model-agnostic Explanations) further facilitate feature selection by providing human-
interpretable insights into which features most influence a modelʹs decision, which is essential for 
forensic analysis and regulatory compliance in high-stakes environments, such as the healthcare and 
financial sectors [182,183]. 

With regard to the future of feature selection in ransomware detection, there are several 
emerging challenges that will need to be addressed. To begin with, as ransomware increasingly 
targets platforms other than Windows (e.g., Linux, IoT, containers), feature selection techniques must 
be generalizable across heterogeneous environments and data modalities [184]. Furthermore, 
adversarial ransomware that dynamically alters its behavioural footprint in order to evade detection 
necessitates the development of adaptive, on-line feature selection mechanisms capable of learning 
as they proceed. Finally, it is imperative that privacy-preserving feature selection techniques are used 
in conjunction with federated learning paradigms, wherein models are trained across a variety of 
decentralized datasets without sharing raw data, so that efficacy is maintained while maintaining 
data sovereignty is maintained [184]. 

 
F. Ransomware Detection with ML & DL Techniques in Current Literature: 

As ransomware evolves at a rapid pace, it is imperative to develop intelligent, adaptive, and 
scalable detection systems, with the promise of artificial intelligence (AI), particularly machine 
learning (ML) and deep learning (DL) emerging as the most promising technological frontiers. In the 
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recent past, traditional signature-based methods have proven to be ineffective against polymorphic, 
obfuscated, and zero-day ransomware variants [185]. In response to this, researchers have 
increasingly turned to artificial intelligence-based techniques that allow them to learn behavioural 
patterns, identify anomalies, and generalize their findings across different types of attack vectors. 
There are currently several AI models that have been applied to the detection of ransomware, and 
these models can be categorized as supervised learning models, unsupervised learning models, deep 
learning architectures, and hybrid models, which combine multiple paradigms to provide enhanced 
performance in ransomware detection. A comparative analysis of these techniques provides valuable 
insights into how the future direction of cybersecurity research will be determined based on their 
strengths and limitations [186]. 

A supervised learning approach remains one of the most widely adopted approaches in 
ransomware detection due to its high accuracy and interpretability. The majority of ransomware 
detection research uses supervised learning methods, with ensemble methods and tree-based 
algorithms consistently demonstrating high performance [187].  

The algorithms in supervised models are trained on labelled datasets containing both benign 
and malicious samples, such that the algorithms are capable of classifying new inputs based on the 
patterns they have learned from the labeled datasets. There have been a number of studies that have 
shown impressive results when using methods such as Decision Trees (DT), Random Forests (RF), 
Support Vector Machines (SVM), K-Nearest Neighbors (KNN), Naive Bayes (NB), and Gradient 
Boosting [187,188].  

Studies have reported detection accuracy exceeding 97% when applied to comprehensive 
feature sets derived from static analysis, dynamic behaviour monitoring, and network traffic analysis 
using Random Forest classifiers. The success of Random Forest in ransomware detection stems from 
its ability to handle high-dimensional feature spaces common in malware analysis, its inherent 
resistance to overfitting through bootstrap aggregation, and its capability to offer interpretable 
feature importance rankings that enable security analysts to understand the underlying detection 
rationale [189]. 

SVMs have also shown remarkable effectiveness, particularly when combined with 
sophisticated feature engineering techniques like opcode n-gram analysis and API call sequence 
modelling. Using SVM with opcode density features alone, Baldwin and Dehghantanha achieved 
96.5% accuracy in ransomware family classification, while later research incorporated behavioural 
and network-based indicators to achieve even higher accuracy [190]. 

Since they are computationally efficient and interpretable, decision trees and their variants, 
including Gradient Boosted Trees, have proven particularly useful for real-time detection scenarios. 
Gradient Boosted Trees were used by Herrera-Silva and Hernández-Alvarez to analyse API call 
sequences with 99% accuracy. Studies consistently demonstrate that ensemble methods combining 
multiple weak learners outperform individual algorithms, with combinations of Decision Trees, 
SVMs, Random Forests, and AdaBoost achieving higher F1-scores and lower false positive rates than 
single-classifier approaches [191]. 

The performance of these models is excellent in situations where high-quality labeled data is 
readily available, and the feature space is well defined. As a result of their simplicity and 
transparency, they are ideal for forensic analysis as well as ensuring compliance with regulatory 
requirements. It should be noted, however, that supervised learning is limited by its reliance on 
labeled data, which is often scarce, especially for new variants of ransomware that are beginning to 
emerge. Yet supervised learning techniques are incapable of detecting zero-day ransomware variants 
and new attack vectors that differ significantly from training data patterns. Continual model 
retraining and dataset updates are required to stay effective against evolving threats [192]. 

Using unsupervised learning, these limitations can be addressed by detecting patterns without 
labeled data. In particular, this paradigm is effective in identifying zero-day ransomware and 
previously unknown attack patterns [193]. In clustering algorithms such as k-means, fuzzy C-means, 
and DBSCAN, samples are grouped based on behavioural similarities, enabling the identification of 
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outliers that may represent malicious activity. Detection accuracy is improved while computational 
overhead is reduced by dimension reduction techniques such as Principal Component Analysis 
(PCA) and Linear Discriminant Analysis (LDA) [194]. Unsupervised models have been shown to 
improve processing speed by 15% without sacrificing accuracy. Those methods are useful in dynamic 
environments where ransomware evolves rapidly and labeled data is unable to keep up. 
Additionally, convolutional autoencoders have been successfully used to reconstruct input feature 
vectors; high reconstruction errors indicate anomalous activity - potentially ransomware [195,196]. It 
is particularly important to use these methods in enterprise environments where benign software 
behaviour is relatively stable, making it easy to flag sudden deviations - such as the encryption of 
large amounts of files or the termination of unusual processes - and investigate them. Unsupervised 
approaches have the advantage of detecting previously unknown threats without prior knowledge 
[197,198]. Despite this, unsupervised models often suffer from high false-positive rates since there is 
no ground truth. In addition, they are difficult to interpret, making it difficult to validate detections 
or explain decisions [198]. 

Deep learning a subset of machine learning, has gained traction in ransomware detection due to 
its ability to automatically extract complex features from raw data. A number of deep learning models 
have demonstrated superior performance in analysing visual, sequential, Having the ability to 
analyse time-series data, such as network traffic patterns and system event logs, makes it possible to 
detect ransomware activity early before significant damage occurs [199]. This including 
Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and Long Short-Term 
Memory (LSTM) networks. Using CNNs, Sharmeen et al. (2020) were able to detect Windows 
ransomware 95.96% accurate, outperforming traditional classifiers like SVM (89.98%) and RF 
(90.95%) [200]. Using BiLSTMs, Roy et al. (2021) developed DeepRan, a sequential data analysis 
detector leveraging attention mechanisms. Deep learning capabilities have further been enhanced by 
transfer learning, with pre-trained CNN models like ResNet achieving up to 99.5% accuracy when 
fine-tuned for ransomware detection (Almomani et al., 2023) Typically, deep learning models capture 
subtle patterns that are missed by manual feature engineering, such as obfuscation and 
polymorphism [201]. Transformers and Graph Neural Networks (GNNs) represent the cutting edge 
when it comes to modeling long-range dependencies and complex interactions between processes. A 
DL modelʹs greatest strength is its ability to learn hierarchical, abstract representations directly from 
raw inputs, eliminating the need for manual feature engineering [202]. However, deep learning 
approaches face substantial challenges, including high computational requirements, extensive 
training data needs, limited interpretability that complicates forensic analysis, and vulnerabilities to 
adversarial attacks in which malware authors intentionally modify samples to evade detection. 
Despite impressive performance metrics in controlled environments, deployment of deep learning 
models in production systems remains challenging due to computational overhead and model 
complexity [203]. 

In a hybrid approach, several AI paradigms are combined to overcome individual limitations 
and enhance robustness of detection. To create comprehensive detection frameworks, these models 
combine static and dynamic analysis, supervised and unsupervised learning, and traditional and 
deep learning techniques [204,205]. For example, A study published in 2023 used Hierarchical Neural 
Networks for cross-platform ransomware fingerprinting with hybrid features, achieving remarkable 
accuracy [206]. Combining static and dynamic analyses significantly improved detection rates and 
resilience against evasion tactics, as demonstrated by Hasan and Rahman (2017). DT, SVM, RF, and 
AdaBoost ensemble learning techniques consistently outperform individual classifiers in terms of 
accuracy and F1-score [207]. Based on a variety of scenarios, Ahmed et al. reported that their 
ensemble model was superior at identifying ransomware applications. A hybrid model allows XAI 
techniques like SHAP and LIME to be integrated into classification decisions, increasing transparency 
by spotlighting the most influential features. To balance complexity, scalability, and interpretability, 
hybrid approaches require careful design and tuning [207,210]. 
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However, each AI technique comes with its own set of trade-offs. A supervised model offers 
high accuracy, but requires constant retraining and curated datasets. The unsupervised method 
detects new threats, but it suffers from false alarms [208]. The deep learning model captures complex 
patterns, but is computationally expensive and lacking in interpretability. Hybrid and ensemble 
approaches offer the best performance, but they also demand more resources and increase system 
complexity [210]. Additionally, all models face challenges related to concept drift - as ransomware 
evolves, models trained on historical data become less effective - and adversarial evasion, where 
attackers manipulate features to avoid detection. It has become increasingly difficult to detect 
Ransomware-as-a-Service (RaaS) platforms, such as LockBit, BlackCat (ALPHV), and RansomHub, 
as these variants exhibit high modularity and rapid iteration, as well as anti-AI evasion techniques 
[210]. 

In order to address these challenges, recent research emphasizes the integration of Explainable 
AI (XAI), transfer learning, and federated learning. Security analysts can use XAI tools to enhance 
model transparency, which improves forensic investigations and compliance by letting them know 
what features (e.g., ʺvssadmin delete shadowsʺ plus ʺCryptEncryptʺ) triggered alerts [208]. This 
approach reduces training time and data requirements while maintaining high accuracy - Almomani 
et al. (2023) reported up to 99.5% accuracy using pre-trained models (e.g., ResNet, BERT). In sectors 
like healthcare and finance, federated learning facilitates collaborative model training across 
organizations without exposing sensitive raw data, preserving privacy while improving 
generalizability [209]. 

 
G. Performance Evaluation: 

A successful AI-based ransomware detection system depends heavily on the selection and 
implementation of evaluation metrics that can accurately measure the systemʹs performance across 
multiple dimensions. Precision measures the percentage of true positive detections among all 
positive predictions made by the system. With regards to ransomware detection, precision answers 
the question of how many of the flagged suspicious activities are actually ransomware attacks, thus 
indicating the systemʹs ability to minimize false alarms [211]. Having a high precision rate is 
especially important in enterprise environments, where false positives can cause system disruptions, 
user frustration, and resource waste. In reality, precision itself does not give a complete picture, since 
a system could achieve high precision by being too conservative and identifying only the most 
obvious ransomware signatures and missing more sophisticated or novel attacks in the process [212]. 

Recall, also known as sensitivity or true positive rate, indicates the proportion of actual 
ransomware attacks that the system is able to identify. From a security standpoint, this metric is 
arguably more critical since even a single ransomware attack could result in catastrophic data loss, 
system compromise, and significant financial losses [213]. A detection system with a high recall rate 
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ensures comprehensive coverage of ransomware variants, such as zero-day attacks and polymorphic 
malware, which are difficult to detect using signature-based detection methods. Recall and precision 
must be balanced, as increasing sensitivity frequently leads to an increase in false positives. The 
optimal recall threshold should be determined by weighing the consequences of missed attacks 
against the burden of investigating false alarms, taking into account the organizationʹs risk tolerance 
and operational capacity [214]. 

In order to provide a balanced assessment of both precision and recall, the F1-score provides a 
harmonizing metric that is based on a harmonic mean. This composite metric is particularly useful 
when dealing with imbalanced datasets, which are common in cybersecurity applications where 
malicious samples represent a relatively small percentage of the total data set. F1 scores penalize 
extreme values in either precision or recall, encouraging the development of detection systems that 
perform consistently on both dimensions [215]. Although the standard F1-score assumes equal 
importance for precision and recall, this may not align with the priorities of specific organizations. 
Therefore, weighted variants of the F1-score, such as F-beta scores, facilitate customization, 
depending on whether minimizing false negatives or false positives is more important for a particular 
deployment scenario [216]. 

AUC represents a more comprehensive evaluation metric that assesses the detection systemʹs 
performance across all classification thresholds measured by the Receiver Operating Characteristic 
(ROC) curve. ROC curves plot the true positive rate against the false positive rate, providing insight 
into how specificity and sensitivity are balanced at various decision points. If the AUC value is 1.0, 
then the classification performance is perfect, while if it is 0.5, then the classification performance is 
similar to random guessing [217]. Comparing different detection algorithms or model architectures 
with the AUC metric proves particularly useful, since it measures discriminative ability independent 
of thresholds. Moreover, the AUC-PR (Area Under the Precision-Recall Curve) provides an 
alternative perspective that may be more informative for imbalanced datasets, as it focuses on 
positive class performance without being influenced by the large number of true negatives typically 
present in cybersecurity datasets [218]. 

 

A Benchmarking Methodology and Cross-Validation for Model Robustness Assessment 
Developing robust benchmarking methodologies requires careful consideration of dataset 

characteristics, experimental design, and evaluation protocols that ensure fair and meaningful 
comparisons between different approaches. Benchmarking relies on the collection of comprehensive 
and representative datasets that capture the diversity of ransomware variants, attack vectors, and 
benign system behaviours [219]. As well as covering historical ransomware families, contemporary 
threats, and emerging attack patterns, these datasets must also maintain appropriate class 
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distributions that reflect real-world scenarios. As ransomware evolves rapidly and continuously, 
updating datasets regularly is essential, as are time-based splits that simulate realistic deployment 
conditions where models encounter future, unknown threats [220]. 

Data preprocessing, feature extraction, model training, and evaluation procedures should be 
standardized in benchmarking protocols in order to address the reproducibility crisis that affects 
many machine learning applications. Missing data specifications, normalizing features, addressing 
class imbalances, and training-validation-testing splits are also included [221]. Assuring fair 
comparison opportunities across different methodological paradigms needs to be a goal of the 
benchmarking framework, which should accommodate all types of AI approaches, including 
traditional machine learning algorithms, deep learning architectures, and ensemble methods. In 
addition to pure detection accuracy, the evaluation should include computational efficiency, 
scalability, and deployment feasibility. Real-world systems have limited resources and strict latency 
requirements, so these factors should be considered in the evaluation [222]. 

It is crucial to use cross-validation methodologies to assess ransomware detection modelsʹ 
robustness and generalizability, allowing insight into how they will perform in unseen data 
environments and different operational environments. K-fold cross-validation, while widely used in 
machine learning, requires careful adaptation for cybersecurity applications due to the temporal 
nature of threats and the possibility of data leakage [223]. In scenarios where models must detect 
future attacks based on historical training data, time-series cross-validation methods such as forward 
chaining or sliding window validation work better. When faced with evolving threat landscapes, 
these temporal validation strategies can identify models that perform well on randomly shuffled 
datasets but fail when faced with evolving threat landscapes [223]. 

In ransomware detection research, balanced accuracy and G-means have gained traction beyond 
traditional metrics and validation strategies. Balanced accuracy compensates for class imbalances by 
averaging recall across classes, offering a more accurate assessment than raw accuracy [224]. Using 
G-means, which combines sensitivity and specificity, one can assess how well the model performs 
across both classes. When evaluating models on datasets with skewed distributions, such as those 
dominated by benign software, these metrics are particularly useful. There was a preference for 
balanced accuracy over raw accuracy in the reviewed literature, acknowledging that high overall 
accuracy can be misleading if the model fails to detect ransomware correctly. In practice, a model that 
correctly identifies 95% of benign samples but misses 50% of ransomware instances may still report 
high accuracy [225]. 

The Area Under Time (AUT) metric assesses model performance over time by accounting for 
concept drift, the gradual change in data distribution caused by evolving ransomware tactics. 
Continuous learning settings, where models need to adapt to new threats without retraining, make 
AUT particularly useful [226]. Detection systems can be evaluated for longevity and adaptability by 
tracking performance across time slices. As attackers continuously innovate to bypass defences, this 
is crucial in cybersecurity. By including samples from 2006 to 2024, the MLRan study was able to 
analyse model performance longitudinally, emphasizing the importance of temporal diversity in 
training data [226]. 

When dealing with imbalanced datasets and multiple ransomware families, stratified cross-
validation is essential to maintaining representative samples of different attack types and benign 
behaviours. The approach prevents the creation of evaluation scenarios where certain ransomware 
variants are absent from training data, resulting in overly optimistic or pessimistic performance 
estimates [227]. A nested cross-validation technique, for example, provides more robust estimates of 
model performance by separating hyperparameter optimization and final model evaluation, 
reducing overfitting [227]. 

Cross-validation goes beyond simple performance estimation to include robustness assessment 
across different operational conditions, network environments, and system configurations. While 
adversarial validation can evaluate model stability when inputs are perturbed or evasion attempts 
are made, domain adaptation validation measures performance degradation when data originates 
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from different organizational contexts or network architectures [228]. A Monte Carlo cross-validation 
approach introduces additional randomness to data splitting procedures, resulting in confidence 
intervals and uncertainty estimates that inform deployment decisions and risk assessments. Using 
these comprehensive validation methodologies, AI-based ransomware detection systems will 
demonstrate consistent and reliable performance across diverse real-world scenarios, thus improving 
cybersecurity defences [229]. 

As a summary, performance evaluation in AI-based ransomware detection can be viewed as a 
multifaceted task that requires careful selection of metrics, rigorous validation strategies, and the 
consideration of benchmarks. In order to gather deeper insight into the behaviour of a model, it is 
important to consider metrics such as precision, recall, F1-score, and AUC in addition to balanced 
accuracy, FPR, FNR, and AUT. It is imperative to use cross-validation and time-aware train-test splits 
to ensure robustness and generalizability, while adversarial testing is used to expose any 
vulnerabilities that may exist. As part of the evaluation process, benchmarking against strong 
baselines and leveraging AutoML tools further enhances the reliability of the evaluation process. It 
is expected that, as ransomware continues to develop, these methodologies will become 
indispensable for the development of robust, accurate, efficient, and effective detection systems that 
will be able to protect digital infrastructure from increasingly sophisticated attacks. 

 

IV. Challenges and Limitations in Existing Literature and Future Research 
Directions 

Challenges and Limitations: 

Gaps and Limitations in Current Research 
There are significant methodological challenges associated with AI-based ransomware detection 

that constrain their practical applicability and reliability. Overfitting is one of the most prevalent 
problems, in which models exhibit exceptional performance on training and validation datasets, but 
fail catastrophically when deployed in real-world scenarios [230]. Cybersecurity applications are 
particularly prone to this phenomenon as a result of the complex, high-dimensional feature spaces 
they typically use and the relative scarcity of diverse, labeled ransomware samples. Researchers often 
use synthetic data augmentation techniques or feature engineering techniques that inadvertently 
introduce artificial patterns, resulting in models that are better at recognizing engineered 
characteristics rather than genuine ransomware behaviours [231]. Moreover, this problem is 
compounded by the tendency to optimize models based on benchmark datasets that may not 
adequately reflect the full range of ransomware variants, attack vectors, and operational 
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environments encountered in practice. Furthermore, as ransomware attacks evolve rapidly, static 
training datasets become outdated quickly, resulting in a mismatch between the model training data 
and the threats encountered during deployment [232]. It is particularly concerning that ransomware 
developers actively adapt their techniques in order to evade detection systems, which creates a hostile 
environment where yesterdayʹs training data may be irrelevant to the threats of tomorrow [232,233]. 

Other fundamental limitations of current research approaches include their inability to 
generalize across different organizational contexts, network architectures, and system configurations. 
Most studies focus on controlled laboratory environments or specific organizational settings, not 
accounting for the heterogeneous nature of real-world IT infrastructures [234]. Detection systems 
optimized for traditional network architectures may struggle in cloud-native or containerized 
deployments, while models trained on Windows-centric environments may not perform well in 
mixed OS environments. As static datasets capture threats and system behaviours at a specific 
moment in time and within specific contexts, this issue is exacerbated by the reliance on static datasets 
[235,236]. While most research fails to address this fundamental challenge adequately, deployed 
systems deteriorate in performance as the threat landscape evolves without continuous learning 
mechanisms and adaptive capabilities. In addition, the evaluation methodologies employed often 
lack ecological validity, since they use artificial test scenarios that donʹt reflect the complexity, noise, 
and variability of production settings [237]. A significant gap exists between theoretical performance 
claims and practical deployment outcomes due to this disconnect between research conditions and 
operational reality [237]. 

 

Ethical Considerations and Privacy Concerns 
Organizations must carefully navigate the tensions between protection and surveillance created 

by AI-driven cybersecurity solutions, which go far beyond traditional security paradigms. In order 
to detect ransomware effectively, AI-based systems need extensive access to system activities, 
network communications, file operations, and user behaviors, providing unprecedented 
opportunities for data collection and monitoring [238]. Especially in environments where users 
expect a certain level of privacy and autonomy, this pervasive surveillance capability raises 
fundamental concerns. When behavioral profiling is used to detect threats effectively, it is possible to 
inadvertently capture sensitive personal information, proprietary business processes, and 
confidential communications, which can result in data misuse, unauthorized surveillance, or 
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inappropriate disclosure [239]. In order to maintain effective security monitoring, organizations must 
adhere to data protection regulations like GDPR and CCPA, protect employee privacy, and maintain 
stakeholder trust [239]. 

AI-driven cybersecurity solutions introduce additional ethical challenges related to fairness, 
transparency, and accountability in security operations due to algorithmic decision-making. Based 
on historical training data that reflects past inequities or incomplete representations, machine 
learning models may disproportionately flag certain user groups, application types, or operational 
patterns [240]. As a result, security policies may be enforced discriminatorily, legitimate activities 
may be unfairly targeted, and users may be treated differently based on factors that arenʹt related to 
actual security risks. Many AI algorithms, particularly deep learning approaches, are opaque, making 
it challenging to explain security decisions and provide meaningful recourse [241]. The lack of 
transparency becomes particularly problematic when AI systems make automated decisions that can 
impact user productivity, system availability, or business operations. Furthermore, the concentration 
of security decision-making power in algorithmic systems raises concerns about human agency and 
oversight in critical security functions, potentially creating scenarios in which automated systems 
make consequential decisions without appropriate human review or intervention capabilities 
[241,242]. The implementation of robust governance frameworks ensures ethical AI deployment, 
maintains human oversight of critical decisions, identifies and mitigates biases, and provides 
transparent mechanisms for addressing system errors and unintended consequences while balancing 
these concerns with the need to protect against increasingly sophisticated ransomware threats [242]. 

 

Future Research Directions: 

Integrating Explainable AI for Transparent Decision-Making and Enhanced Trust 
AI-based ransomware detection systems can be advanced through the integration of explainable 

artificial intelligence (XAI), addressing the fundamental problem of algorithmic transparency that 
currently limits adoption and trust in automated cybersecurity systems. Research in the future should 
focus on the development of XAI frameworks specifically tailored to the unique requirements of 
cybersecurity applications, in which decision transparency is not merely desirable but essential for 
effective incident response, forensic analysis, and regulatory compliance [243]. XAI algorithms 
designed specifically for ransomware should include both local explanations to illuminate individual 
detection decisions as well as global explanations to reveal the patterns and features the model 
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considers to be most indicative of malicious activity. Through this dual-level transparency approach, 
security analysts will be able to understand not only why a particular file or behavior was flagged as 
suspicious, but also how the detection systemʹs decision-making process aligns with established 
cybersecurity principles and threat intelligence [244]. There is a need for research to examine how 
existing XAI techniques, such as LIME, SHAP, and attention mechanisms, can be adapted to the 
specific characteristics of ransomware detection, including temporal behaviour analysis, file system 
interaction patterns, and network communication signatures. Security professionals with varying 
levels of machine learning expertise face the challenge of developing explanations that are technically 
accurate and accessible, requiring interdisciplinary collaboration between AI researchers, 
cybersecurity practitioners, and human-computer interaction specialists [245]. 

Research in advanced XAI should develop counterfactual explanations that demonstrate how 
changes in system behaviour would alter detection decisions, providing valuable insights for threat 
analysis and evasion resistance assessment. A system of interactive explanations that allows security 
analysts to query the detection model about specific features, behaviours, or decision pathways 
would greatly improve the interpretability and utility of AI-driven security tools [246]. Moreover, 
XAI frameworks should integrate domain knowledge and cybersecurity ontologies to ensure that 
explanations are grounded in established security principles rather than purely statistical 
correlations. It would be possible to evaluate and improve XAI approaches systematically if 
explanation quality metrics were developed specifically for cybersecurity applications, while studies 
on explanation effectiveness in real-world security operations would inform how best to present AI-
driven insights to human analysts [247]. Additionally, future work should examine the potential 
security implications of XAI itself, as well as how explanation mechanisms can be exploited by 
attackers in order to evade detection systems, and develop ways to maintain security through 
obscurity while providing meaningful transparency [248]. 

 

Developing Real-Time Detection Systems with Adaptive Capabilities 
Real-time ransomware detection systems represent a paradigm shift from reactive cybersecurity 

to proactive cybersecurity. This requires fundamental advancements in algorithmic efficiency, system 
architecture, and adaptive learning mechanisms that can operate within the stringent latency and 
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resource constraints associated with production environments [249]. Research in the future must deal 
with the computational complexity associated with real-time threat detection, exploring novel 
approaches such as early warning systems that can identify ransomware indicators before full 
payload execution, lightweight neural network architectures optimized for edge deployment, and 
hierarchical detection frameworks that balance accuracy with computational efficiency through 
progressive analysis stages [250]. The development of streaming machine learning algorithms 
capable of processing continuous data flows while maintaining detection accuracy presents 
significant technical challenges, especially in handling concept drift, managing memory constraints, 
and maintaining model stability under varying workload conditions [250]. Developing adaptive 
threshold mechanisms that can respond to evolving threat patterns without requiring the complete 
retraining of models or system downtime should be investigated through the use of online learning 
techniques, incremental model updates, and adaptive threshold mechanisms [251]. 

As a result of subtle timing patterns, resource utilization signatures, and sequences of system 
interaction, advanced real-time detection systems must incorporate sophisticated behavioral analysis 
capabilities that can distinguish between legitimate administrative activities and malicious 
encryption processes [252]. Researchers should explore multi-modal sensing approaches that 
combine file system monitoring, network traffic analysis, system call tracing, and hardware 
performance metrics to create comprehensive real-time threat detection capabilities. It could be 
possible to develop preemptive responses that prevent successful attacks rather than merely 
detecting them after they start, using predictive models that predict ransomware deployment based 
on precursor behaviours, such as reconnaissance behaviours, privilege escalation attempts, or lateral 
movement patterns [253]. Adaptive response mechanisms based on real-time threat assessment could 
reduce the impact of successful ransomware attacks significantly by automatically implementing 
containment measures, isolating affected systems, or triggering backup procedures. In complex 
enterprise environments where false positives can cause unnecessary business disruptions, the 
challenge lies in balancing automated response capabilities with human oversight and approval 
[253,254]. 

Furthermore, future research should investigate the integration of context-aware detection 
systems that can adapt their sensitivity and response strategies based on factors such as system 
criticality, user roles, time of day, and current threat intelligence feeds. A promising research 
direction is the development of collaborative real-time detection networks that can share threat 
indicators and behavioral signatures across organizational boundaries while maintaining privacy 
and confidentiality. Further, research into resilient detection architectures with the ability to maintain 
functionality when partially compromised by sophisticated attackers will ensure continuous 
protection [254]. 
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Leveraging Federated Learning for Collaborative Threat Detection and Privacy-Preserving 
Intelligence Sharing 

A transformative approach to ransomware detection is emerging through federated learning, 
which provides the opportunity to harness collective threat intelligence while simultaneously 
addressing privacy, confidentiality, and competitive concerns that traditionally limit the sharing of 
information between organizations [255]. A critical component of future research will be the 
development of federated learning frameworks that are specifically designed for cybersecurity 
applications, addressing the unique challenges associated with non-IID (non-independent and 
identically distributed) threat data, varying organizational security postures, and rapid model 
convergence in dynamic threat environments [255]. It is important to note that heterogeneous IT 
infrastructures, security tools, and threat exposure patterns can create significant statistical 
heterogeneity that traditional federated learning approaches may not be able to adequately deal with, 
necessitating the development of federated learning techniques that can adapt global threat models 
to local organizational contexts while still benefiting from collaborative intelligence sharing. Research 
should explore advanced aggregation methods that can effectively combine threat detection models 
from organizations with vastly different network architectures, user behaviours, and threat exposure 
profiles to create a global model that offers value to all participants regardless of their individual 
characteristics [256,257]. 

Privacy-preserving mechanisms that facilitate threat intelligence sharing without exposing 
sensitive organizational information represents a critical research frontier with significant 
implications for industry-wide cybersecurity collaboration. In the future, differential privacy, 
homomorphic encryption, and multiparty computation techniques should be applied to federated 
ransomware detection, allowing organizations to contribute to collective threat intelligence while 
maintaining strict confidentiality about their internal security postures, incident histories, and 
operational details [258]. Developing incentive mechanisms that encourage participation in federated 
threat detection networks while ensuring fair distribution of benefits and preventing free-riding 
behaviour could speed up the adoption and effectiveness of collaborative security approaches [258]. 

Advanced federated learning research should explore the integration of continuous learning 
capabilities to enable threat detection models to adapt rapidly to emerging ransomware variants 
discovered by any network participant, while propagating threat intelligence across the federation in 
near real-time and maintaining privacy protections [259]. In order to achieve more granular and 
targeted threat intelligence while maintaining scalability and efficiency, hierarchical federated 
learning architectures that can operate across multiple organizational levels from individual business 
units to industry sectors to global threat sharing networks may be developed [259,260]. By leveraging 
threat intelligence from a variety of sectors and organizational types, cross-domain federated 
learning approaches can enhance the robustness and generalizability of ransomware detection 
models, especially those that detect new attack vectors that may appear initially in a particular 
industry before spreading widely. The future work should also address the regulatory and legal 
implications of federated threat detection systems, ensuring compliance with data protection 
regulations while maximizing the security benefits of collaborative threat intelligence sharing 
[259,260].  
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V. Conclusion 

Summary of Findings: 
Summary of Findings In this systematic assessment of AI-based ransomware detection 

frameworks, numerous critical insights into the current state and future trajectory of cybersecurity 
defence mechanisms are revealed. In the comprehensive analysis, it is evident that machine learning 
and deep learning techniques have made remarkable strides in the detection of ransomware, with 
supervised learning techniques consistently achieving the highest accuracy rates, often exceeding 
97% when applied to well-curated datasets. The Random Forest classifiers have been shown to be 
particularly effective, demonstrating superior performance in handling high-dimensional spaces 
while providing interpretable results that enable security analysts to determine the rationale behind 
feature detection. By using transfer learning approaches, deep learning architectures, such as 
Convolutional Neural Networks and Long Short Term Memory networks, are capable of extracting 
complex patterns from raw data with an accuracy rate of 99.5%. However, the research also reveals 
significant limitations in current methodologies, including reliance on static datasets that fail to 
capture the dynamic nature of evolving ransomware threats, an inadequate representation of modern 
attack vectors, such as Ransomware-as-a-Service platforms, and a limited ability to generalize across 
diverse operational environments. According to the evaluation framework, hybrid approaches 
combining static and dynamic analysis consistently outperform single-method detection systems, 
while ensemble learning techniques exhibit superior robustness against evasion. This study 
emphasizes that continuous innovation in artificial intelligence techniques is not only advantageous, 
but crucial for countering the rapidly evolving ransomware landscape, in which adversaries are 
constantly adapting their strategies to circumvent detection systems using sophisticated evasion 
techniques, polymorphic code generation, and analysis techniques. 

Implications for Practice: 

These findings have profound implications for cybersecurity practitioners, policymakers, and 
researchers across a variety of fields. For security practitioners, the evaluation framework provides 
actionable guidance for selecting and implementing AI-based detection systems tailored to their 
specific organizational contexts, emphasizing the importance of hybrid approaches that integrate 
behavioral monitoring capabilities with static analysis capabilities. According to the findings, 
organizations should move beyond traditional signature-based detection methods and adopt 
adaptive machine learning systems that are capable of continuous learning and real-time threat 
adaptation. These insights can be leveraged by policymakers to develop regulatory frameworks that 
promote collaborative threat intelligence sharing while addressing privacy concerns through 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 28 February 2026 doi:10.20944/preprints202602.2011.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202602.2011.v1
http://creativecommons.org/licenses/by/4.0/


 54 of 70 

 

federated learning approaches that allow organizations to benefit from collective security knowledge 
without compromising sensitive operational data. There is a need for standardized evaluation 
protocols and benchmark datasets that accurately represent contemporary threat landscapes, which 
suggests that regulatory bodies should mandate minimum standards for the testing and validation 
of AI-based security systems. Through the use of explainable AI integration, the development of real-
time detection systems, and collaborative learning mechanisms that protect privacy, the systematic 
evaluation reveals numerous opportunities for researchers to advance the field. By providing 
standardized methodologies for data curation, feature extraction, model evaluation, and 
performance benchmarking, the framework provides a foundation for developing more effective 
ransomware detection systems. Using this framework, organizations can develop comprehensive 
defence strategies that balance detection accuracy with computational efficiency, while ensuring 
security systems remain interpretable and auditable for forensic analysis and regulatory compliance. 

Final Remarks: 
Final Remarks By providing a roadmap for future innovations, this research makes a valuable 

contribution to cybersecurity by providing a comprehensive framework to evaluate AI-based 
ransomware detection. As a result of the systematic analysis, the cybersecurity community is at a 
critical point in which traditional reactive defence mechanisms must evolve into proactive, intelligent 
systems capable of adapting to a sophisticated and rapidly changing threat landscape. As well as 
technical implementation, this work also raises fundamental questions about the role of artificial 
intelligence in protecting digital infrastructure, how to balance automated decision-making with 
human oversight in security operations, and what ethical implications pervasive monitoring systems 
can have on security operations. This study highlights the importance of continuing collaboration 
between academia, industry, and government agencies in order to develop robust, transparent, 
ethical cybersecurity solutions by demonstrating both the tremendous potential and current 
limitations of AI-based approaches. Researchers found that effective ransomware defence requires a 
holistic strategy addressing organization preparedness, user education, regulatory compliance, and 
international cooperation in combating cybercrime as well as technological advancement. As 
ransomware threats continue to evolve in complexity and impact, the systematic evaluation 
framework presented in this research provides essential guidance for building resilient cybersecurity 
ecosystems able to protect critical digital assets and maintain societal trust in increasingly 
interconnected technological systems. Ultimately, the cybersecurity community must be able to 
maintain technological innovation pace in order to counter ransomware threats while ensuring that 
defence mechanisms remain accessible, interpretable, and aligned with broader social values such as 
privacy, security, and digital rights in order to succeed. 
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