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Abstract 

Preserving critical data, preventing unauthorized access, securing communication are aspects of 
information security. To implement them as hardware is more reliable than software. There are 
various hardware solutions that suggest using a separate computational unit which is capable of 
providing various security enhancements. This article describes a heterogeneous security 
architecture with a tightly coupled security core to the CPU. A security interface that allows direct 
control and monitory of the security core over the CPU is proposed. In the article analysis of how the 
interface interacts with the controlled and monitored CPU is done. This analysis explains the benefits 
and why for certain aspects control is implemented seeking performance while for others - using less 
logic. 

Keywords: security; information security; security coprocessors; cryptoprocessors 
 

1. Introduction 

Electronic devices obtain, process and transmit data. Data is the most valuable part of any system 
- small or large-scale. The CIA Triad model defines information security having three components - 
confidentiality, integrity, and availability [1]. In terms of data this translates to protection of 
manipulation, secure storage and distribution. The most valuable part of a system is the most targeted 
by any type of threads. 

Based on when the security thread is applied there can be three options: 

1. During design or fabrication of the system [2]. 
2. During the boot-up process. 
3. When the system is operational. 

Design and fabrication threads are avoided only following strict processes preventing zero-day 
vulnerabilities because they are difficult to discover or to restrict their effect at a later point. 

The boot-up process is critical to the correct operation of the system. It consists of executing 
firmware to configure devices and passing control to the operating system. The earlier any code is 
executed, the higher the execution privileges it has. If this process is altered, the behavior of the entire 
operating system may be compromised. This can go unnoticed or become unrepairable by software 
[3]. 

Run-time threads can result in temporary or permanent performance degradation or 
inaccessibility which can be identified if a user is working with the system, but they can also go 
unnoticed. Behavior anomalies detection can be classified by: 

• By method – statistically or machine learning. 
• Observing an application behavior. 
• By anomaly type detection – especially for data manipulation or access. 
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• By detecting latency [4]. 

For software and especially kernel behavior – a keep-alive counter for instance can detect if the 
correct code is executed. Another option is monitoring hardware resources like the program counter. 

While software resolving software issues is not always possible hardware has al-ways control 
over what is executed. Many of the security tasks can be implemented as hardware, resulting in 
higher security and improved performance at the price of additional logic. 

There are various features that a hardware security device might have, each of which boosts the 
confidence in the provided protection. This includes isolation of hardware and software resources 
between the security features and the rest of the system; execution with different privileges [5,6]; 
protected storage, especially in terms of storing encryption keys [7]; hardware implemented 
encryption algorithms; resources dedicated to real-time monitoring of the system behavior; remote 
administration; physically unclonable function (PUF) to uniquely identify a device [8]; true random 
number generators used for encryption [9] etc. 

The idea of using a coprocessor for security purposes has evolved for many years and since its 
early stages has defined that a device will execute the part of the application that must be protected 
from adversaries, which will be specialized at security computations and will keep the system 
“secrets” from an attacker [10]. 

This article adopts the idea of having a separate security dedicated processor which is isolated 
from any software and CPU hardware resources. If anything within the CPU domain becomes 
exposed, the secure domain will remain untouched and be able to restore the entire system health. 
The new concept we propose is to further enhance existing security processor ideas by tightly 
coupling the security dedicated core to one or more CPUs. The idea of tightly coupling is that a small 
RISC-V processor has a Security Interface that allows snooping, directly reading or writing and 
controlling critical CPU resources, both internal and external. This will allow further control and ease 
the detection of any malicious activity while staying isolated. At the same time, the core provides 
recovery capabilities in case even this protection gets broken. 

There are devices available that implement some or all the listed hardware features, some are 
already industry standards while others are suggesting new architectural solutions like active 
processor control. The latter is implemented in a Secure Heterogeneous Architecture which contains 
a RISC-V security core which aims at providing all listed hardware security aspects [11]. Choosing 
RISC-V as a target architecture is based on that it is a modern, open-source, still evolving including 
in terms of security [12]. 

2. Related Work 

According to recent analysis on security coprocessors or processor cores features, they must 
ensure 4 key properties: 

• Confidentiality - information is available only to those authorized. 
• Integrity – control over any data manipulation. 
• Availability – access to system is reliable and predictable. 
• Authenticity - information is from the source it claims to be from [13]. 

Cryptoprocessors or cryptographic processors are specialized hardware components designed 
to accelerate execution by performing cryptographic operations efficiently freeing CPU from this task 
[14]. A Survey of Secure Processors analyzes the main functions a cryptoprocessor must serve, based 
on existing solutions: 

• Ensure security of the boot process. 
• Establish Trusted Execution Environment (TEE). 
• Provide memory and cryptographic attack resistance [15]. 

Our goal was development of Secure Heterogeneous Architecture [16] which should have the 
following features: 

• Create a two-processor architecture with one core specifically dedicated to security. 
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• The two cores should be proprietary to be able to experiment with hardware solutions to 
increase protection. 

• The platform is intended to be embedded system for small devices especially in the IoT field so 
area and power consumption should be minimized while preserving performance and high level 
of security using lightweight cryptography. 

• Security processor core should adopt the RISC-V ISA. 

In recent years there have been many cryptoprocessor platforms introduced and RISC-V is often 
selected due to the large number of available open-source processors. One such solution utilizes a 
pre-developed 32-bit processor core as part of SoC that interacts with various security accelerator 
cores through a Wishbone Interconnect Bus [17]. This platform is intended to use lightweight 
encryption algorithms executed by the accelerators. This solution does not provide isolation between 
executed program code and utilization of accelerators. Hardware based accelerators have better 
performance over software, but this is minimized when there�s a dedicated co-processor which is 
optimized to execute such algorithms. Furthermore implementing 4 accelerators requires significant 
resources but does not match the flexibility of a small-sized processor – the processor software can 
be updated at any time thus patching security holes or adding entirely new capabilities. 

Another advantage of using open-source ISA for cryptoprocessors, especially proprietary ones, 
is the ability to add instructions which optimize cryptography operations [18]. Cryptography 
algorithms deal with large arrays of data so in this case 64-bit or even 128-bit RISC-V extension will 
produce much better results. Because of this, the Secure Heterogeneous Architecture 64-bit extension 
was selected. 

Having separate processing unit and security dedicated core allows to establish Root-of Trust 
(RoT) by checking operating system and software integrity before the CPU starts. It can also be 
responsible to maintain Chain-of-Trust – do on the run cryptography tasks like key maintenance and 
authorization which ultimately leads to establishing a Trusted Execution Environment (TEE) for the 
CPU to operate in [19]. However, in many cases this secure co-processor will remain idle for a certain 
amount of time, when the CPU is not working with it. This is a loss of performance so our suggestion 
is to implement additional hardware resources that will allow it to be able to actively monitor what 
the CPU does all the time. As performance of a RISC-V core might not be the best, the secure core 
interacting with the CPU and communication buffering optimization are required [20,21]. 

For real-time platforms it is important that active security dedicated processor should support 
the ability to implement various algorithms for anomaly detection [22]. Such an example is SecuPilot 
which is a Security Coprocessor-integrated platform for autonomous Unmanned Aerial Vehicles [23]. 
In cases of failure for such systems, we believe the best solution is not only detecting and reporting 
the problem and if possible, continuing to work but having the ability to restore critical system 
components to a working state as soon as possible. 

The idea of implementing a security coprocessor is also adopted in new commercial products 
with wide variety of capabilities. The most well-known Trusted Platform Module (TPM) defines a 
standard to store pre-run time configuration parameters and at boot time to determine that a PC is 
not trustworthy but cannot provide run-time control [24] or are intended to offload the CPU from 
performing cryptographic tasks [25,26] and not performing active tasks. Some of these are adding 
memory protection capabilities [27]. 

The RISC-V architecture and exploiting its benefits is still not common for commercial 
applications although there are already solutions utilizing the 128-bit extension to optimize 
cryptographic tasks [28] or using this ISA scalability to adapt it for IoT small-sized devices [29]. As 
with the previous group, active control, especially at a low level as well as recovery options are not 
considered. 

A different approach targeted at adding run-time protection is ARM TrustZone – a system-on-
chip approach used on ARMv6 and later architectures. Separate computing resources for TEE and 
non-secure world on one and the same core are used. As it turns out, this solution is prone to exploits 
as these two communicate directly with one another [30]. 
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3. Secure Heterogeneous Architecture 

Based on a survey of different hardware architectures and elements that provide information 
security [31] a Secure Heterogeneous Architecture was defined. It has a security RISC-V core at its 
base and relies on isolation of security critical resources to be accessible only by this security core 
while also allowing it to have full control over the entire system. This security core applications 
execute at virtually higher privilege mode compared to the central processing unit software although 
the two work in parallel. This frees the central processor performance from doing all security related 
tasks. 

Figure 1 shows a top-level block diagram of the Secure Heterogeneous Architecture. The secure 
address space is in red and the central processing unit – in light blue. Outlined in blue are resources 
that are used for security purposes. The Central Processor Core ad-dress space is a subset of the 
Security Core address space which means that the Security Core can access all addressable resources 
while the CPU cannot. 

 

Figure 1. Secure Heterogeneous Architecture. 

There are three ways the Security Core can control the execution of the CPU: 

• Unnoticed access to any CPU resources, which doesn�t affect or has minimal performance impact 
on its execution. 

• By halting the CPU until security checks and operations are performed. 
• By software-implemented communication protocol between the two cores, which allows them 

to cooperate. 
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The implementation of this architecture aims at: 

• Provide as much isolation between the cores as possible, while still allowing them to 
communicate in controlled manner. 

• To minimize the performance impact on the execution of the CPU core for security operations. 
• To minimize the access of software and CPI hardware to security resources. 
• To minimize the additional security related hardware resources. 

Figure 2 shows an overview of the architecture of the two processor cores – the CPU and the 
Secure Core. It is a classic five stage RISC-V architecture – Fetch (FS), Decode (ID), Execute (EX), 
Load/Store (L/S) and Write-Back (WB). Fetch Stage contains the logic to get instructions from 
memory. Instruction Decode Stage interprets instruction fields, sets data manipulation control 
signals, reads operands from Register File, selects operands and controls the flow of instructions. In 
Execution Stage the ALU does the actual computations on operands. Load/Store Stage accesses Data 
Memory, CSRs and any peripheral devices or external resources through the Load/Store Unit (LSU). 
Not all instructions take any action in Load/Store Stage. In Wire-back Stage most instructions are 
storing their result in the Register File. 

The Pipeline is parameterized in many ways – for example it can be 32-bit or 64-bit. For this 
architecture it is fixed to RV64I instruction set (base 64-bit integer instructions) with Instruction and 
Data Memories instead of caches along with other options to minimize the area and complexity of 
the design. 64-bit version was selected to optimize security operations, especially encryption and 
speed-up communication between the cores. 64-bit secure core can also easily be adapted to work 
with 32-bit CPU if additional minimization is needed. 

 
Figure 2. Pipeline Architecture Block Diagram. 

The two cores have similar architecture regarding processing to simplify the design process but 
the control and secure options as well as many details in the blocks on Figure 2 differ – Load/Store 
Units, CSR Blocks and Interrupt Controllers, Branch Controls, Instruction Fetches, Core Controls etc. 
The intent is also for this architecture to be able to swap the CPU with another one or even other 
architecture by implementing the same security features in it. 

This core is a proprietary architecture aiming at the possibility to further optimize it or 
implement additional features, especially instructions to speed-up security tasks. 
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Besides the two pipelines, the Secure Heterogeneous architecture has instances of other blocks 
outside of the cores. Shared access memory and peripheral devices and protected security devices 
are accessed through external address decoding blocks. This is depicted in Figure 3. 

 

Figure 3. Inter-System Communication. 

Figure 3 also shows what was discussed to be missing in other related solutions – secured 
communication and direct control over the CPU. To optimize and secure communication between 
the two processors, two communication buffers are implemented. The concept is that each buffer 
transfers data in one direction only in atomic transactions that once issued cannot be modified. 

If the CPU wants to send information to the Secure Core, it checks if the lock bit of the 
communication buffer is set, if it is – the CPU waits until it is cleared and then writes the desired data 
into the buffer. After completing the writes in the buffer, it sets a CSR bit that is mapped to a maskable 
Secure Core interrupt, signaling that there�s something to be read in the buffer. The Secure Core may 
or may not service the interrupt. If it does, it locks the buffer, checks the validity of the information 
stored, clears the interrupt and unlocks the buffer. Based on the information, the Secure Core can also 
decide whether to send back data in the Egress Communication Buffer or not. 

Communication in the opposite direction is similar with three differences: 

• The CPU cannot lock the Communication buffer preventing the CPU to block communication 
in case of a security problem. 

• The CPU cannot mask the interrupt from the Secure Core which prevents altered software 
ignoring incoming requests. 

• The Secure Core can also read the Egress Communication Buffer for debug purposes. 

The CPU is not expected to check incoming data as its origin is the secure domain and only the 
Secure Core can generate it. 

4. Security Interface for Execution Control 

One of the most crucial resources of the Secure Heterogeneous Architecture that allows system 
protection and specifically control over the execution of the CPU is the Security Interface for 
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Execution Control. This interface allows the security core to access the entire addressable space of the 
CPU as an externally mapped device to its load/store unit. This includes two things – directly 
addressing various monitoring points of the CPU pipeline and accessing its load/store unit hence 
everything that the CPU can address. 

Figure 4 shows how the security interface connects the two cores. Before accessing a certain 
device three steps of address decoding are performed. 

 

Figure 4. Security Interface for Execution Control. 

When a load/store instruction is executed by the security core, its address is decoded by the 
security core load/store unit address decoder which checks whether an external to the core resource 
is being addressed. The External Address Decoder, found on top level of the Secure Heterogeneous 
Architecture, is switching between accessing the CPU resources or other top-level devices. Another 
load/store unit and decoding are registering the input of the security interface and decodes which 
sub-device or logic unit is to be accessed. 

The security interface should provide real-time access to every point in order the security core 
to be able to monitor what exactly the CPU does and at the same to have complete control over every 
aspect of the execution. This means that the security core should have higher privilege compared to 
the CPU, to be able to manipulate its instructions and data, to allow stopping it and resuming its 
work. 

Table 1 shows the generic minimalistic set of Security Interface signals. The Secure Core decoded 
address segments related to the Security Interface are shown on Table 2. 
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Table 1. Security Interface signals. 

Signal Direction Width Description 
sec_if_req Sec -> CPU 1 Secure Core requests CPU resource access 

sec_if_rdy CPU -> Sec 1 CPU response – immediate on write, with read 
data on read 

sec_if_we Sec -> CPU 1 Write enable 
sec_if_addr Sec -> CPU 32 Address to decode a CPU resource 

sec_if_wdata Sec -> CPU 64 Write data 
sec_if_rdata CPU -> Sec 64 Muxed read data 

Table 2. Secure Core decoded address bits. 

Address bits Value Decoded Resource 
25:24 0 Security Interface 
22:20 0 CPU Program Counter 
22:20 1 CPU Instruction Memory 
22:20 2 CPU Load/Store Unit 
22:20 3 CPU CSRs 
22:20 4 CPU Register File 
19:18 2 External Core Interface 

Based on the typical structure of a RISC pipeline, these sub-devices and logical units can be 
divided into two groups – flow control related and data control related. Since performance is always 
a critical point and most of the time, especially for limited resources devices, so is the amount of logic, 
it is very important to analyze the pros and cons of how access to every accessible point is established. 
For example, if a device can be made accessible through the security interface with a reasonable 
amount of logic added but allowing this device to be accessed without interfering and most 
importantly without stopping the CPU then this should be the decision. 

4.1. Flow Control Mechanisms 

In terms of flow control there are three important aspects which are considered malicious to the 
work of the processor: 

• Altering the sequence of program execution. 
• Manipulating the executed code. 
• Manipulating control and status registers that might alter the processor state. 
• These three translate into three specific processor resources: 
• Program counter value. 
• Content of instruction memory. 
• Register file and content of control and status registers. 

4.1.1. Program Counter 

The program counter is a multi-bit register with complex logic to calculate its new value. To read 
it, it is sufficient to just increase the fanout and connect it to the read data inputs of the Load/Store 
Unit. To manipulate its value a couple of muxes and branching control signal is required. This will 
swap the PC value, calculated by the CPU logic, with the desired value from the Security Core. Both 
can be done in real time and read out will be transparent to the CPU. 

Figure 5 shows the CPU logic for generation of the two PCs for taken and not taken branch that 
address the Instruction Memory. The two muxes in red are overriding these two PCs with the 
configured by the Security Core security jump address upon security access request. 
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Figure 5. Controlling CPU Program Counter. 

4.1.2. Instruction Memory 

As fore-mentioned, in this architecture, the CPU Instruction Memory is dual-port and allows 
fetching two instructions from independent addresses simultaneously. This optimization acts as 
simple branch prediction and allows gaining one additional clock cycle upon branching. This means 
that at any time one of the two ports will be used to fetch instruction, which doesn�t allow to easily 
read the content of IMEM without affecting the execution of the CPU as both ports are likely to be in 
use. 

The simplest solution is to use a three-port memory instead and have one port dedicated to 
access from the security core. Three-port memories however have significantly larger area compared 
to two-port memories. 

Alternately, when the security core accesses IMEM the optimization to fetch two instructions 
simultaneously can be temporarily disabled. This also has major drawbacks: 

• Pipeline control will be more complex. 
• The Secure Heterogeneous Architecture was developed considering the idea of easily 

replaceable CPU of any architecture which in general means that a second instruction fetch port 
might not be even existing. 

• Even in the case of this architecture, where a dual-port memory is utilized, the Secure Core might 
conflictingly try to modify a piece of code that the CPU is executing. 

Based on these considerations it was decided that access to IMEM will only happen when the 
Secure Core halts the CPU in advance. Furthermore, checking executed code is likely to happen 
primarily during system initialization or when a system failure was detected by other means so 
performance degradation can be disregarded. 

4.1.3. Register File 

A large number of RISC-V instructions are three-operand. This means that for these instructions 
two read ports and one write port of the Register File will be in use. This can be implemented with a 
three-port memory or by using two dual-port memory units, working in parallel. The second solution 
is selected for the two pipelines in this architecture. The decision is based on the target to map this 
architecture on an FPGA platform which in general has only single or dual-port memories onboard. 

Figure 6 shows block diagram of register file implemented with two dual-port memories. One 
port is used for writing back data rd. This applies to the two memories so at every time both memories 
contain identical data. The second port of each memory is used to fetch an operand – rs0 and rs1. 
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Figure 6. Register File with two dual-port memories. 

It is very difficult to add parallel write and read to the register file considering that 31 address 
locations (operands 1 to 31, operand 0 is tied to 0) mean very high probability of conflicting writes 
and reads from the CPU core and from the Secure Core. Additionally, Register File is placed in one 
of the pipeline bottlenecks, and adding too much control logic might critically impact timing closure 
so even stalling the CPU in case of conflicting access is not suitable. 

This leaves no other option but to halt the CPU in case the Register File needs to be written 
through the Security Interface. 

For reads adding a third dual-port memory can be implemented. 
Figure 7 shows implementing a three-memory register file to allow real-time readout. This can 

provide significant monitoring benefits to the Secure Core. Still even a small memory added to 
register file might be a large resource, so another option is to replicate a third copy of only registers 
that are critical to execution: 

• Return address (x1); 
• Stack pointer (x2); 
• Global pointer (x3); 
• Thread pointer (x4). 

An attacker, however, knowing this limitation, might use the rest of the registers to execute 
malicious code going unnoticed by the Security Core. 

 

Figure 7. Three-read port register file. 
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4.1.4. Control and Status Registers 

Similarly, as with the program counter, each of these registers can be written and read, with 
minimum amount of additional logic, without the CPU knowing when this happens even for writes. 
For reads this is hooking up the registers to muxing logic driving the Security Core Load/Store Unit 
read data. Writes add an address decoder, controlling a set of muxes, one for each register, which 
updates the stored value, with priority of the Secure Core over the CPU writes. It is important, 
however, to guard writing to some of the registers by the software executed on the Secure Core in 
order not to break the CPU execution. 

4.2. Data Control Mechanisms 

Data, the CPU uses to perform its operations on, comes from two major sources: 

• Internal or read-only data memory. 
• External storage and other peripheral devices. 

The current CPU architecture uses the pipeline dedicated Load/Store Unit to access both. When 
implementing mechanism to deal with concurrent requests for it, the following was taken into 
account: 

• Access to external devices in most cases will be slow and will require the CPU to be stalled. 
• Only load and store instructions will work with the Load/Store Unit or in other words, the 

majority of the instructions are just bypassing the Load/Store Unit. 
• The Load/Store Unit typically works with more than once external device so it is possible that 

the two concurrent requests – from the Secure Core and from the CPU might address different 
resources. 

With small amount of logic, simultaneous access to different devices can be provided. If the two 
cores try to access the same device at the same time, the Secure Core will always have priority. If the 
CPU accesses a slow device and is stalled waiting for completion and if before the transaction 
completion the Secure Core issues a request to the same device, the CPU request is overtaken, the 
Secure Core request is serviced and only after that the CPU request is issued again. This is illustrated 
in Figure 8. 

 

Figure 8. Servicing concurrent CPU Load/Store Unit requests. 

5. Discussion 

In this project, we developed a platform that allows to experiment with different hardware 
security aspects. Based on analysis of existing solutions and problems with da-ta protection to be 
addressed, we found that robust control of a security dedicated core can provide benefits to a secured 
system by allowing real-time monitoring, full privileged control and raw recovery options along with 
well-established secure co-processor features like resource isolation, cryptographic optimization, 
establishing RoT and TEE as well as offloading the CPU and performance optimization as a result. 

The secure core is optimized to be small but still have enough bandwidth to handle all tasks. 
This is yet to be validated. Interaction between the two cores via the Security Interface has proven to 
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be working in logical simulations but needs to be further analyzed by adding additional programs to 
be executed on both cores and elaborate on the results. 

Because the Some Secure Heterogeneous Architecture is a project developed from scratch, there 
are many aspects to it to be analyzed, optimized or further developed. For example, some peripherals 
are placeholders as of now like the PUF. For these an already existing solution can be implemented, 
or they can be a subject to entirely new study and development. 

6. Conclusions 

Table 3 summarizes the considerations for each monitored point in terms of performance and 
additional logic. 

Table 3. Monitored points effectiveness. 

Component Performance Impact 
(for Reads) 

Additional Logic Component Performance 
Impact (for Reads) 

  

Program Counter 
Instruction Memory 

Register File 

None Minimal Advisory to halt CPU Minimal *   
Need to halt CPU Minimal Need to halt CPU Minimal   

None Some Need to halt CPU Minimal   

CSRs 
Load/Store Unit 

None Minimal None Minimal   
Depends on 

simultaneous software 
access probability 

Minimal 
Depends on 

simultaneous software 
access probability 

Minimal   

Program Counter 
Instruction Memory 

Register File 
CSRs 

None Minimal Advisory to halt CPU Minimal *   
Need to halt CPU Minimal Need to halt CPU Minimal   

None Some Need to halt CPU Minimal   
None Minimal None Minimal   

Load/Store Unit 
Program Counter 

Depends on 
simultaneous software 

access probability 
Minimal 

Depends on 
simultaneous software 

access probability 
Minimal   

None Minimal Advisory to halt CPU Minimal *   
Instruction Memory Need to halt CPU Minimal Need to halt CPU Minimal   

*Program Counter logic is typically a timing bottle neck, so even minimal logic might be critical. 

Although the Security Interface for Execution Control is not perfect, it provides a huge 
improvement to the capabilities of a tightly coupled security dedicated core. 

One of the negative sides of the security interface is that it requires additional logic. Even this 
logic is not sufficient to make access to the CPU resources transparent, without affecting 100% the 
execution of the main program. At the same time, it is still not an instant detection mechanism of any 
interference with the CPU work but relies on software implemented algorithms to detect it. 

The positives however are still greater – the decline in CPU performance is minimal, the nature 
of the access to any “infected” resources is one-way which protects the security core itself, and this 
architecture also allows complete recovery of the system with high probability of complete CPU data 
recovery correlating only with how optimal the security algorithms are. 
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Abbreviations 

The following abbreviations are used in this manuscript: 

CSR Control and/or Status Register(s) 

CPU Central Processing Unit 

FPGA Field Programmable Gate Array 

IMEM Instruction Memory 

IoT Internet-of-Things 

ISA Instruction Set Architecture 

LSU Load/Store Unit 

PUF Physically Unclonable Function 

RISC Reduced Instruction Set Computing 

RoT Root-of-Trust 

RTL Register Transfer Logic 

TEE Trusted Execution Environment 

TRNG True Random Number Generator 
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