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Abstract: This study explores the investigation of security concerns surrounding online banking, the 

prevailing fraud factors that affect banks and customers and aim to discuss effective precautionary 

steps towards preventing fraudulent activities. Employing a qualitative research approach, data was 

collected through online interviews during the pandemic lockdown and restrictions. Findings reveal 

that while online banking has transformed financial transactions by offering unprecedented 

convenience and efficiency, it has simultaneously exposed both banks and customers to significant 

fraud risks. The study discusses user perceptions of online security, the impact of fraud on reputation 

and customer trust and recommends integrated fraud detection, prevention, and resolution 

measures. These insights provide a critical contribution to the ongoing development of robust online 

banking security protocols. 

Keywords: online banking; Fraud; data integrity; biometric authentication; Fraud prevention 

cybersecurity 
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1. Introduction 

Online banking has evolved exponentially since its inception. Initially conceived as an 

experimental service in the early 1980s, online banking has grown from a niche-offering to a 

mainstream financial service. Prior to the advent of the internet, banking activities were confined to 

physical branches. Customers had to travel to bank buildings even for simple tasks such as checking 

an account balance. However, with the emergence of digital technologies, home banking was 

introduced in New York City in 1981 by several leading banks. In the UK, the Bank of Scotland 

pioneered the online banking experience in 1983 using rudimentary systems involving televisions 

and telephones [1,2]. 

The rapid evolution of online banking has brought significant benefits such as increased 

convenience, reduced operational costs, and enhanced transaction efficiency. A typical scenario is the 

availability of internet aided technologies that allow customers take a picture of a cheque using a 

mobile device and depositing it into a bank account as well as receiving text/email alerts confirming 

transaction accordingly [3]. 

Today, online banking has evolved as technology continues to grow and has become the most 

popular way of creating access to banking activities, even on the go [4]. The evolution of internet 

banking and its success is still being celebrated on the 8th of October every year, signifying the 

National Online Bank Day around the world. Yet, it has also introduced new vulnerabilities, exposing 

both banks and customers to fraud and cyber-attacks. 

This article provides a comprehensive analysis of online banking security issues, drawing from 

extensive qualitative data collected via online interviews. It examines the evolution of online banking, 

evaluates current security measures, and discusses the persisting challenges in fraud detection and 

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and 
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting 
from any ideas, methods, instructions, or products referred to in the content.

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 24 March 2025 doi:10.20944/preprints202503.1711.v1

©  2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202503.1711.v1
http://creativecommons.org/licenses/by/4.0/


 2 of 11 

 

prevention in modern day banking [28,30]. The insights gained offer recommendations for improved 

security protocols and future research directions. 

2. Related Work 

2.1. Evolution of Online Banking 

The literature on online banking highlights a significant transition from traditional brick-and-

mortar systems to digital platforms. Early experiments in online banking began in the early 1980s, 

when customers were first given the opportunity to perform banking transactions from home. This 

initial phase was met with considerable skepticism; customers were unsure if remote banking could 

provide the same level of security as physical bank visits. Conducting day to day banking activities 

over the internet has increased the experience and effect of banking as well as increased accuracy of 

data [5], compared to traditional brick-and-mortar banking. 

The evolution continued as banks adopted increasingly sophisticated technologies [25]. From 

the use of dial-up connections and primitive user interfaces [6], online banking platforms evolved 

into modern systems with advanced graphical interfaces, secure mobile applications, and real-time 

transaction processing. The rapid technological growth has been celebrated annually on National 

Online Bank Day, which underscores both the historical significance and the ongoing relevance of 

digital banking innovations. [7] Reported that from a bank’s perspective, internet banking not only 

simplifies the process of banking using the internet, but also creates an effective robust transactional 

platform as well as providing an enhanced timeless delivery of banking services 

2.2. Security Concerns in Online Banking 

As online banking evolved, so too did the security challenges. Financial institutions now face a 

dual burden: while they strive to offer seamless and convenient services, [36] with some offering 

refunds, [26] they must also safeguard sensitive customer data and financial transactions against an 

ever-growing array of cyber threats. 

The processes involved in online banking kickstarts from the attempt by a user to log into their 

bank account online, using a device (PC or any mobile device) to access the bank’s server via the 

bank’s website or application, depending on the level of activity being carried out by the user. Figure 

1 shows an example of the layout of processes and stages involved [8]. 

 

Figure 1. Layout of Online Banking System. 

Studies have shown that there are 3 major issues challenging the security of online banking. [9] 

This report shows that these issues are results of various limitations or factors including poor 

configuration of operating systems, limitations of web browsers and servers and weakness of web 

security technologies. Hence the three main security challenges are as follows: 

• Authentication: Ensuring that only authorized users gain access to their accounts is a primary 

concern [38]. The use of usernames, passwords, personal identification numbers (PINs), and 

security questions forms the basis of most authentication processes. However, any weakness in 

these systems can lead to unauthorized access and fraud. 

• Data Integrity and Confidentiality: Protecting customer data from unauthorized alteration or 

disclosure is critical. Banks must implement robust encryption and data integrity measures to 

ensure that sensitive information remains secure. 
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• System Design and Access Control: The architecture of online banking systems must be 

designed with security in mind from the ground up. This includes implementing firewalls, 

antivirus systems, and continuous monitoring to detect and thwart potential breaches. 

Studies [10] indicate that despite the implementation of various security measures such as one-

time passwords (OTP), digital certificates, and biometric authentication fraudsters continue to find 

new ways to exploit vulnerabilities in online banking systems. Research has shown that in September 

2012, 73% of websites in the United States of America experienced phishing attacks [11,23]. Figure 2 

shows a chart of the various industries and the percentage of attacks they experienced. 

 

Figure 2. Different industries affected by phishing in 2012. 

2.3. Prevailing Fraud Factors and Attack Techniques 

Online banking fraud encompasses a wide range of fraudulent activities aimed at gaining 

unauthorized access to customer accounts and financial assets. The literature categorizes these 

fraudulent methods into several types: 

• Phishing, Vishing, and Smishing: Fraudsters use emails (phishing), phone calls (vishing), and 

text messages (smishing) [34] to trick customers into divulging sensitive information [12]. These 

scams are designed to mimic legitimate bank communications, thereby deceiving unsuspecting 

users and stealing their identity, which encompasses identity fraud [31]. 

• Malware and Trojan Attacks: Malicious software such as keyloggers, viruses, and trojans are 

employed to capture login credentials and other confidential data from infected devices. 

• Man-in-the-Middle and Fraudulent Website Attacks: Attackers create counterfeit websites that 

resemble official bank portals to capture user information as it is entered. These methods exploit 

the trust that customers place in familiar banking interfaces [24]. 

• Trojan Attack: in this case the attacker installs a Trojan in form of key logger computer program 

on an unsuspicious users’ computer. [13] This often kick starts when a user visit compromised 

websites, downloads and installs infected programme on their electronic device. 

The increasing sophistication of these attack vectors necessitates continuous innovation in 

security protocols. While banks have deployed multiple layers of security, the dynamic nature of 

cyber threats requires ongoing vigilance and adaptation. 

2.4. Security Measures and Recommendations 

Financial institutions have responded to the threat of fraud by implementing a range of security 

measures. Some of the commonly adopted models include: 

• One-Time Passwords (OTP): Often used as a secondary authentication factor, OTPs provide a 

temporary code that enhances security during online transactions. One-time passwords could 

be static or could change periodically [14]. 

• Digital Certificates and Public Key Infrastructure (PKI): These technologies help verify the 

identities of both the user and the bank’s server, ensuring secure communication channels. 
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However, reports [15] that several attacks on digital certificates recently involving hackers 

breaking into 2 digital certificates out of 3, has led to doubts regarding the safety of the models 

of digital certificates. 

• Device Registration and Recognition: By identifying and authorizing trusted devices, banks 

can limit access to known endpoints. 

• Biometric Verification: Technologies such as fingerprint scanning and facial recognition have 

become increasingly prevalent in safeguarding online banking systems. 

• Pass-Phrase Verification: Often referred to a second level security method used by 

banks to verify transactions being carried out by users online, enabling the authorization of 

transactions to go through. 

• CAPTCHA (Completely Automated Public Test to tell Computers and Humans Apart): as 

the name implies is an automated verification tool widely used in the prevention of online 

automated system attacks. [16] CAPTCHA is commonly used in solving Artificial Intelligence 

(AI) problems online by generating and grading tests that are humanly solvable but not bot 

solvable [33]. 

 

Figure 3. Financial fraud levels on UK payment systems 2004 - 2013. 

Despite these measures, the literature emphasizes that no single solution is entirely foolproof. 

The challenge lies in integrating multiple layers of security to create a comprehensive defense 

strategy. Recommendations from recent studies [17] suggest that banks should invest in advanced 

monitoring systems, user education programs, and more adaptive security protocols that can evolve 

alongside emerging fraud techniques. 

3. Methodology 

3.1. Research Design and Rationale 

The adoption of qualitative and quantitative research methodologies in this study aimed at 

exploring the lived experiences of online banking users with respect to security and fraud. Given the 

sensitive nature of the topic and the dynamic environment of digital banking, qualitative methods 

are deemed most suitable to capture nuanced insights and personal perspectives [35]. A mixed 

method allows researchers to delve into the complex interplay between user trust [37], perceived 

security and the effectiveness of current fraud prevention measures [27]. 

3.2. Data Collection: Online Interviews 

In this study, online interviews were used to capture the views and experiences of the 

respondents. Due to the global COVID-19 pandemic and ensuing social distancing measures at the 

time of this research, traditional face-to-face interviews were not feasible. Instead, online interviews 
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were conducted using platforms such as Zoom and Skype. Using semi-structured questionnaires, 

interviews can be guided to provide participants the flexibility to elaborate on their experiences while 

ensuring that key points are captured. Questionnaires for this study addressed several areas, 

including: 

• General usage of online banking services 

• Perceived benefits and convenience 

• Experiences with and perceptions of online fraud 

• Trust in the security measures implemented by banks 

Considering the pandemic state of the world at the time of this study, a total of 112 potential 

participants were contacted, out of which 46 responses were received. After excluding incomplete 

responses, 40 complete interviews were used for data analysis. This sample provided a diverse cross-

section of online banking users, including personal and business account holders, thereby offering a 

representative view of current online banking practices and challenges. 

3.3. Data Analysis 

The collected data were analyzed qualitatively, focusing on recurring themes and patterns that 

emerged from the interviews. The analysis involved coding responses to identify common issues 

such as trust deficits, concerns about data security, and personal experiences of fraud. Triangulation 

was employed to enhance the validity of the findings, combining insights from the interviews with 

secondary data from existing literature. This approach ensured that the study’s conclusions were 

well-grounded in both empirical evidence and theoretical frameworks. 

3.4. Ethical Considerations 

Research projects are expected to be completed and carried out in an ethical manner. This 

implies researchers must ensure that research projects are conducted within the law and proper 

guidance is followed to meet ethical standard requirements. Some research projects require 

researchers gaining appropriate approval from ethics committee, demonstrating that the interests of 

participants and anonymity are put into consideration and protected, as was the case in this study. 

4. Results 

4.1. Overview of Collected Data 

Interviews and questionnaires generate valuable insights in research, in this study, data 

collected captured the security practices and fraud experiences of online banking users. Out of the 

112 individuals contacted, 46 agreed to participate, and 40 provided complete responses. 

Table 1. Overview of Interview Data Gathered. 

Classification of Responses Percentage of Findings 

1. Online banking users 40 

2. Business Account 12 

3. Savings Account 10 

4. Current Account 18 

5. Fraud victims 23 (57%) 

6. Fraud with loss victims 15 (37%) 

7. Incomplete responses 6 

The data revealed the following key findings: 
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• User Demographics: The sample included both personal and business account holders with a 

range of experiences in online banking. A significant proportion of respondents had been 

banking with their institutions for over three years, indicating a well-established customer 

relationship. 

• Usage Patterns: Younger users were found to be more comfortable and reliant on online banking 

services, whereas older users tended to maintain a preference for in-person banking. This 

divergence was particularly evident in responses related to the frequency of physical branch 

visits. 

• Fraud Experience: Approximately 57% of the respondents reported having been victims of some 

form of online fraud. Among these, 37% experienced direct financial losses, underscoring the 

severe impact that fraudulent activities can have on customer finances. 

• Security Perceptions: Despite the availability of multiple security measures, a significant 

number of respondents expressed concerns regarding data integrity and unauthorized access. 

The findings suggest that while users appreciate the convenience of online banking, they remain 

conscious of its security concerns. 

4.2. Detailed Findings 

4.2.1. Convenience and Efficiency 

The interviews consistently highlighted the convenience that online banking offers. 

Respondents noted that the ability to conduct transactions from home or on-the-go significantly 

reduces the need for physical branch visits. This was particularly important during the pandemic, 

when social distancing measures further accentuated the value of remote banking. However, a subset 

of older customers reported continuing to visit bank branches due to concerns over online security. 

4.2.2. Fraud Incidence and Impact 

The data revealed that online fraud remains a critical issue for many users. Respondents 

described various forms of fraud, including phishing scams, unauthorized transactions, and malware 

infections. 

 

Figure 4. Classification of Fraud Cases. 

Some interviewees recounted experiences where fraudulent activities not only resulted in 

financial losses but also eroded their trust in their banking institutions. The psychological impact of 

fraud was also significant, with some customers expressing long-lasting concerns about the security 

of their personal information. 
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4.2.3. Trust and Customer Relationship 

Trust emerged as a central theme in the interviews. While online banking is praised for its 

efficiency, the recurring incidence of fraud has created a trust [18] deficit between banks and their 

customers. The respondents indicated that even when banks offer guarantees such as refunding fraud 

losses, the breach of trust is difficult to fully repair. This underscores the need for banks to adopt 

more transparent and proactive security measures, as well as to invest in educating customers about 

safe online practices. 

 
Figure 5. Longevity of banking relationship (Question 06). 

4.2.4. Effectiveness of Current Security Measures 

This study agrees that while many banks implement advanced security techniques such as one-

time passwords, digital certificates, and biometric verification, these measures are not entirely 

foolproof []. Fraudsters continually adapt their tactics, finding new ways to bypass even sophisticated 

security systems. Respondents expressed a desire for more robust, multi-layered security approaches 

that can address both known and emerging threats. 

5. Discussion 

5.1. Interpreting the Findings 

The results of the study provide a comprehensive picture of the current state of online banking 

security. The evolution of online banking has undeniably brought substantial benefits in terms of 

convenience and efficiency [19]. However, the same digital landscape that enables these benefits also 

creates opportunities for fraudsters. The high rate of fraud incidence reported by the respondents is 

a stark reminder that security remains a paramount concern for both banks and its customers. 

The data indicate that while younger users are generally more comfortable with digital 

transactions, there remains a segment of the population—primarily older users—that is hesitant to 

fully embrace online banking due to security concerns. This generational divide suggests that banks 

must not only invest in technological solutions but also in targeted communication and awareness 

strategies to bolster customer confidence across all age groups. 

5.2. Security Versus Convenience 

An inherent tension in online banking remains the balance between security and convenience. 

On one hand, robust security measures such as multifactor authentication and encryption are 

essential for protecting customer data and preventing fraud. On the other hand, overly complex 

security protocols can hinder user experience and discourage customers from having a smooth 

customer journey within the system. The findings from this study suggest that while customers 

appreciate the convenience of online banking, they are also keenly aware of its vulnerabilities. Hence, 
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banks must strike a delicate balance that ensures both usability and security without compromising 

one for the other. 

5.3. Evolving Fraud Tactics and the Need for Adaptive Security 

The study reinforces the notion that fraud tactics are continually evolving. Despite the 

implementation of numerous security measures, fraudsters remain persistent and innovative. This 

study reveals that many security breaches are not due to a single point of failure but rather a 

combination of factors including poor user practices, outdated security protocols, and sophisticated 

attack [20,21] methods. To address these challenges, financial institutions must adopt a dynamic 

security framework that continuously adapts to emerging threats and vulnerability trends [29,40]. 

This might include investing in artificial intelligence–driven monitoring systems that can detect 

unusual transaction patterns in real time, as well as developing more effective mechanisms for 

biometric authentication and device recognition. 

5.4. Recommendations for Future Practice 

Based on the findings, several recommendations can be made to enhance the security of online 

banking systems: 

• Enhanced Customer Awareness: banks must implement comprehensive educational programs 

that inform customers about the risks associated with online banking and provide guidance on 

how to protect themselves. This includes awareness campaigns on phishing, safe password 

practices and the importance of updating their software. 

• Integrated Security Solutions: Financial institutions are encouraged to adopt a multi-layered 

security approach that integrates various authentication and monitoring tools. Combining 

traditional methods (such as OTPs and digital certificates) with emerging technologies (like 

biometrics and AI-based fraud detection) [22,32] can create a more resilient security 

environment. 

• Regular Security Audits and Updates: Given the rapid evolution of cyber threats, regular 

security audits are critical. Banks must routinely assess the effectiveness of their security 

measures and update them to counter emerging vulnerabilities. Engaging with external 

cybersecurity experts to conduct these audits can also provide an independent perspective on 

potential weaknesses. 

• Improved Communication and Transparency: To rebuild and maintain trust, banks should 

enhance their communication strategies regarding security practices. Transparent reporting on 

security breaches, along with clear explanations of the steps being taken to mitigate risks, can 

help restore customer confidence. 

• Research and Collaboration: Finally, there is a need for continued research and collaboration 

between financial institutions, cybersecurity experts, and academic researchers. Joint efforts can 

foster innovation in security technologies and create industry standards that are better equipped 

to handle the evolving landscape of online fraud. 

These recommendations, drawn from this study and the existing literature, emphasizes the 

importance of a holistic approach to online banking security that addresses both technological and 

human factors. 

6. Conclusions 

The investigation into online banking security and its prevailing fraud factors reveals a complex 

landscape where technological advancements and cybersecurity challenges coexist. On one side, the 

evolution of online banking has revolutionized the financial sector by offering convenience, cost 

efficiency, and enhanced transactional capabilities. On the other, these benefits have been 

accompanied by a persistent risk of fraud, which has significant implications for both banks and their 

customers. 
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The qualitative data collected during this study provided insights into user experiences and 

perceptions. While many respondents appreciated the convenience of conducting transactions 

remotely, a significant portion expressed concerns about security breaches and the reliability of 

current fraud prevention measures. The findings underscore that fraud not only results in financial 

losses but also has a profound impact on customer trust and the overall reputation of banking 

institutions. 

The study highlights that the current security measures, although comprehensive in many 

respects, are insufficient to address the dynamic and evolving nature of online fraud. As fraudsters 

continually refine their methods, banks must adopt adaptive, multi-layered security strategies that 

combine advanced technology with robust user education and transparent communication. The 

recommendations outlined in this article ranging from enhanced fraud awareness to the integration 

of AI-driven monitoring systems—offer a roadmap for strengthening online banking security in the 

face of emerging threats. 

In conclusion, while online banking remains an indispensable service in the modern financial 

landscape, its full potential can only be realized if security concerns are addressed in a proactive and 

holistic manner. Future research should focus on developing innovative solutions that integrate 

technology, policy, and human factors to create a more secure and trustworthy digital banking 

environment. This investigation serves as a call to action for financial institutions, policymakers, and 

researchers to collaborate in fortifying the defenses of online banking systems against an ever-

evolving fraud landscape. 
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