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Abstract

Due to the resource constraints of IoT devices, standard cryptographic-based intrusion detection
system techniques are ineffective in IoT environments. This paper introduces DL IID, a lightweight
deep learning-based IoT intrusion detection model that not only improves security but also addresses
computational challenges. The model, based on deep neural networks (DNN) layers along with
bidirectional long-short-term memory (BiLSTM) modules, called DLB, enables symmetric and
bidirectional feature removal from complex RF signal data, thereby enhancing the accuracy of
detection by capturing complex patterns of legitimate and malicious IoT devices. The model employs
an evolutionary genetic algorithm (GA) for feature selection to optimize memory and computational
efficiency. A key aspect of this work is the use of Explainable AI (XAI) methodology, particularly
Local Interpretable Model-Agnostic Explanations (LIME), which ensures transparency in decision-
making and increases trust in the model predictions. Furthermore, dynamic quantization is applied
after training to reduce model size while preserving detection accuracy, making it a good choice for
resource-constrained IoT environments. The model is evaluated on an RF fingerprinting database
comprising more than 450 IoT devices with signal changes in frequency, amplitude, and phase to
mimic real-world scenarios with non-idealities. The test results demonstrate that DL-IID is superior
to traditional machine learning models and modern deep-learning algorithms. It achieves an
accuracy of 99.84%, a precision of 100.0%, a recall of 99.69%, and an F1-score of 99.84% while reducing
the model in size down to 108.42 KB. The model is further evaluated using three benchmark datasets:
CICIDS2017, CICIoMT2024, and UNSW-NB15.

Keywords: internet of things; intrusion detection; deep learning; genetic algorithm; explainable
artificial intelligence; dynamic quantization

1. Introduction

The Internet of Things is an interactive paradigm that links everyday objects by allowing for
easy access and interaction with several devices. The integration of new network technologies with
IoT has considerably expanded the danger landscape for NGN-IoT networks and applications (Taleb
et al. 2017; Sood et al. 2021). It is crucial to recognize that IoT devices are easily compromised due to
their limited resources and inability to execute advanced computational authentication procedures
at the endpoint. Conventional security solutions rely on bit-level identifiable information, such as
Message Authentication Code (MAC) addresses and network cryptographic keys (Wright et al. 2009;
Zhang et al. 2014). It is, however, possible to duplicate or alter MAC addresses and to generate
cryptographic keys (Dini et al. 2010; Ezuma et al. 2020). Once attackers have the traditional
credentials, then they can deploy malicious devices in a new-generation network already in operation
and make use of them to launch a variety of attacks or to create botnets (Gope et al. 2022).
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Conventional IoT authentication solutions primarily emphasize credentials and cryptographic
mechanisms. In authentication-based systems, the access control paradigm grants users network
access contingent upon established credentials, including usernames and passwords. Conversely,
cryptographic techniques facilitate encrypted communication channels through hashing algorithms.
Both categories of authentication methods encounter significant dangers (Dubey et al. 2023; Hussain
et al. 2020). Due to resource limitations, IoT devices are unable to execute power-intensive encryption
algorithms on end nodes. Adversaries can readily incapacitate networks, infiltrate IoT devices, and
repurpose them into botnets. Also, in certain instances, traditional authentication methods are unable
to stop impersonation threats entirely (Bera et al. 2022; Das et al. 2021), especially when credentials
have been stolen or when authentication is based on a certificate. NGN networks possess distinct
characteristics that do not entirely accommodate conventional methods for achieving optimal
performance. For example, 5G makes real-time applications possible, so the time it takes to
authenticate and verify which nodes are legitimate and which ones are illegitimate remains below a
certain threshold; otherwise, there will be much delay in Figureuring out which nodes are legitimate
(Sood et al. 2021; Alladi et al. 2021). The current security methods reliant on traffic data analysis are
equally inadequate and insecure for NGNs (Gomez et al. 2022). Authentication reliant on traffic data
analysis is inadequate to prevent impersonation attacks. Consequently, authentication for next-
generation IoT devices continues to pose a challenge.

Deep learning is widely used in the field of speech and image recognition (Krizhevsky et al.
2017; Collobert et al. 2008) due to its ability to extract features better than other methods. Recently,
researchers have applied deep learning to wireless communication, namely within Non-Orthogonal
Multiple Access (NOMA) and hybrid precoding, Multiple-Input Multiple-Output (MIMO) as well as
Internet of Things applications (Gui et al. 2018; Huang et al. 2019; Huang et al. 2018; Sun et al. 2019).
One of the benefits of deep learning is the fact that it can efficiently and automatically identify high-
level representations of features from complex datasets that are interconnected (LeCun et al. 2015;
Zhang et al. 2019). A detailed model of power amplifiers (PAs) and digital pre-distortion in RF
transmitters was discussed using neural networks (Benvenuto et al. 1993; Mkadem et al. 2011). For
passive radar signal recognition, an Artificial Neural Network (ANN) with a Multilayer Perceptron
(MLP) architecture was used to Figure out the carefully built parameters for both single pulses and
multiple pulses (Willson et al. 1990). From the fluctuating amplitudes in Wi-Fi waveforms (Ureten et
al. 2007), a Probabilistic Neural Network (PNN) was utilized to predict the amplitude of eight Wi-Fi
cards to determine the feature vectors of the desired target manually. Automated feature extraction,
the primary advantage of deep learning, is not yet mentioned in all the research papers mentioned
above. Explainable Artificial Intelligence (XAI) could make it easier to train different machine
learning models and make people more confident in the results these systems find. Using XAI in
intrusion detection systems lets them explain how they make decisions in a way that is easy to
understand.

While machine learning and deep learning offer several advantages in intrusion detection,
existing models for IoT intrusion detection face significant challenges. Many ML-based IDS models
require high computational resources, making them unsuitable for IoT devices with limited
processing power. Traditional models often lack efficient feature selection, leading to redundant
computations and suboptimal detection accuracy. These challenges highlight the urgent need for
more efficient and effective models, such as the DL-IID model.

This study introduces the DL-IID model, an efficient, lightweight, and explainable deep
learning-based IoT intrusion detection framework. Specifically designed to enhance IoT security, the
DL-IID model addresses the computational, feature selection, and explainability challenges present
in existing IDS solutions. The main contributions of this research are as follows:

1. A deep learning architecture that combines DNN and BiLSTM for capturing temporal
dependencies that are present in both forward and backward directions, improving the detection

of complex attack patterns in IoT networks.
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2. Efficient feature selection using the Genetic Algorithm (GA) is applied following the extraction
of features to select the most relevant features to reduce computational complexity while
preserving the accuracy of the detection.

3. The bidirectional feature extraction and GA-based feature selection are two complementary
processes, with the first focused on learning patterns and the latter optimizing the feature set to
increase efficiency.

4. Integrating Explainable AI (XAI) using Local Interpretable Model-Agnostic Explanations (LIME)
to provide transparency in intrusion detection, increasing trust and ease of interpretation.

5. Lightweight model optimization using post-training dynamic quantization, reducing the model
size to 108.42 KB while maintaining high detection accuracy (99.84%).

6. The comprehensive performance evaluation using an RF fingerprinting dataset demonstrates
that DL-IID outperforms existing IDS solutions in terms of accuracy, precision, recall, and F1
score. This thorough evaluation provides reassurance about the effectiveness of the DL-IID

model in securing IoT networks.

The proposed DL-IID model provides a flexible and effective solution to secure IoT networks. It
offers a balance between high accuracy and low computation, which makes it suitable for
implementation in IoT within the real world.

The remaining part of this paper is organized as follows. Section 2 offers a comprehensive
summary of earlier studies. In Section 3, we offer an in-depth explanation of the methodology used
for the proposed scheme. The results of the performance evaluation and discussions are outlined in
Section 4, whereas Section 5 provides the conclusion and future scope of this paper. A list of
abbreviations used in the paper is presented in Table 1.

Table 1. List of abbreviations used in the paper.

BiLSTM Bidirectional LSTM
CD Chi-square Distribution
CFO Carrier Frequency Offset
CNN Convolutional Neural Network

DL-IID Deep Learning-based IoT Intrusion Detection

DNN Deep Neural Network
GA Genetic Algorithm
KNN K-Nearest Neighbor
LIME Local Interpretable Model-Agnostic
Explanations
LSTM Long Short-Term Memory
LSVM Linear Support Vector Machine
MAC Message Authentication Code
MD Mahalanobis Distance

MSCNN = Multisampling Convolutional Neural Network
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NGN- The Next Generation Networks and IoT
IoT
NGNs The Next Generation Networks
PCA Principal Component Analysis
RF Radio Frequency
RNN Recurrent Neural Network
ROI Region Of Interest
SVM Support Vector Machine
XAI Explainable Artificial Intelligence

2. Litrature Survey

The authentication techniques based on RF fingerprinting are a recognized area of study within
wireless networks. Furthermore, approaches utilizing deep learning for the verification of node
legitimacy have gained popularity recently. The main objective of the extraction of features is to
derive information from radio frequency signals to create a distinct identity for the device. RF
fingerprinting methods utilize a variety of RF features such as carrier frequency differences (CFDs),
carrier frequency offset (CFOs), channel state information (CSI), discrete wavelet transform (DWT),
in-phase and quadrature (I/Q) origin offset, magnitude and phase errors, phase shift differences,
power amplifier characteristics, power spectral density (PSD), normalized PSD, radio signal strength
(RSS), synchronization frame correlation, and instantaneous phase, amplitude, and frequency
(Soltanieh et al. 2020; Guo et al. 2019). Most current studies focus on extracting RF features from RF
transmitter signals. Table 2 presents the literature on some of the related machine and deep learning
techniques used for intrusion detection purposes.

Mirsky et al. (2018) introduced the widely recognized Kitsune solution. The suggested method
aims to find the attack on its own, without any help from a monitoring system, and the autoencoding
algorithm was employed to learn the normal pattern and analyze abnormal conditions. In their study,
Chatterjee et al. (2019) employed an artificial neural network to create a distinctive signature utilizing
radio frequency fingerprinting characteristics such as frequency offset and I-Q imbalance. The study
recommends that RF signature features be adjusted and evaluated to reduce the impact of channel
conditions. Tu et al. (2019) suggested a method that combines principal component analysis (PCA)
to reduce the number of dimensions and SVMs for classification utilizing four features, and their
method attains a detection accuracy exceeding 95%. For classifying ZigBee devices according to the
features under the area of significance, Yu et al. (2019) devised an RF fingerprinting method. To
evaluate performance, the authors conducted tests under both line-of-sight (LOS) and non-line-of-
sight (NLOS) situations, using a multisampling convolutional neural network (MSCNN) to extract
features and classification. The method attained a peak accuracy of 97% under LOS conditions.

Table 2. Summary of the related machine and deep learning methods in the intrusion detection domain.

Year  Model Overview Feature Extraction/ Model
[Ref.] Feature Selection Optimizatio
n
2018  Autoencod = Kitsune aims to minimize labeling Damped No
er efforts by utilizing an Autoencoder to Incremental

distinguish between normal and Statistics

abnormal patterns.
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2019

2019

2019

2020

2020

2020

2021

2023

2023

2024

PCA +SVM

MSCNN

LSVM

KNN

CNN

KNN

MDA/ML

MD/CD

CNN

M-
MultiSVM

Utilize PCA for dimensionality
reduction and SVM to classify RF
fingerprinting features.

Utilize MSCNN to sort ZigBee devices
into groups based on features of
interest in a certain area.

Utilizes RF fingerprinting and LSVM
for classification purposes.

Identification and categorization of

UAVs by RF fingerprinting methods

used on wireless communication
protocols.
Adapt the traditional CNN

architecture of VG-16 for frequency
fingerprint recognition.

Employed KNN for classification and
improved recognition performance by
selecting a compatible feature subset.
Utilize the simple Nelder-Mead
bandwidth estimator to mitigate noise

in Rayleigh fading environments.

An efficient authentication mechanism
for IoT nodes in 5G networks utilizing
radio frequency fingerprinting when
combined with Mahalanobis Distance
(MD) and Chi-square Distribution
(CD) theories.

A CNN-based

intrusion detection

framework with feature selection to

enhance  accuracy and reduce
computational complexity in IoT
networks.

A hybrid machine learning framework

for intrusion detection, which

addresses problems such as class
and

imbalance high-dimensional

feature space.

PCA

MSCNN

Higher Order
Statistics
Neighborhood
Component

Analysis (NCA)

VGG-16

RELIEE-E, F Score,

Laplacian Score

No

Base Stations

ReliefF,
Generalized Fisher
score, Structured
Graph
Optimization, etc.
Modified  single-
value
decomposition (M-

SvD)
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No

Nelder-Mead
(N-M)
Simplex
Algorithm
No

Mud ring

optimization
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2024 CNN A CNN-based intrusion detection No No
system for wireless sensor networks

using the Aegean Wi-Fi Invasion

Dataset (AWID).
2024  Decision A machine learning-based intrusion Stacking of features, No
Tree, detection system wusing Random PCA
Random Oversampling,  Stacking  Feature
Forest, Embedding, and PCA.

Extra Trees,

XGBoost

The article by Aghnaiya et al. (2019) provides a radio frequency fingerprinting technique
employing variational mode decomposition (VMD), exploiting Bluetooth transient data to extract
High Order Statistical (HOS) features. In contrast, the study employs a Linear Support Vector
Machine (LSVM) to classify Bluetooth devices. SLoRa (Wang et al. 2020) is a commonly employed
radio frequency fingerprinting technique for IoT devices. This study introduces an authentication
method utilizing RF fingerprinting, which identifies two features: CFO and link signatures. By
including these features, it is possible to improve the efficiency of eliminating attacks that use
impersonation. The SVM is used in the classification model, and adding CFO and link signatures
makes identification more accurate.

The use of RF fingerprinting was demonstrated by Ezuma et al. (2020) for both Wi-Fi and
Bluetooth systems. The goal of this study is to discover ways to recognize and classify unmanned
aerial vehicles (UAVs). The study uses a two-step RF fingerprinting technique. First, a naive Bayes
method based on the Markov model is used to extract radio frequency signals. Then, the K-Nearest
Neighbor (KNN) model is used to identify them. Experiments involving 15 distinct UAV types are
conducted across various SNR levels to evaluate the method with the analysis of five distinct machine
learning models. Jian et al. (2020) used a lightweight convolutional neural network (CNN) model to
increase the efficiency of fingerprints in a classification framework impressively.

The region of interest (ROI) is used in the classification processes. Initially, the raw photos are
preprocessed before regions of interest patterns are extracted from the images. The input data used
by neural network classifiers is provided through the ROI pattern used in the analysis.

Zong et al. (2020) developed an approach by modifying the classic CNN model for frequency
fingerprint detection of VGG-16. The results show that the accuracy is stable as epochs increase,
culminating in a final accuracy of 99.7%. Li et al. (2020) utilized the robust KNN model to improve
recognition performance by selecting the optimal subset from the generated features. Its robustness
was evaluated across different SNR levels, with a maximum accuracy of 97.86%. This robustness
provides a reassuring foundation for further research and application in the field. Bovenzi et al.
(2020) proposed H2ID in a separate study to enhance the efficiency of the detection of attacks. It
presents a two-stage approach for identifying attacks: the first stage involves anomaly

detection utilizing a lightweight Deep Autoencoder solution. In contrast, the second stage
focuses on attack classification through open-set classification method.

Li and Cetin (2021) recently integrated the concept of RF fingerprinting with a technique that is
based on deep learning within the waveform space. The identification of the device is achieved by
the utilization of the waveform pictures obtained from the original sample, and it is recommended
that dense neural networks be utilized for classification purposes. The method achieves around 99%
accuracy when it comes to identification. The study evaluates the performance of the method across
multiple scenarios that have differing SNR values and achieves a maximum accuracy of 95% in the
optimal conFigureuration using the simple Nelder-Mead channel estimator to effectively lower the
effect of noise on radio operation when Rayleigh fading is present (Fadul et al. 2021). Nguyen et al.
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(2023) propose an authentication method based on the Mahalanobis Distance with Chi-squared
distribution theory in their paper. The method relies on the distinct RF signatures of IoT devices to
distinguish between legitimate and illegitimate nodes. This study is among the first to utilize RF
fingerprinting and distance-based techniques to authenticate 5G-IoT nodes. The framework is
evaluated on the European Telecommunication Standards Institute (ETSI) open-source Network
Functions Virtualization (NFV) platform offered by Amazon Web Service (AWS) to replicate real-
world deployment scenarios.

Baldini et al. (2023) proposed a hybrid approach that combines convolutional neural networks
(CNN) and feature selection techniques for intrusion detection on the Internet of Things. Their work
focuses on improving the performance of detection by reducing the dimensionality of the model and
improving the interpretability of the model. The study assesses several methods for selecting the
most relevant attributes, resulting in better classification accuracy and reduced computational
overhead. The experimental results show that the proposed CNN-based framework, combined with
optimal selection of features, has superior performance in detection than traditional machine learning
approaches. Recent research conducted by Turukmani et al. (2024) proposes the M-MultiSVM, which
is a hybrid machine-learning framework designed for intrusion detection that addresses issues such
as class imbalance and high-dimensional feature space. The approach includes preprocessing,
advanced synthetic minority sampling techniques to mitigate class differences, and modified single-
value decomposition (M-SvD) to ensure efficient feature extraction. The selection of features is
optimized using an algorithm called the Northern Goshawk, which reduces dimensionality. For
classification, a new multilayer SVM that supports mud rings combines SVM and MLP layers
optimized by the mud ring optimization to increase the accuracy of the detection.

The study by Sadia et al. (2024) introduces a robust machine learning-based intrusion detection
system for wireless sensor networks using the Aegean Wi-Fi Invasion Dataset (AWID). The authors
employ a rigorous preprocessing process, including zero-value processing, structural engineering,
and dimensional reduction, which reduces 154 elements to 13 critical attributes. They compare deep
learning models such as convolutional neural networks, deep neural networks, and LSTMs for binary
and multilayer attack classification. This paper underscores the robustness of CNNs in the extraction
and recognition of patterns in WSN data, as validated by metrics such as accuracy, recall, and F1
score. Talukder et al. (2024) present a machine-learning approach to network intrusion detection that
is robust and reliable, addressing the challenges of handling large and unbalanced data sets. Their
model uses random over-sampling to reduce class imbalance, stacking of features (SFE) to extract
meta-features, and principal component analysis (PCA) to reduce dimensionality. The study
highlights the importance of data mining and preprocessing techniques in improving the accuracy of
detection, providing a robust solution for real-world cybersecurity applications.

The proposed DL-IID model stands out with several unique features. Unlike many previous
studies, DL-IID leverages a genetic algorithm to select the best features, thereby reducing
unnecessary computations. Post-training dynamic quantization is also applied, shrinking the model
size to 108.42 KB while maintaining a high accuracy of 99.84%. This significant improvement over
CNN-based and traditional ML approaches makes DL-IID a suitable choice for IoT devices with
limited resources. Furthermore, the integration of LIME into the intrusion detection model enhances
transparency and trust in security decisions.

3. Methodology

The overall framework of the proposed DL-IID method is presented in Figure. 1. The dataset
that was used, data preprocessing methods, feature selection technique, use of XAI, and model
quantization have all been covered. Many of the existing approaches for intrusion detection are based
on limited machine learning methods. This is mainly a result of the resource constraints experienced
by IoT devices in the deployment of intrusion detection systems. This research introduces an IoT
intrusion detection system based on deep learning that employs an intrusion detection model,
combining a dual hidden layer artificial (deep) neural network with bidirectional long short-term
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memory. The features derived from the utilization of GA are used to train the proposed DL-IID
model. Algorithm 1 below shows a structured workflow for the DL-IID model, outlining feature
selection, model training, quantization, and integration of LIME. The suggested model, with its high
detection accuracy, provides a reassuring solution while maintaining minimal computational
complexity.

Algorithm 1 The workflow of the DL-IID Model

Load Dataset
1. Load RF fingerprinting dataset (450 IoT devices, 100 samples/device).
2. Preprocess: Handle missing values (mean imputation), normalize (StandardScaler).

3. Apply K-Means clustering (K=2) to generate initial labels.

Feature Selection using Genetic Algorithm (GA)

1. Initialization:
Population size: 20 chromosomes (binary encoding).
Each chromosome: 7-bit string (1 = feature included, 0 = excluded).

2. Fitness Evaluation:
Train the DLB model on selected features.
Fitness score = (1 - classification error) + (1 — selected features / total features).
Selection: Tournament selection (size 2).
Crossover: Arithmetic crossover (probability = 0.8).

3
4
5. Mutation: Uniform mutation (probability = 0.05).
6. Stopping Criteria: 40 generations.

7

Output: Optimal feature subset.

Train DL-IID Model
1. Split data: 80% training, 20% testing.
2. Define DNN-BIiLSTM architecture
3. Train the combined DNN-BILSTM architecture using the selected features.

Post-Training Dynamic Quantization
1. Convert weights from float32 to int8.

2. Retain activation precision dynamically during inference.

Evaluate
1. Metrics: Accuracy, precision, recall, F1-score, RMSE, MAPE.

2. Compare with baseline models.

Apply Explainable AI (LIME)
1. For test samples:
Generate perturbed instances around the sample.
Train local surrogate model.

Extract feature importance weights.
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Figure 1. Overall framework of the proposed detection scheme.

3.1. Details of Dataset Used

The datasets utilized in this study are widely recognized public datasets for intrusion detection
experiments. Below, we describe the four data sets used by our intrusion detection model.

3.1.1. Radio Frequency (RF) Fingerprinting Dataset

The dataset was produced by the authors® using the Wireless Waveform Generator toolbox in
MATLAB. The 450 IoT devices are used to generate the dataset with varying RF characteristics in
frequency, amplitude, and phase to replicate the non-idealities of RF characteristics. Each device
generated 100 RF signal data points, utilizing RF features such as Carrier Frequency Offset (CFO),
Amplitude Mismatch, Phase Offset, and other RF parameters, capturing device uniqueness in the
experiments. While the dataset effectively simulates IoT device non-idealities, its primary limitation
is controlled noise levels. In real-world IoT environments, RF signals may experience more dynamic
variations, including interference from other networks, environmental noise affecting signal
integrity, and real-time adversarial attacks.
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3.1.2. CICIDS2017 Dataset

The CICIDS2017 dataset is a valuable resource as it contains benign and frequent attacks that
closely resemble real-world data. It also contains network traffic analysis results from CICFlowMeter,
a tool for accurate measurement of network traffic with time stamps, source and destination IP
addresses, ports, protocols, and attacks. The data retention period started on Monday morning, 3 July
2017, and lasted for a total of five days, ending on Friday evening, 7 July 2017. Monday is a typical
day and includes only light traffic. Among the attacks carried out are the Brute Force FTP, the Brute
Force SSH, the DoS, the Heartbleed, the Web-based attack, the infiltration, the botnet, and the DDoS.
On Tuesday, Wednesday, Thursday, and Friday, they were executed both in the morning and the
afternoon (Sharafaldin et al. 2018).

3.1.2. CIC IoMT 2024 Dataset

This dataset is of particular interest as it serves as a practical benchmark for the safety of internet-
connected medical devices, i.e., the IoT. It contains 18 different cyber-attacks targeting 40 OTMs,
providing a variety of protocols commonly used by medical devices, such as Wi-Fi, MQTT, and
Bluetooth. The data collection process, which involved network tapping to capture traffic between
the switch and IoMT-enabled devices for Wi-Fi and MQTT, has helped to create datasets for security
and profiling. The use of the combination of a malicious PC and a smartphone to capture malicious
and benign data for Bluetooth Low Energy (BLE) enabled devices further increases the usability and
relevance of the dataset (Dadkhah et al. 2024).

3.1.3. CIC UNSW-NB15 Dataset

The UNSW-NB15 dataset is a comprehensive resource that uses IXIA PerfectStorm to generate
a dataset to produce modern normal and abnormal network traffic. Their data set includes nine
categories of attacks and benign traffic. They captured 100GB of network traffic over two days, using
the Argus and Bro-IDS tools to extract information from the traffic they intercepted. They extracted
47 categories of features, including Basic, Content, Time, and other features that they generated. The
extracted flows are compared with the logs in the ground truth list according to source IP, target IP,
source port, target port, and protocol. If the log matches any flow in the ground truth list, it will be
flagged under the attack category. If more than one log in the ground truth list matches the flow, they
compare the time stamps and select the log that matches the flow time stamp. The flow will be aborted
in the worst case, even if they cannot decide on a label by comparison of the time stamp. All other
flows will be flagged as benign after all malicious flows have been flagged, providing a
comprehensive view of network traffic (Moustafa et al. 2015).

3.2. Data Preprocessing and Data Splitting

The dataset preparation process is a crucial step in the implementation of the proposed deep
learning model. Each row in the dataset represents an IoT device sample. The cleaning process, which
involves replacing missing values with the mean of the respective data instances, is a key part of this
preparation. The use of the StandardScaler method to normalize the data ensures that the data points
are on a balanced scale. Since the raw RF fingerprinting dataset is not predefined with labels, K-
Means clustering is used to categorize the data points into two groups: legitimate IoT devices (Class
0) and malicious IoT devices (Class 1). Following K-Means clustering and feature selection, the
dataset is then converted into NumPy arrays for efficient processing.

We divide the dataset into training sets (80%) and testing sets (20%). Afterward, 80% of the initial
80% subset was allocated for training purposes, while the remaining 20% was chosen for validation.
The 20% validation set is employed after each training epoch to identify the optimal model
performance, ensuring the model's accuracy. The development process includes an essential
component that ensures the model's efficiency in identifying and predicting previously unseen data.
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3.4. Feature Selection Using Genetic Algorithm

The initial dataset contains features that add complexity to the intrusion detection process,
making the detection method more challenging. To enhance the performance of the intrusion
detection approach, we employ a feature selection technique using the GA algorithm. The GA is a
heuristic-based search approach that is based on Charles Darwin's natural evolution theory. It uses
data structures with chromosomes that employ a recursive combination of searching techniques. This
natural selection-based algorithm is a key part of our feature selection process (Pramanik et al. 2021).
The fundamental workflow diagram that is used to design the genetic algorithm is shown in Figure.
2.

The key components of the GA-based feature selection are discussed below.

e Chromosome Encoding: Each chromosome is represented by a binary string where 1 denotes the inclusion
of a feature, and 0 denotes the exclusion of a feature.

e  Fitness Function: A DLB-based classification error function examines feature subsets. The goal is to reduce
both the classification error and the total number of features chosen.

e GA parameters: Table 3 displays the parameters that are used in GA.

Figure 2. A general workflow diagram of Genetic Algorithm for feature selection.

Table 3. Parameters used in Genetic Algorithm for feature selection.

Parameter Value

Population size 20

Number of features 7

Selection mechanism Tournament selection
Crossover type Arithmetic
Crossover probability 0.8

Mutation type Uniform

Mutation probability 0.05

The procedure for feature selection using GA is discussed below.
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I.  Initial population: The inclusion or exclusion of a feature is represented as a random binary
matrix. It ensures enough diversity across chromosomes to explore the search space.

Il.  Fitness evaluation: The step that separates the best from the rest. DLB is used to identify
subsets of features and calculate classification errors. The less features and lower errors result
in the best fitness scores, paving the way for high-quality feature selection.

I1l.  Selection: The tournament selection ensures only the best chromosomes are carried forward,
and then the two chromosomes are compared, and the one with better fitness is selected.
IV.  Crossover Binary XOR combines the two parent chromosomes to produce offspring.

V.  Mutation: Alters bits in chromosomes with a low probability, playing a key role in promoting
diversity and maintaining the genetic diversity of the population.

VI.  The new generation is formed by merging elite, crossover, and mutation offspring. This
process repeats for 40 generations or until the GA converges.

VIl.  Stopping criteria: The checkpoint that signals the end of our journey. The GA process stops

if fitness improvements are minimal over 80 generations, ensuring we do not continue

unnecessarily.

Our model's efficiency is underscored by the feature selection process of the Genetic Algorithm
(GA). After creating each chromosome by randomly selecting genes (features), we form a new dataset
using only the selected genes for classification. Once the GA converges, it considers only the features
represented by the optimal chromosome for the dataset. GA selects three features in total, represented
as binary 1s, with the positional index of 1s being 0 and 4.

3.5. Model Selection

This study designs an intrusion detection model based on DLB to enhance the capabilities of
BiLSTM in extracting nonlinear features and preserving its inherent bidirectional long-distance
dependency characteristics. The use of deep neural networks to uncover hidden information within
features and surpass traditional machine learning models is a unique approach. The DNN design is
used to improve BiLSTM's deep nonlinear feature extraction capabilities. The combination of various
network architectures typically increases the number of parameters within the original model,
necessitating additional computational resources. A visual representation of the DNN-BiLSTM
model architecture is shown in Figure. 3, illustrating the data flow through the model, including the
input layer, hidden layers, BILSTM layer, and output layer. When developing an IoT intrusion
detection model, it is crucial to consider the model size and real-time performance, as well as how to
enhance detection performance. These considerations are key to the successful implementation of the
model.

The learning process of our model is facilitated by the activation functions in the Deep Neural
Networks (DNNSs). These functions allow for a variety of nonlinear transformations on the network
data, helping the network to learn to perform complex tasks. The most used activation functions in
neural networks are sigmoid, softmax, tanh, and ReLU. The deep neural networks extensively utilize
the ReLU function, which outputs the same value for positive inputs and zero for negative inputs,
facilitating rapid computation. Through the process of transforming the input into a nonlinear
domain, these activation functions achieve the generation of nonlinear properties. The deep neural
networks enable the system to acquire enhanced properties and functionalities through the
combination of several nonlinear transformations.

The Long Short-Term Memory (LSTM) network is a specialized type of recurrent neural network
(RNN) designed to overcome the gradient vanishing problem often encountered with long-term
dependencies. This challenge is addressed through two key components in LSTM: the storage of cells
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and the management of cell states. These components allow the network to independently determine
which information to retain and which to discard (Fu et al. 2022). Bidirectional Long Short-Term
Memory (BiLSTM) is an extension of the standard LSTM model that enhances sequential feature
extraction by processing data in both forward and backward directions. Given an input sequence X
= {x1, Xz, ..., x1}, the equations below describe the computational units involved in the BiLSTM for
updating each step.

I Forward LSTM computations:
i = oWix; + UihiZy + by) (1)
fo = o(Wrx, + Ushpy + by) )
Ot—) = G(M/()xt + Uoht_)—l + bo) (3)

¢; = tanh(W.x, + U.hzy + b)) (4)
o =fi Ocly i Oc (9)
hy = o O tanh(c;’) (6)

Il. Backward LSTM computations:

ii = oWpx, + Uhgyy + b)) (7)
fio = o(Wx, + Urhgyqy + by) (8)
of = o(Woxy + Ughgyq + by) 9

¢ = tanh(W.x, + U.hip, + b.) (10)
¢ =f5 Ocqi tif Oc (11)

hi = of © tanh(c¢i) (12)
The final output of BILSTM is the concatenation of both hidden states:
he = [he; hel (13)

where x:is the notation used to indicate the current input, while h«: and hei are the notations
used to indicate the output from the final hidden layers. The output gate is responsible for
determining whether the previously learned information c.: may be kept. Table 4 represents symbols
used in the BILSTM equations. The tanh function transforms any numerical input to a range between
-1 and 1. To preserve the information for the current time step, the incoming signals pass sequentially

through the gate cells.
Nonlinear Feature Extraction Time Series Feature Extraction Nonlinear Feature Extraction
Forward Backward
Output Node
Input Node
Input Layer Hidden Layer BiLSTM Layer Fully Connected Layer Output Layer

Figure 3. The visual representation of the DNN-BiLSTM Model Architecture.
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Table 4. Notations for BILSTM Equations.

Symbol Description

i, ig | Input gate (forward/backward

direction)

fi, fi- | Forget gate (forward/backward

direction)

o, o | Output gate (forward/backward

direction)

¢, cg | Cell state  (forward/backward

direction)

o, hi | Cell hidden state (forward/backward

direction)

© Element-wise multiplication

w, U Weight matrices for input and hidden

states

o Sigmoid activation function

The two layers of the LSTM are used to construct the bidirectional LSTM, and these layers work
together to compute the hidden parameters in opposing directions. This bidirectional mechanism
allows the network to capture long-range dependencies before and after each data point, improving
intrusion detection accuracy (Cai et al. 2021). Table 5 and Table 6 represent the details of the model's
layers and parameters used during the training, respectively.

3.6. Local Interpretable Model-Agnostic Explanations (LIME)

The LIME technique in XAl is employed to emphasize dataset features that are significant for
training the proposed DL-IID. It enables the model to achieve the intended result (Ribeiro et al. 2016).
It describes the predictions or detections generated by an ML or DL model by comparing them locally
to a model that is easier to understand (Patil et al. 2022). Pantazatos et al. (2024) say that LIME is
helpful because it is model-agnostic, which means it gives clear and easy-to-understand information
on the importance of features. Security analysts can understand the reasons why different machine
learning models make the predictions they do.

3.7. Model Quantization

Model quantization is a technique aimed at optimizing a model by decreasing the bit size of its
variables from the standard 32-bit floating-point representation to a more limited 8-bit
representation. This method uses an algorithm with a reduced bit size rather than the previously
used full-precision techniques. Model quantization reduces computational resource consumption
and enhances the model's inference speed. Model quantization generally employs a small 8-bit size
for the representation of model parameters and activation functions. Consequently, we selected
dynamic quantization for post-training as our method for model quantization. In the process of post-
training dynamic quantization, weights are converted to int8, as is the case with all quantization
methods. Additionally, activations are dynamically converted to int8, and efficient quantization is
achieved by utilizing matrix multiplication and convolution during computation. In the research
context described in this paper, post-training dynamic quantization is the best solution because it
works independently of the dataset's training process, reduces model size, and maintains accuracy
within acceptable limits. This makes deployment easier in IoT environments with limited resources.
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Table 5. Layer details of the proposed model architecture.
Layer No. Layer Type Input Shape Output Shape Activation
Function
1 Fully Connected (batch_size, (batch_size, 128) ReLU
(FC) input_size)
2 Fully Connected (batch_size, 128) (batch_size, 64) ReLU
(EC)
3 Reshape (batch_size, 64) (batch_size, 1, 64) -
(Unsqueeze)
i ! BiLSTM (batch_size, 1, 64) (batch_size, 1, -
hidden_size*2)
5 Fully Connected (batch_size, (batch_size, Softmax
(FC) hidden_size*2) output_size)

Table 6. Parameters used during the training of the proposed model.

Parameter Value
Optimizer Adam
Learning Rate 0.0001
Input Size 7
Batch Size 128
Hidden Size 64
Output Size 2
Epochs 50
Loss Function Cross Entropy Loss

4. Results and Discussion

In this section, we conduct experiments for the proposed IoT model to demonstrate its superior
detection performance. The DLB model with the GA feature selection method is proposed because of
its complex structure that protects against attacks on deep learning models compared to DNN and
BiLSTM, which have simple model structures and are prone to adversarial attacks. We offer a concise
summary of the experimental setup and the metrics used for evaluation.

1. We performed all evaluations on a Google Colab Platform with 12.7 GB of RAM and 107.7 GB
disk space, using Python 3.10 and the Pytorch framework.

2. The study evaluates the model by measuring accuracy, precision, recall, and f1-score due to the
complexity of intrusion detection in the IoT environment. The evaluation metrics and their
corresponding calculation formulas are outlined below.

a. Accuracy: It measures the proportion of correct predictions.

(Tp + Tn) ( 1 4)

Accuracy = ————
y (Tp + Tn + Fp + Fy)

b. Precision: It refers to an ability to identify intrusion instances correctly.
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Precision = % (15)

c. Recall: It refers to an ability to detect intrusion instances.

Recall = ) _ (16)

(Tp + Fn)

d. F1-Score: It calculates the harmonic mean of precision and recall.

F1 = ) (17)

T QT+ Fy + Fy)

where Tj is true positive, Tx is true negative, F; is false positive, and F is false negative.

DLB + GA can be described as a type of model in which the DNN architecture is combined with
BiLSTM. It is designed to work with features that are selected using the genetic algorithm to enhance
its performance by focusing on the most relevant data attributes. This model is more robust but
computationally intensive due to its complex architecture. On the other hand, DL-IID + GA is a
lightweight version of DLB + GA. It similarly uses features selected by the genetic algorithm;
however, it adopts a simplified architecture and employs dynamic quantization after the training
process. This design enables DL-IID + GA to have reduced memory and reduced computation
footprint, thus making it more suitable for resource-limited areas where effectiveness matters.

Table 7. Performance evaluation of our proposed scheme compared to the baseline model with and
without GA-based feature selection.

Model Accuracy (%) Precision (%) Recall (%) Fl-score = Model Size
(%) (KB)
DLB 99.60 99.33 99.87 99.60 302.14
DLB + GA 99.84 100.0 99.67 99.84 299.66
Proposed 99.84 100.0 99.69 99.84 108.42
method (DL-
IID + GA)

Table 8. Error metrics for evaluation of DL-IID to baseline model with and without GA-based
feature selection.

DLB 0.0040 0.0040 0.0632 0.13%
DLB + GA 0.0016 0.0016 0.0404 0.33%
Proposed 0.0016 0.0016 0.0394 0.31%

method (DL-IID
+ GA)

The proposed model is assessed in comparison to the base deep learning model with features
extracted from GA using metrics such as accuracy, precision, recall, f1-score, model size, and error
metrics such as root mean squared error (RMSE), mean absolute percentage error (MAPE), and other.
The outcomes of the experiments are presented in Table 7 and Table 8. The proposed method achieves
a 99.84% accuracy, which is equivalent to the DLB + GA method and slightly higher than the DLB
method (99.60%). In terms of precision, both DLB + GA and the proposed method achieve a perfect
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100%, surpassing DLB (99.33%). The recall score of the proposed method (99.69%) is slightly higher
than DLB + GA (99.67%). However, it is marginally lower than DLB (99.87%). Similarly, the F1-score
for the proposed method and DLB + GA remains at 99.84%, outperforming DLB (99.60%). One of the
most notable advantages of the proposed method is its significantly reduced model size (108.42 KB),
making it more efficient compared to DLB (302.14 KB) and DLB + GA (299.66 KB). The results indicate
that the proposed DL-IID + GA model maintains high classification performance while reducing
computational complexity and storage requirements, making it a more efficient and scalable solution
for intrusion detection.
The error metrics and their corresponding calculation formulas are outlined below.

1. Mean Absolute Error (MAE): It indicates whether the model overestimates or underestimates
values.

MAE = (S (v~ ) (18)

2. Mean Squared Error (MSE): It measures the average squared error of predictions.
1 — 32
MSE = -X(vi — %) (19

3. Root Mean Squared Error (RMSE): It shows how much the predictions deviate from actual values

in absolute terms.

1 —\2
RMSE = \/;Z?=1(yi - 7)) (20)
4. Mean Absolute Percentage Error (MAPE): It measures the percentage deviation of predictions

from actual values.

MAPE = 1yn |yyl| x 100 (21)

o Li=1

Table 8 presents additional error metrics to evaluate the DL-IID model in comparison to DLB
and DLB + GA. The metrics include MAE, MSE, RMSE, and MAPE. The proposed method (DL-IID +
GA) achieves a MAE and MSE of 0.0016, which is comparable to DLB + GA and outperforms DLB,
which has higher errors (0.0040). In terms of RMSE, the proposed method has a value of 0.0394, which
is slightly lower than DLB + GA (0.0404) and significantly lower than DLB (0.0632), which indicates
a lower prediction error. The MAPE for the proposed method is 0.31%, showing a minor
improvement over DLB + GA (0.33%) but slightly higher than DLB (0.13%). These results show the
efficiency of DL-IID + GA in minimizing error rates while maintaining high accuracy, demonstrating
its reliability as an intrusion detection model. .

(a) Loss Curve (b) Accuracy Curve

Figure 4. Training Loss and Accuracy Curves for DLB Model without GA-based Feature Selection.
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(a) Loss Curve (b) Accuracy Curve

Figure 5. Training Loss and Accuracy Curves for DLB Model with GA-based Feature Selection.

Table 9. Classification metrics of the proposed method in comparison with the existing works.

Wang et al. SVM-based IoT IDS
(2020)

Ezuma et al. KNN for RF
Yu et al. CNN-based RF 99.78 189.89
(2019) fingerprinting

Proposed DNN-BiLSTM- 99.84 99.84
DL-IID Quantization-based IoT
Model IDS

Moreover, Table 9 gives a comparative analysis of the proposed DL-IID model with commonly

used machine and deep learning-based intrusion detection methods. The DL-IID model surpasses
existing IDS solutions in a variety of performance aspects. Compared to CNN (97.0%), KNN (98.13%),
and LSVM (98.8%), DL-IID achieves a superior accuracy of 99.84%. In addition, error metrics support
the effectiveness of the model as it has the lowest root mean squared error (RMSE) at 0.0394 and mean
absolute percentage error (MAPE) of only 0.31%, which significantly reduces misclassification rates.
Figures 4 and 5 show the graphs of loss and accuracy during the training of the baseline deep learning
model with and without selected features.

The proposed DL-IID model achieves an overall performance evaluation index above 99.5%, as
shown in Table 9 and Figure 6, compared to machine and deep learning models used in other existing
works, including SVM-based IoT IDS (Wang et al., 2020), KNN for RF fingerprinting (Ezuma et al.,
2020), and CNN-based RF fingerprinting (Yu et al., 2019). The DLB model primarily employed the
features selected using the GA technique. The DNN model architecture in DL-IID facilitates more
efficient feature extraction that may fix the drawbacks of the BIiLSTM model, thereby enhancing
classification detection capabilities beyond those of the original local techniques while utilizing
minimal computational resources. The proposed model achieves a precision of 100%, outperforming
all other methods while also maintaining a high accuracy (99.84%), recall (99.69%), and F1 score
(99.84%). Compared to previous models, the proposed method significantly reduces the model size
(108.42 KB), making it more lightweight than the CNN-based model (189.89 KB), SVM-based (880.97
KB), and KNN-based (2820.48 KB) models. The results show the superiority of the proposed DL-IID
model in terms of precision, overall classification performance, and computational efficiency, making
it a strong candidate for IoT-based intrusion detection.

Table 10 presents a comparative performance analysis of the binary classification of the
proposed DL-IID model across four different datasets: RF Fingerprint, CICIDS2017, CICIOMT2024,
and UNSW-NB15. The evaluation metrics considered include accuracy, precision, recall, F1-score,
RMSE, and MAPE, providing a comprehensive evaluation of the model's effectiveness.
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Figure 6. Performance evaluation of our proposed scheme compared to existing works .

Table 10. Results of binary classification comparison of the proposed DL-IID model on different datasets.

RF 7 2 99.84 100.0 99.69 99.84 | 0.0394 031
Fingerprint
CICIDS2017 85 49 100.0 100.0 100.0 100.0 | 0.0038 0.00
CICIoMT202 45 26 97.66 97.66 100.0 98.81 | 0.1531 0.00
4
UNSW- 44 20 99.99 99.99 99.99 99.99 | 0.0087  0.01
NB15

The performance of the DL-IID model is truly impressive, achieving exceptional accuracy across
all datasets. Its robustness in intrusion detection is evident, with the highest accuracy (100%) seen on
the CICIDS2017 dataset, where the GA selected 49 out of 85 features. Similarly, the classification
performance on the UNSW-NB15 dataset is outstanding, with an accuracy of 99.99%, precision, recall,
and F1-score all at 99.99%, and a very low RMSE (0.0087) and MAPE (0.01%), indicating minimal
error rates.

For the RF fingerprint dataset, the model achieved 99.84% accuracy while using only two
features out of 7, highlighting GA'’s efficiency in feature selection. The recall value of 99.69% suggests
strong detection capabilities, with an RMSE of 0.0394 and MAPE of 0.31%, a little more than other
datasets. For the CICIOMT2024 dataset, the model maintained an accuracy of 97.66%, with a recall of
100%, suggesting high sensitivity in identifying malicious activities, although with a slightly elevated
RMSE (0.1531). Overall, the results show that the DL-IID model consistently outperforms traditional
IDS approaches, with nearly perfect detection accuracy and minimal errors across various datasets.

To conduct an analysis, we selected the tenth data point from the test set. This is because the first
step in the operation of the LIME model is to select the data point that we want to understand. A new
local dataset is produced by the LIME model by the modification of the tenth data point. After that,
we proceeded to deploy the LIME model on the DLB and then set the number of features that
corresponded with the dimensions of our training data. After that, we used DLB to generate
predictions for the disturbed data instances, and then we trained a local interpretable model on those
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instances using the predictions provided by DLB. As seen in Figure. 7, the three different results are
produced by LIME:

e  The first result shows the predicted probability assigned to each class label by the original model
for the test data point.

e The second result demonstrates the optimal properties that allow the local interpretable model
to produce results for changed cases.

o  The third result shows a table showing the actual values for the elements.

Figure 7 confirms that DLB accurately classified the specified test data point as 0, as confirmed
by the output of the local model. In the end, we implement the LIME model on DLB using the features
extracted from the GA method. Figure. 8 illustrates how Carrier Frequency Offset and Amplitude
Mismatch are among the most effective features for classifying legitimate and malicious devices. A
CFO deviation can increase the likelihood of a malicious classification. Likewise, Amplitude
Mismatch can lead to false positives, underscoring the need to make changes for noisy conditions.
While artificial intelligence-based intrusion detection systems (IDS) significantly increase security,
they also present potential security risks and challenges that must be addressed. An important risk
is adversarial attacks, where attackers deceive deep learning models using malicious inputs.
Adversarial attacks involve subtle changes in the input data that cause the model to incorrectly
classify threats while poisoning attacks involve the introduction of manipulated data into the training
process, which degrades the performance of the model. Credibility and explainability are an issue,
given that many deep learning models, such as BiLSTM, operate as black-box systems that make it
challenging for security analysts to understand and verify their decisions. While LIME was selected
due to its agnosticism to models and low computational costs that align with IoT environment
demands, it does have some limitations when dealing with complicated nonlinear relations in a
dataset. In addition, privacy concerns arise during training on sensitive IoT data, as models may
inadvertently remember and disclose confidential information. The urgency of the situation is clear,
and future work is needed to explore adversarial training, different privacy techniques, and robust

modeling.
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Figure 7. LIME results of DLB without GA-based feature selection.
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Figure 8. LIME results of DLB with GA-based feature selection.

5. Conclusions and Future Scope

This research outlines the methodological basis and evaluation of the performance of the
intrusion detection method that is based on the radio frequency fingerprinting capabilities that are
present in IoT devices. The DL-IID model has several significant advantages over conventional IDS
methods. It incorporates DNN and BiLSTM, which permit bidirectional feature extraction, leading to
a higher degree of detection accuracy when compared to traditional CNN and SVM-based models. In
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addition, it uses the genetic algorithm effectively, which reduces the size of features, thereby
increasing the efficiency of computation. Utilizing the XAI technique (LIME) guarantees better model
interpretation, which increases confidence in the process of making decisions. Additionally, dynamic
quantization decreases the size of the model, making it a viable option for resource-constrained IoT
devices without causing significant performance degradation.

However, despite these benefits, there are some limitations. Although efficient in reducing the
complexity of models, the quantization process could result in some slight errors in accuracy. In
addition, the dataset that was used in this study, although extensive, does not completely replicate
the changing and dynamic reality of IoT situations, as variables like the amount of network traffic
congestion, adversarial interference, and protocol-related variability could affect the
performance. Furthermore, even though LIME enhances explainability, it cannot handle complex,
large-scale interactions between features, which may make it less effective in the deep feature
extraction task. However, future research needs to concentrate on strengthening the model's
resilience against adversarial attacks. This includes examining methods to protect privacy in training
and evaluating the model on larger, more diverse datasets to increase generalization. In addition,
other explainability techniques like SHAP or adversarial interpretability ought to be explored to gain
deeper insight into the behavior of models. In addition, federated learning can be used to develop
security models for intrusion detection in distributed IoT environments without exposing the data in
its raw form, thus ensuring privacy and security.
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