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Abstract

Connected Autonomous Vehicles (CAVs) rely on deep neural network-based perception systems
to operate safely in complex driving environments. However, these systems remain vulnerable to
adversarial perturbations that can induce misclassification without perceptible changes to human
observers. Explainable Artificial Intelligence (XAI) has been proposed as a means to improve trans-
parency and potentially support adversarial detection by exposing inconsistencies in model attention.
This study evaluates the effectiveness and limitations of an explanation-based adversarial detection ap-
proach using NoiseCAM on the German Traffic Sign Recognition Benchmark (GTSRB). Using Gaussian
noise baseline, NoiseCAM was assessed as a binary adversarial detector across multiple perturba-
tion strengths. Results indicate limited detection performance, with adversarial inputs identified in
approximately 53% of cases, reflecting substantial overlap between adversarial and non-adversarial
explanation-space responses. Detection effectiveness was further constrained by low image resolu-
tion, illumination variability, and limited signal-to-noise separation inherent to traffic sign imagery.
These findings demonstrated that, while XAI methods such as NoiseCAM provide valuable insight
into model behavior, explanation-space inconsistencies alone are insufficient as reliable adversarial
detection signals in low-resolution, safety-critical perception pipelines. The study highlights the need
for standardized evaluation frameworks and hybrid detection strategies that integrate explainability
with complementary robustness and uncertainty measures. This study contributes empirical evidence
clarifying the practical limits of XAl-based adversarial detection in CAV perception systems and
informs the responsible deployment of explainable models in safety-critical applications.

Keywords: explainable artificial intelligence; adversarial attacks; NoiseCAM; connected autonomous
vehicles; deep neural networks

1. Introduction

The rapid development of autonomous vehicle technology has created transformative opportuni-
ties for the transportation industry, with the potential to enhance safety, efficiency, and accessibility. At
the forefront of this innovation are connected autonomous vehicles (CAVs), which integrate advanced
sensing systems such as radar and high-resolution cameras with onboard computing to independently
perform safety-critical driving tasks without human intervention [1,2]. To achieve this, CAVs often uti-
lize machine learning techniques, particularly deep neural networks (DNNs) and compressive sensing,
to detect and classify objects, process environmental data, and support inter-vehicle communication
[3]. These technologies enable real-time perception and decision-making, allowing CAVs to interact
with dynamic and often unpredictable traffic environments.
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While the benefits of CAVs are substantial, reliance on machine learning and DNN-based per-
ception systems introduces new risks. A key threat is adversarial attacks, where imperceptible input
perturbations deceive neural networks, leading to misclassification of traffic signs, obstacles, or other
roadway element [4]. Such attacks can cause erroneous driving behavior in safety critical scenarios
such as lane changes, merges, and intersection navigation, directly endangering passengers and road
users [5]. Beyond safety, adversarial vulnerabilities also threaten public trust and regulatory accep-
tance, as stakeholders must be confident that CAVs can withstand both potential digital and physical
manipulations.

Current adversarial defense strategies, ranging from adversarial training to generative model
defenses, are limited in scalability, generalizability, and real-time applicability. These shortcomings
leave CAVs exposed to evolving threats, especially in safety-critical environments where even a single
misclassification could have severe consequences. Addressing these vulnerabilities requires innova-
tive approaches that combine robustness with transparency to foster confidence among regulators,
developers, and end users.

Explainable Artificial Intelligence (XAI) has emerged as a promising tool for improving the
interpretability and accountability of deep neural network (DNN)-based perception systems in CAVs.
By exposing how models allocate attention and arrive at decisions, XAI can support system validation,
debugging, and regulatory transparency in safety-critical applications. However, whether explanation-
based signals can serve as reliable indicators of adversarial manipulation under realistic operating
constraints require further investigation.

This research addresses this gap by critically evaluating the effectiveness and limitations of
classifier-aware, explanation-based adversarial detection using NoiseCAM in a traffic sign recognition
context. This study examines how explanation-space responses differ between clean, Gaussian-
perturbed, and adversarial inputs and assesses whether these differences provide a robust detection
signal. The goal is to clarify the conditions under which XAI contributes meaningful security insight,
to identify its practical limitations in low-resolution perception pipelines, and to inform the responsible
integration of explainability into safety-critical autonomous vehicle systems.

2. Literature Review

Adversarial attacks on CAVs are closely linked to the vulnerabilities of DNNs, which form the
backbone of modern perception and decision-making systems. Although DNNs provide efficient real-
time object recognition for autonomous driving [6], they struggle to detect adversarial examples, inputs
imperceptible to humans but capable of misleading neural networks during testing or deployment
[7]. This limitation poses a significant risk in safety-critical contexts, as even small perturbations can
trigger misclassifications with high confidence [8].

The principle of adversarial threat modeling is often divided into white-box and black-box
settings [9]. In white-box attacks, adversaries exploit full knowledge of model parameters to generate
highly effective adversarial examples. By contrast, black-box attacks conceal model details, requiring
adversaries to estimate gradients through substitute models. Although white-box attacks typically
achieve higher success rates [10], black-box attacks are more reflective of real-world threats due to
limited model transparency.

2.1. Types of Adversarial Attacks

Several adversarial attack methods have been developed to exploit vulnerabilities in DNNs. One
of the most common is the Fast Gradient Sign Method (FGSM) [11], a white-box approach that perturbs
input data using gradients from neural backpropagation. Although relatively simple, FGSM can cause
a significant drop in classification accuracy with only minimal perturbations, though its effectiveness
decreases against more robust defense strategies [12,13]. In contrast, sticker attacks represent a physical
adversarial method, in which small patches or stickers are strategically placed on real-world objects to
mislead visual recognition systems [14]. These attacks are particularly concerning for CAVs because
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they demonstrate how inexpensive, real-world manipulations can compromise critical functions such
as traffic sign recognition and object detection.

2.2. Impact on CAV Perception Systems

CAV perception systems, which rely on camera, LiDAR, radar, and GPS data, are highly suscep-
tible to adversarial perturbations. Misclassification of objects can lead to unsafe driving decisions,
such as failing to recognize a stop sign [4]. Kim et al. [15] found that while cameras are vulnerable to
pixel-level manipulations, LIDAR can be attacked through jamming or spoofing, and radar through
false-signal injection. Such disruptions not only compromise individual vehicles but also pose systemic
risks to traffic safety and efficiency [16].

2.3. Defensive Approaches

To mitigate adversarial risks, researchers have explored both proactive and reactive defense strategies
[7]. Proactive methods focus on improving the inherent robustness of models before attacks occur, often by
retraining networks with perturbed examples or modifying loss functions to encourage stability. Reactive
defenses, on the other hand, aim to detect or filter adversarial inputs after the model has been trained,
functioning as a secondary safeguard against potential exploitation. Both approaches have advantages
and limitations, and together they represent the primary avenues of research in DNNS.

One prominent proactive strategy is adversarial training, often combined with fuzz testing frame-
works. Methods such as DLFuzz [17], DeepXplore [18], and DeepHunter [19] introduce adversarial
examples during training to improve resilience and increase neuron coverage, which is associated
with stronger model generalization. While effective in boosting robustness, these approaches are
computationally expensive and may come at the cost of reduced baseline accuracy [20]. As a result,
their practicality for real-time, safety-critical applications such as CAVs remains limited.

Other defenses leverage generative and denoising techniques to detect or correct adversarial
inputs. Defense-GAN [21], for instance, employs generative adversarial networks to reconstruct
natural inputs, flagging deviations as potential adversarial examples. Similarly, I-Defender [22] models
the output distributions of hidden layers and uses statistical testing to identify and reject anomalous
inputs. Denoising autoencoders represent another line of defense, treating adversarial perturbations
as additive noise that can be filtered out before classification [23-26]. These approaches show promise
in reducing the impact of adversarial examples, though challenges remain in ensuring scalability and
maintaining classification accuracy across diverse attack types.

2.4. Summary

Despite notable progress in adversarial defense research, existing strategies remain limited in
several key areas. Many approaches demonstrate strong performance against specific attacks in
controlled settings but fail to generalize across diverse environments and real-world conditions.
For instance, adversarial training improves resilience but is computationally intensive and often
sacrifices baseline accuracy, making it less practical for time-sensitive CAV applications. Generative
and denoising methods, while effective at filtering or reconstructing inputs, raise questions about
scalability and efficiency when deployed in large-scale, real-time traffic systems. Likewise, XAl
methods such as NoiseCAM offer valuable insights into network vulnerabilities but still face challenges
related to dataset resolution, noise, and model architecture variability.

The broader implication is that no single defense method offers a comprehensive solution against
adversarial attacks. As a result, the field is shifting toward hybrid, classifier-aware frameworks
that integrate proactive training, reactive filtering, and interpretability-driven diagnostics. These
layered defenses not only strengthen robustness against diverse adversarial threats but also build the
transparency needed to foster confidence among regulators, developers, and end users. For CAVs,
where both safety and trust are paramount, such approaches are especially critical. Future research
must therefore prioritize adaptive solutions capable of countering both digital and physical adversarial
attacks while also developing standardized evaluation benchmarks tailored to autonomous driving
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environments. Establishing these benchmarks will ensure fair comparisons across methods, encourage
cross-disciplinary collaboration, and facilitate the translation of research into practical, real-world
safety gains. Within this context, the integration of traditional defenses with XAI frameworks, serves
as a promising pathway toward achieving resilient, transparent, and trustworthy perception systems.

3. Method

Understanding how adversarial perturbations cause misclassification is a prerequisite for safe-
guarding deep neural networks (DNNs) against such attacks. Accordingly, this study utlizes an
XAl-based analysis of a traffic sign recognition network, inspecting layer-wise classification activations
to characterize the model’s internal behavior. By visualizing and interpreting these activations, we
reveal how adversarial perturbations reshape the network’s response patterns. Building on prior work
in adversarial sample detection [27], we extend classifier-aware XAl techniques to evaluate adversarial
robustness. The overall framework, from adversarial example generation to XAl-based detection, is
summarized in Figure 1.

Inputs

Natural Images (Seeds)

_Perturbation Generation  y

Adversarial Perturbations Random Noise

Generated Images

Images with Controlled

Adversarial Examples 2 %
Gaussian Noise

\Model Processing/

Deep Neural Network

Analysis Methg
il s

Detection —‘

XAl Methods

Figure 1. Data Pre-Processing and Analysis Procedure.

3.1. Dataset and Data Preparation

In this study, the German Traffic Sign Recognition Benchmark (GTSRB) was analyzed, a widely
used benchmark dataset for traffic sign recognition [28]. The dataset contains 51,839 images of 43
classes of European traffic signs (39,209 training and 12,630 test images). A subset of representative
samples is shown in Figure 2, illustrating the variety of sign types and the differing levels of visibility
in the dataset. The traffic signs were captured from multiple viewpoints and under diverse weather
and lighting conditions, thereby reflecting realistic driving scenarios. Using this established benchmark
ensured that results would be comparable to prior work and that the evaluation is conducted under a
realistic and well-validated setting. For model development, all images were uniformly resized and
flattened during the preprocessing stage.
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Figure 2. Sample of Images from GTSRB Dataset [28].

3.2. Network Architecture

To evaluate adversarial robustness, generated adversarial perturbations (adversarial noise) were
first generated from images in the GTSRB dataset. Let S € [0, 1]7*"*C denote a clean seed image of
height H, width W, and C channels (e.g., C = 3 for an RGB color image). For notational convenience,
also consider its vectorized form s € R? withd = HWC.

The adversarial perturbation operator was defined as:

ADV :R? xR, — R, (1)

which maps a clean image s and a perturbation strength € > 0 to an adversarial noise vector

N, = ADV(s,¢e) € R%. )

Writing N, = ((Nu)l; ., (Nu)d) T, each component (N, ), represents the perturbation applied to
the k-th pixel-channel entry of the image, and N, can be reshaped back to the tensor form in RF*WxC,
In this study, DLFuzz was used to instantiate ADV(-) so as to generate N, while simultaneously
maximizing neuron coverage.

To obtain a fair baseline for comparison, a Gaussian noise vector Ny € R? was also constructed

with the same dimensionality and overall magnitude as N,. Let {N,gi) }M . denote the set of adversarial

noise vectors generated from M seed images, where Nél) € R?. The empirical mean j, and variance

? of the adversarial noise was computed as:

1 M d 1 M d , 5
b= S V), = S (), - ) ®
i=1k=1 i=1k=1
Gaussian noise was then sampled according to:
Ng ~ N (4aly, 0214), 4)

where N(-) denotes a Gaussian distribution, 1, is the d-dimensional all-ones vector and I; is the d x d
identity matrix. In this way, Ng and N, shared the same shape and global mean and variance, while
N, remains purely random Gaussian noise.

Based on these constructions, each seed image S() was associated with three input variants: the
clean image, an adversarially perturbed version, and a Gaussian-noise—corrupted version. These
variants were then collected in the per-image input set:

= {50, s 4 NI, s 4 NI Y, 5)

With this, the overall augmented dataset was then given by:
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Do = J 70 = (50, 50+ NI, 50 4 NEYM, ©

i=1
where () + N,gi) and S0 + Néi) denote, respectively, the adversarially perturbed and Gaussian-
noise—corrupted variants of the seed image (.

The classification model used in this study (as shown in Figure 3) is a convolutional neural
network (CNN) comprising three convolutional blocks, each consisting of a Conv2d layer, batch
normalization, a ReLU activation function, and a max-pooling layer. The resulting feature maps were
flattened and passed through two fully connected layers with 1024 and 256 neurons, respectively,
followed by a softmax output layer that produces class probabilities over the 43 traffic sign classes.
This CNN architecture achieved an accuracy of 90% on the GTSRB dataset [29], thereby providing a
reliable baseline for evaluating adversarial robustness under both perturbation and noise conditions.

»
Output:

43
é FC: classes

MaxPool2 £

MaxPooll ||/ ConvBlock3: Flatten—FC: 25643

Conv+BN+ReLU 1024—256+ReLU

A1 ConvBlock2:
316 Conv+BN-+ReLU
ConvBlockl:

Conv+BN+ReLU

Figure 3. Network Architecture.

3.3. Adversarial Example Generation

Adversarial perturbations were generated using DLFuzz [17], a white-box attack method designed
to maximize neuron coverage while producing adversarial examples constrained by a perturbation
budget. For a given seed input s € R, the adversarial noise N, was obtained by approximately solving
the following constrained optimization problem:

. K m ‘
Na =208 crih i <s (g(ck i ]; K ) ' 7
where ¢ denotes the model’s output score for the originally predicted class on the clean input, cj
(k=1,...,K) denote the scores of the K highest-scoring alternative classes under the perturbed input,
nj (j = 1,...,m) represent the activations of a selected set of m neurons, and A > 0 is a balancing
coefficient that trades off prediction deviation against neuron activation. The constraint || N, ||, < &
ensures that the perturbation magnitude remains within a prescribed budget 6 > 0, where the £, norm
is defined as:

d 1y
[INallp = (;}(Na)dp) A = ®)
=1

with (N, ) denoting the k-th component of Nj. In our experiments, we adopt p = 2, corresponding to
the Euclidean norm.

Intuitively, the first term in (7) encourages the perturbed input to deviate from the original
prediction by shifting probability mass toward competing classes, thereby inducing misclassification.
The second term promotes stronger activation of additional internal neurons, increasing overall neuron
coverage. Higher neuron coverage indicates that a larger portion of the network’s decision logic has
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been exercised, which in turn increases the likelihood of exposing hidden errors and corner cases [18].
DLFuzz iteratively updates N, to jointly satisfy these two objectives under the norm constraint, and
the resulting perturbation N is applied to the original image to obtain an adversarial example.

In contrast to the Gaussian baseline noise constructed above, which was independently and
identically distributed across input dimensions, adversarial perturbations generated by DLFuzz
tend to form structured spatial patterns that selectively disrupt filter activations. This difference
becomes apparent in the subsequent class activation map visualizations, where adversarial noise
often suppresses or shifts salient regions, whereas Gaussian noise primarily introduces small, diffuse
fluctuations. Empirically, it was observed that both Gaussian noise and adversarial perturbations
induce measurable deviations in network behavior; however, Gaussian noise rarely alters the top-1
prediction, whereas adversarial perturbations frequently lead to misclassification under the same
perturbation magnitude.

To quantify when a layer is considered compromised, Gaussian noise was used as a reference
baseline. For each layer, a deviation measure was computed that captures how strongly its activation
pattern under perturbation departs from the clean baseline. The median deviation observed under
Gaussian noise was then used as a threshold: if the deviation induced by adversarial perturbations
exceeds this median Gaussian deviation, it regarded the corresponding layer as exhibiting abnormal
behavior beyond what would be expected under random noise of equivalent magnitude.

3.3.1. NoiseCAM for Adversarial Example Detection

Having constructed adversarial and Gaussian perturbations and defined a layer-wise deviation
baseline, a mechanism was required to localize these behavioral changes in the input space and to
derive an image-level detection signal. To this end, adversarial example detection was conducted
using NoiseCAM [27], an XAl algorithm that integrates GradCAM++ [30] and LayerCAM [31] to
produce robust class activation maps (Figure 4).

NoiseCAM for Adversarial
Example Detection

Input Image

Globally Weighted
CAM

A 4

I Activation Map

Pixel-wise
Weighted CAM

DNN classifier

Feature Maps

Activation Map

Noise
Activation Map
Noise
Activation Map

Figure 4. Detecting Adversarial Examples using NoiseCAM.

NoiseCAM leverages gradient information from internal convolutional layers of the classifier
to attribute the model’s prediction to spatial regions in the input. Specifically, it combines two
complementary visualization techniques, GradCAM++ and LayerCAM, to capture both global and
fine-grained patterns in activation maps [27]. The NoiseCAM workflow is organized into two primary
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components: (i) a globally weighted CAM, which aggregates feature-map importance at the class level,
and (ii) a pixel-wise weighted CAM, which refines these attributions at the individual pixel level. In
the present study, NoiseCAM was applied to the clean, Gaussian-corrupted, and adversarial variants
in Dayg to characterize how adversarial perturbations alter spatial attention relative to random noise
of equivalent magnitude.

3.3.2. Globally Weighted CAM

As the first component of the NoiseCAM pipeline, a globally weighted class activation map was
computed based on GradCAM++ [30]. Consider the classifier’s predicted class ¢ with corresponding
output score y¢ for a given input. Let A¥ denote the k-th feature map of a selected convolutional layer,
and let Af be its value at spatial location (i, j). The spatial gradient of the class score with respect to

]
the feature map is given by:

C

dy
aAf.‘j'

©)

ke __
8ij =

which measures how sensitive the class score y° is to perturbations at location (i, j) in feature map AX.
To obtain refined gradient information, GradCAM++ [30] introduces spatially varying coefficients
ai.‘jc defined as:

ki
akc _ gifC
ij = k k ke’
zgi]'c +Z;Aabgijc
a

where (a,b) and (i, ) index spatial locations in the feature maps. These coefficients reweight the

(10)

contribution of each spatial position when aggregating channel-wise importance.
Global channel weights w} were then obtained by aggregating the spatial coefficients and empha-
sizing positive gradients:

wy = ZZQZC . ReLU(gZC). (11)
t]

Finally, the globally weighted class activation map M is constructed as a weighted combination of the
feature maps:

M = ReLU(Z w - Ak>. (12)
k

This globally weighted CAM provided a coarse, class-discriminative localization of features that
contribute positively to the prediction of class c. In the proposed framework, M® was computed for
the clean, Gaussian-noise, and adversarial variants in Da,g and later compare these maps to assess
how adversarial perturbations redistribute the model’s spatial attention relative to random noise of
equivalent magnitude.

3.3.3. Pixel-Wise Weighted CAM

Complementary to the globally weighted CAM, the pixel-wise weighted CAM component fol-
lows the LayerCAM methodology [31], in which each spatial location of a feature map is weighted
individually. Using the same spatial gradients gg-c defined in (9), the pixel-wise weight at location (i, j)

in feature map AF for class c is given by:

wif = ReLU(g]f), (13)

and the corresponding pixel-wise weighted feature map is:
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~k,
A = wif - A5 (14)
where AFPW denotes the feature map after applying the pixel-wise weights. This pixel-level weighting
effectively suppresses low-contribution regions while preserving fine-grained activation details.
NoiseCAM integrates the globally weighted and pixel-wise weighted CAMs to isolate adversarial
perturbations. First, the global channel weight wy, from (11) is broadcast uniformly across the spatial

dimensions of feature map AX:

kc,global . k

where Off]» is an all-ones matrix with the same spatial resolution as A¥. Next, the pixel-wise spatial

weight from LayerCAM is subtracted from this spatially uniform global weight to obtain a noise
weight matrix,

ke,noise ke, global ke __ _ kc,global ke
w;; = wy; —wyi = w;; — ReLU(gij ), (16)

which emphasizes locations where global importance cannot be explained by true pixel-wise activa-
tions.
Finally, the noise activation map M¢_. , is computed by linearly combining the feature maps with

noise
the spatial noise weights:

Coise = ReLU(ZZij;F'“"iSQ : Aﬁ.‘j). (17)
k i g

Conceptually, the globally weighted CAM M¢ captures both genuine class-discriminative acti-
vations and effects introduced by perturbations, whereas the pixel-wise weighted CAM primarily
emphasizes true class-related activations and suppresses spurious responses. By contrasting these two
views through (16)—(17), NoiseCAM highlights regions where the model’s attention is likely driven by
adversarial perturbations. For non-adversarial inputs (e.g., clean or Gaussian-noised images), M . .
tends to be near zero, while adversarial examples yield pronounced noise activation patterns, enabling
effective discrimination between adversarial and non-adversarial inputs.

With this, these components can be summarized into a single end-to-end procedure for adversarial
detection on GTSRB. Algorithm 1 outlines the full NoiseCAM-based detection pipeline, from noise

generation to image-level classification.

3.4. Evaluation

Having defined the complete NoiseCAM-based detection pipeline in Algorithm 1, the framework
was instantiated on the GTSRB dataset. This following subsection describes the selection of seed
images for adversarial generation and the procedures used to quantify detection performance.

3.4.1. Seed Selection

Adversarial example generation was attempted for all images in the GTSRB dataset under the
specified perturbation budget 6. However, not every seed image yielded a successful adversarial
counterpart within this constraint and the optimization limits of DLFuzz. In total, valid adversarial
examples were obtained for 52% of the dataset. This subset of seed images, together with their
corresponding clean and Gaussian-noised variants, constitutes the augmented evaluation set Dayg
used in the adversarial detection experiments described below.

3.4.2. Adversarial Example Detection

Adversarial detection performance was evaluated on the augmented evaluation set Dayg previ-
ously described. For each input image x € Dayg, the NoiseCAM pipeline (Algorithm 1) was used to

compute the noise activation map M¢_._ (x) for the predicted class c, from which a scalar detection

noise
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score s(x) was derived (e.g., by averaging normalized noise activations over the spatial domain). Using
the subset of Gaussian-noised images x = 5() 4 Ng(i), the median score T was computed and adopted
a simple thresholding rule: an input x was classified as adversarial if s(x) > 7 and as non-adversarial
(clean or Gaussian-noised) otherwise.

Algorithm 1 NoiseCAM-Based Adversarial Detection on GTSRB

Require: Trained CNN classifier f; seed images {50 }f\i 1 from GTSRB; perturbation budget § and norm order p;
DLFuzz parameters; NoiseCAM layer choice; detection threshold rule (Gaussian median).

Ensure: For each input image x, adversarial/non-adversarial label Z(x) € {0,1} and noise activation map
Mrcwise (x) .

: Adversarial and Gaussian Noise Construction

. for each seed image S() do

Represent ONT [0, 1]H*WxC in vectorized form s() € R? with d = HWC.

Use DLFuzz to approximately solve the constrained optimization problem in (7) under || Ny ||, < 6, obtaining

adversarial noise Nél) e R4,
: end for )
6: Compute the empirical mean y, and variance o? of all adversarial noises {N,Sl) }i2, as defined in the noise
statistics equations.
7: foreachi=1,...,Mdo

Sample Gaussian noise Ng(,i) ~ N (aly, (73 I;) as in the Gaussian noise definition, so that Ng(i) matches the

a1

dimensionality and global statistics of Nél).

9:  Form the three input variants 70 = {S(i), st 4 Na(l), s 4 N(él)} as in the input set definition.
10: end for
11: Define the augmented dataset Daug = Uf\i 1z @),
12: NoiseCAM Computation for a Given Input
13: for each input image x € Dayg do
14:  Forward x through classifier f to obtain predicted class ¢ and score y°.
15:  Select a convolutional layer and extract its feature maps { A¥}.
16:  Compute spatial gradients gZ-C asin (9).
17:  Compute GradCAM++ coefficients ug? using (10).
18:  Aggregate global channel weights wj via (11) and obtain the globally weighted CAM M¢ using (12).

kc,global

19:  Compute pixel-wise weights w%ﬁ using (13), broadcast global weights w; J as in (15), and derive noise

I'c'c,noise

1

20:  Compute t]he noise activation map M, ;_.(x) according to (17).

21:  Derive a scalar detection score s(x) from M¢ .. (x) (e.g., by averaging normalized noise activations over
the spatial domain).

22: end for

23: Threshold Selection and Adversarial Labeling

24: Using scores {s(x)} for Gaussian-noised images x = S() 4+ N, 2 compute the median Gaussian score 7.

25: for each input x € Dyyg do
26:  if s(x) > T then

weights w using (16).

27: Assign label 2(x) = 1 {adversarial}

28:  else

29: Assign label 2(x) = 0 {non-adversarial: clean or Gaussian-noised}
30:  end if

31: end for

4. Results

The investigation of adversarial-attack detection using NoiseCAM on the GTSRB dataset yielded
several noteworthy observations. NoiseCAM, which integrates GradCAM++ and LayerCAM re-
sponses, achieved a detection accuracy of approximately 53% for adversarial examples. This level
of performance is substantially lower than both the underlying classifier accuracy on clean GTSRB
images (exceeding 90%) and previously reported NoiseCAM results on high-resolution natural-image
datasets, underscoring the difficulty of reliably detecting adversarial perturbations in low-resolution
traffic sign imagery. Several factors appear to contribute to this performance gap. The relatively small
spatial resolution of GTSRB images (32 x 32 pixels) constrains the amount of fine-grained structure
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available for class activation mapping, while pronounced variations in brightness and viewing con-
ditions further degrade the stability of the resulting explanations. In addition, the CNN architecture
utilized in this study is considerably shallower than widely used benchmark models such as VGG-16,
and the inherently low signal-to-noise ratio (SNR) of GTSRB images reduces the separability between
adversarial and non-adversarial NoiseCAM responses.

4.1. Classification Performance on Clean Data and Evaluation of Adversarial Attack Effectiveness

The baseline CNN model exhibited strong performance on clean traffic sign imagery prior to
adversarial evaluation. The trained classifier achieved a test accuracy of 90.3% on the clean dataset,
confirming reliable recognition of GTSRB traffic sign classes under nominal operating conditions.
Training and validation metrics further indicated stable convergence, with no evidence of severe
overfitting, establishing a robust baseline for adversarial robustness assessment. To assess vulnerability
to adversarial manipulation, pixel-space FGSM attacks were applied to clean-correct test samples
at multiple perturbation magnitudes (¢ = 0.01-0.10). Despite the high clean accuracy, adversarial
perturbations produced substantial degradation in classification performance. Attack success rates
increased monotonically with €, exceeding 80% at moderate perturbation levels and approaching near-
complete misclassification at higher € values. These results indicated that small, bounded perturbations
in the input pixel space were sufficient to induce incorrect model predictions with high probability. The
combination of high clean classification accuracy (90%) and high adversarial susceptibility emphasized
the need for detection mechanisms that operate independently of raw classification confidence. These
results established a stringent and realistic threat model for subsequent explainability-based detection
experiments, ensuring that NoiseCAM would be evaluated under conditions representative of safety-
critical perception systems exposed to adversarial disturbances.

4.2. Overall NoiseCAM-Based Adversarial Detection Performance

To evaluate adversarial detection performance beyond overall accuracy, the proposed NoiseCAM-
based detector was evaluated using standard binary classification metrics, including accuracy, preci-
sion, recall, Fi-score, and receiver operating characteristic area under the curve (ROC-AUC). Adver-
sarial detection was formulated as a binary classification task, with adversarial inputs treated as the
positive class and non-adversarial inputs consisting of clean and Gaussian-perturbed images. For each
input, a scalar detection score was computed using a top-K concentration ratio, and a decision thresh-
old T was defined as the median score observed on Gaussian-noise samples, providing a data-driven
baseline that reflects expected non-adversarial variability.

Using the Gaussian-median threshold (T = 0.509), the detector achieved an overall accuracy of
44.0% on the GTSRB test set, with precision and recall of 43.2% and 38.1%, respectively, yielding an
Fq-score of 0.405. The resulting ROC-AUC of 0.392 indicated limited separability between adversarial
and non-adversarial inputs. Substantial false positives and false negatives reflected the difficulty of dis-
tinguishing adversarial perturbations from benign Gaussian noise under a conservative thresholding
strategy.

When evaluated across FGSM perturbation strengths (¢ = 0.01,0.03,0.06, 0.10) using thresholds
derived from the validation set and applied unchanged to the test set, NoiseCAM exhibited limited but
non-zero discriminative capability. Detection accuracy ranged from 51.8% to 52.9%, with ROC-AUC
values between 0.52 and 0.53. Precision increased modestly from 0.52 to 0.55 as perturbation strength
increased, while recall declined from 45.2% at e = 0.01 to 32.3% at € = 0.10, resulting in F;-scores
between 0.41 and 0.48.

Although modest improvements in accuracy, precision, and ROC-AUC were observed with
increasing perturbation magnitude, these gains did not scale with adversarial severity. Even at higher
FGSM strengths, where attack success rates exceeded 90%, detection recall deteriorated, indicating
that successful adversarial attacks do not necessarily induce strongly separable changes in explanation-
space representations. In real-world intelligent transportation systems, adversarial or adversarial-like
perturbations may lead to incorrect traffic sign recognition without triggering downstream anomaly
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detection mechanisms. The observed detection accuracies suggest that explanation-based detectors
relying solely on spatial attribution inconsistencies may be insufficient as standalone safeguards in
low-resolution perception pipelines. This reinforces the importance of complementary robustness
strategies, such as architectural enhancements, multi-layer or temporal explanation aggregation, and
the integration of explainability-based signals with other uncertainty or consistency measures.

4.3. Ablation Study of NoiseCAM Components and Sensitivity to Perturbation Strength

This section evaluates the contribution of NoiseCAM relative to alternative explanation-based and
confidence-based detection signals and examines the sensitivity of adversarial detection performance
to increasing perturbation strength. An ablation comparison was conducted across three detection
mechanisms: NoiseCAM, GlobalCAM, and a confidence-based baseline. Detection performance
was evaluated under FGSM attacks with perturbation magnitudes € € {0.01,0.03,0.06,0.10} using
thresholds derived from Gaussian-perturbed validation samples and applied unchanged to the test set.

Across all perturbation strengths, NoiseCAM exhibited moderate but consistent detection capa-
bility. Globally-weighted CAM demonstrated comparable performance, with test accuracy between
49.3% and 49.4% and ROC-AUC values ranging from 0.50 to 0.55. While Global CAM showed a modest
upward trend in ROC-AUC as € increased, this improvement did not translate into consistent gains in
accuracy or F;-score, indicating similar limitations in attribution-space separability.

In contrast, the confidence-based baseline exhibited substantially stronger detection performance
across all perturbation strengths, achieving ROC-AUC values between 0.78 and 0.83 and recall
exceeding 90% for all e. However, this increased sensitivity was accompanied by a higher false positive
rate, resulting in lower overall accuracy (57.1%-67.1%) compared to explainability-based methods.
These results highlight a fundamental trade-off between sensitivity and specificity when relying on
confidence-driven detection signals.

Figure 5 illustrates the sensitivity of ROC-AUC to perturbation strength for all three detection
mechanisms. While confidence-based detection scale clearly with increasing adversarial magnitude,
both NoiseCAM and GlobalCAM remain largely insensitive to perturbation strength. This divergence
indicates that although adversarial perturbations strongly affect model confidence, they do not consis-
tently induce proportional or separable changes in explanation-space representations. These findings
suggest that NoiseCAM captures measurable but low attribution shifts and motivate further analysis
of its internal components and detection signal structure.

0,80 - /’_’—’\.
0.75 1
0.70 A
s —&— NoiseCAM
E GlobalcAM
o 0.65 1 —e— Confidence
0.60 4
0.55 1
~— o T .
0.50 -
0.02 0.04 0.06 0.08 0.10

FGSM Perturbation Strength (&)
Figure 5. Sensitivity to Adversarial Perturbation Strength.

4.4. Class-Wise Detection Performance Against Adversarial Attacks

To better understand the variability in NoiseCAM-based adversarial detection performance,
class-wise metrics were examined with respect to the semantic meaning of each traffic sign category, as
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defined by the GTSRB class labeling scheme. Class-wise ROC-AUC, accuracy, precision, recall, and
F1-score were computed on the test set for all 43 traffic sign classes at perturbation strengths € = 0.01,
0.03, 0.06, and 0.10. Results consistently indicated that adversarial detectability varies substantially
across traffic sign types, with performance strongly influenced by sign semantics, visual structure, and
training frequency.

At the highest perturbation level (¢ = 0.10), the strongest detection performance was observed
for a small subset of traffic sign categories characterized by distinctive geometric structure or strong
symbolic content. In particular, Class 16: Vehicles over 3.5 tons prohibited, Class 3: Speed limit (60
km/h), and Class 9: No passing achieved the highest ROC-AUC values (=~ 0.73 to 0.76). These signs
are visually dominated by bold circular boundaries, high-contrast color schemes, and centrally located
symbols, which may have helped to produce more localized and stable class activation patterns. As a
result, adversarial perturbations more frequently induced measurable disruptions in explanation-space
representations, improving separability between clean and adversarial samples for these categories.
Notably, several speed limit signs (e.g., Class 1: Speed limit (30 km/h), Class 2: Speed limit (50 km/h),
and Class 4: Speed limit (70 km/h)) consistently exhibited above-average detection performance across
€ values. These signs are also among the most frequently represented classes in the training dataset,
suggesting that both visual regularity and training exposure contribute to more stable explanation
responses that are moderately sensitive to adversarial manipulation.

In contrast, a number of classes maintained limited detection performance across all perturbation
strengths. The weakest performance at € = 0.10 was observed for Class 0: Speed limit (20 km/h), Class
25: Road work, and Class 39: Keep left, which exhibited ROC-AUC values near or below 0.35. These
categories either suffer from limited training samples (e.g., Class 0) or exhibit high intra-class visual
variability (e.g., road work signage), resulting in diffuse and unstable explanation maps under both
clean and adversarial conditions. Warning signs involving environmental or situational hazards—such
as Class 20: Dangerous curve to the right, Class 21: Double curve, Class 22: Bumpy road, and Class
30: Beware of ice/snow, also tended to show weak separability. These signs often contain multiple
graphical elements and rely on contextual interpretation rather than a single dominant visual cue,
which potentially reduced the consistency of class activation patterns and limits the effectiveness of
explainability-based detection.

Across all € values, the relative ranking of classes remained largely consistent, even as perturbation
strength increased. Classes that demonstrated above-average detection performance at € = 0.01
generally remained among the strongest at € = 0.10, while poorly performing classes showed limited
improvement despite stronger adversarial perturbations. This indicated that increased perturbation
magnitude alone did not uniformly enhance detectability in explanation space, instead, detectability is
potentially constrained by class-specific visual and semantic properties. For example, regulatory signs
with rigid geometric templates (e.g., speed limits, overtaking prohibitions, mandatory direction signs
such as Class 38: Keep right) exhibited gradual but consistent improvements in detection metrics as €
increased. Figure 6 illustrates the class-wise NoiseCAM-based adversarial detection performance.

From a safety-critical perspective, these findings highlight the limitation of explainability-based
adversarial detection; detection reliability can be uneven across traffic sign categories. While some
high-frequency regulatory signs exhibit modestly improved detectability, several rare or visually
complex warning signs. which often correspond to hazardous roadway conditions, remain less
detectable under adversarial perturbation. This imbalance suggests that explainability-based detectors
such as NoiseCAM may offer partial and class-dependent protection, rather than a uniformly reliable
safeguard across all traffic sign types.
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Figure 6. Class-Wise NoiseCAM Detection Performance (FGSM with € = 0.10).

4.5. Qualitative Visual Analysis of NoiseCAM Responses

To complement the quantitative detection results, a qualitative analysis was conducted to examine
NoiseCAM attribution behavior on representative clean and adversarial samples (¢ = 0.060) . Figures
7 and 8 present clean and FGSM-adversarial Class 1 examples. While Figures 9 and 10 present a
clean and FGSM-adversarial Class 4 examples (¢ = 0.060). Each figure illustrates the input image,
NoiseCAM overlay, raw NoiseCAM map, and corresponding GradCAM++/LayerCAM visualizations.

Class 1 | CLEAN

Input NoiseCAM Map NoiseCAM Overlay

- -
] |
-
L
| | |
|
|

Figure 7. Clean Class 1 Example.

GradCAM++ | LayerCAM

Class 1 | ADV eps = 0.060

NoiseCAM Map NoiseCAM Overlay

Figure 8. Adversarial Class 1 Example: The Input is more blurred compared to Fig. 7, due to the adversarial
attack.

GradCAM++ | LayerCAM
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Class 4 | CLEAN

Input NoiseCAM Map NoiseCAM Overlay

GradCAM++ | LayerCAM
[}

Figure 9. Clean Class 4 Example.

Class 4 | ADV eps = 0.060

Input NoiseCAM Map NoiseCAM Overlay
GradCAM++ | LayerCAM

Figure 10. Adversarial Class 4 Example: The Input is more blurred compared to Fig. 9, due to the adversarial
attack.

For clean inputs, NoiseCAM consistently produces compact and semantically meaningful at-
tribution regions aligned with salient traffic sign features, such as digit contours and high-contrast
interior regions. This behavior is observed across varying illumination and scale conditions in the
Class 1 examples, indicating robustness to benign visual variation. Compared to GradCAM++ and
LayerCAM, NoiseCAM yields smoother and more globally coherent attribution patterns, whereas
gradient-based methods exhibit more fragmented and localized activations.

In the clean Class 4 sample, NoiseCAM maintains sparse, well-localized attribution focused
on structurally informative regions of the sign, with minimal background activation. In contrast,
GradCAM++ and LayerCAM display multiple disjoint activation clusters, some of which extend
beyond the sign boundary. Under FGSM perturbation, NoiseCAM responses do not exhibit distinctive
spatial artifacts. Despite successful misclassification, the adversarial sample shows attribution patterns
that remain broadly aligned with the original sign structure, with differences primarily reflected
as reduced peak intensity and mild diffusion rather than spatial displacement. These adversarial
responses closely resemble those observed in clean samples.

The qualitative results demonstrate that adversarial perturbations do not consistently produce
unique spatial signatures in NoiseCAM attribution space. The strong visual overlap between clean and
adversarial explanations supports the performance previously discussed and highlights a fundamental
limitation of explainability-based adversarial detection relying solely on spatial attribution consistency.

4.6. Summary

These results highlight the limitations of XAl-based methods for adversarial defense. While
NoiseCAM provides a viable foundation for robustness evaluation, the findings suggest that future
work should prioritize experiments on higher-resolution datasets, the use of more resilient backbone
architectures, and the development of adaptive XAl strategies to improve detection performance in
safety-critical CAV perception systems.
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5. Discussion

The findings of this study align with prior research demonstrating both the promise and the
limitations of XAl-based approaches in adversarial contexts. While explainability methods have
shown improved robustness and localization capabilities on high-resolution natural image datasets,
their effectiveness degrades substantially under the constraints typical of traffic sign recognition.
In particular, the limited detection performance of NoiseCAM on the GTSRB dataset is consistent
with prior observations that XAl-driven signals are sensitive to dataset characteristics such as image
resolution, illumination variability, and inherent signal-to-noise ratio [32]. Earlier evaluations of
GradCAM++ and LayerCAM on large-scale datasets such as ImageNet reported stronger localization
of adversarial perturbations and more stable attribution patterns [33,34]. However, the contrast
observed here underscores that such performance does not directly translate to compact, safety-critical
vision pipelines.

A key insight from the results is that successful adversarial attacks do not necessarily induce
proportional or separable changes in explanation-space representations. Across multiple perturba-
tion strengths, NoiseCAM responses for adversarial inputs exhibited substantial overlap with those
produced by benign Gaussian noise of equivalent magnitude. Even when adversarial perturbations
caused high misclassification rates, explanation maps often remained spatially aligned with genuine
class-discriminative regions, differing primarily in intensity diffusion rather than in distinct spatial
displacement. This behavior suggests that explanation-space inconsistency alone is an unreliable
indicator of adversarial manipulation in low-resolution perception systems.

When compared with alternative defense strategies, NoiseCAM retains a clear advantage in
interpretability by visually isolating attribution behavior and supporting post hoc model analysis
[27,35]. However, generative and denoising defenses such as Defense-GAN and autoencoder-based
approaches have, in some cases, demonstrated higher raw detection performance, albeit at the expense
of transparency and increased computational overhead. Similarly, adversarial training remains one of
the most effective proactive defense strategies, but its high computational cost and reduced flexibility
limit applicability in real-time CAV deployments [36]. These trade-offs suggest that NoiseCAM is best
positioned as a complementary diagnostic component rather than a standalone adversarial defense.

The ablation and sensitivity analyses further highlight a broader tension identified in the liter-
ature, detection mechanisms that prioritize sensitivity and accuracy often do so at the expense of
interpretability, while explainable methods sacrifice discriminative power in favor of transparency and
accountability [37,38]. Confidence-based detection signals, for example, exhibited substantially higher
sensitivity to adversarial perturbations but lacked explanatory insight and produced elevated false
positive rates. In contrast, NoiseCAM and GlobalCAM provided consistent but weak detection signals
that were largely insensitive to perturbation magnitude. For CAV applications, where regulatory ac-
ceptance, auditability, and stakeholder trust are critical alongside technical performance, this trade-off
reinforces the importance of explainability as a supporting—not decisive—security mechanism.

Class-wise analysis revealed that adversarial detectability is strongly influenced by semantic
and structural properties of traffic sign categories. Signs with rigid geometric templates and high
training frequency exhibited modestly improved detection performance, whereas visually complex
or underrepresented warning signs remained near limited detection even under stronger perturba-
tions. From a safety perspective, this uneven reliability is particularly concerning, as warning and
special-condition signs often correspond to hazardous roadway conditions. These findings indicate
that explainability-based detection offers partial and class-dependent coverage rather than uniform
protection across perception tasks.

Combined, the results suggest that XAI methods such as NoiseCAM are more effective as tools for
robustness evaluation, failure analysis, and system auditing than as real-time adversarial detectors in
low-resolution autonomous driving pipelines. Rather than replacing traditional defenses, explanation-
based signals should be integrated within hybrid frameworks that combine interpretability with
uncertainty estimation, architectural robustness, temporal consistency checks, and proactive training
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strategies. Such layered approaches are more likely to balance efficiency, transparency, and reliability
in safety-critical connected autonomous vehicle systems.

5.1. Limitations

Several limitations should be acknowledged when interpreting the findings of this study. First,
the experimental evaluation was conducted using the GTSRB dataset, which, while widely studied,
consists of relatively low-resolution images captured under controlled conditions. Although this
reflects key characteristics of real-world traffic sign perception, the results may not directly generalize
to higher-resolution perception tasks or multimodal sensing pipelines commonly used in modern
camera systems and advanced autonomous vehicle platforms. Second, the analysis focused on
gradient-based adversarial perturbations and explanation responses derived from a single CNN
architecture. Different network architectures, training regimes, or attack families may exhibit distinct
explanation-space behaviors, potentially influencing detectability. Third, NoiseCAM was evaluated
as a standalone explanation-based detection signal, this study did not explore integrated or hybrid
detection frameworks that combine explainability with uncertainty estimation, temporal consistency,
or proactive robustness mechanisms. Finally, detection thresholds were derived from statistical
baselines using Gaussian noise, which, may not fully capture the diversity of environmental variations
encountered in operational driving scenarios.

6. Conclusion

This study evaluated the effectiveness and limitations of explanation-based adversarial detection
using NoiseCAM in a traffic sign recognition setting representative of connected autonomous vehicle
perception systems. Experimental results demonstrated that, while NoiseCAM provides meaning-
ful insight into model attention and internal behavior, its ability to reliably distinguish adversarial
inputs from benign perturbations is limited under realistic operating constraints. Detection perfor-
mance remained limited across multiple perturbation strengths, reflecting substantial overlap between
adversarial and non-adversarial explanation-space responses.

These findings highlight a fundamental limitation of relying solely on spatial attribution in-
consistencies for adversarial detection in low-resolution, high-variability perception pipelines. In
such contexts, adversarial perturbations can successfully induce misclassification without producing
distinctive or separable explanation patterns. While XAl frameworks remain essential for transparency,
interpretability, and regulatory accountability, their role in adversarial defense should be carefully
scoped to avoid overreliance on explanation-space signals as indicators of security.

The primary contribution of this work lies in clarifying when and why explanation-based adver-
sarial detection fails under conditions relevant to autonomous driving. By empirically identifying these
limits, the study informs the responsible deployment of XAl in safety-critical systems and motivates the
development of hybrid detection strategies that integrate explainability with complementary robust-
ness and uncertainty measures. Future research should prioritize standardized, application-specific
evaluation benchmarks for CAV scenarios, explore multi-modal and temporal detection signals, and
further investigate how explainability can best support system assurance rather than function as a
standalone defense. Collectively, these efforts will advance the safe, transparent, and trustworthy
integration of Al-driven perception systems in connected autonomous vehicles.
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