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Abstract: Portable Document Format (PDF) is one of the most widely used files types worldwide in data
exchange, this has encourage hackers to utilize such files to spread any malicious content through PDF,
utilizing different methods and techniques to accomplish that, on the other hand, security researches kept
trying to improve detection methods to cope up to the rapidly increasing number of malwares daily, one of the
commonly used detection technique nowadays is by utilizing artificial intelligence and Machine learning
classificat; thision to help detecting PDF Malwares, in this paper, we utilize machine learning classifier Random
Forest on a newly released PDF Malware dataset CIC-Evasive-PDFMal2022 to achieve the main goal of
detecting malicious PDF documents, results showing a detection accuracy of around 99.5%.
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I. Introduction

A malware, stands for Malicious software, is a piece of code that cause harm for the infected
computer or network, malware can aim to steal secret data, or cause any kind of damage by effecting
the performance of PC or even try to gain unauthorized access to the target machine, Malware have
improved over the past years to become more and more sophisticated including different types of
malicious software including computer viruses, worms, trojans, ransomwares, keyloggers, rootkits
and spyware.

For instance, the first created computer virus called “Brain A.” appeared in 1968 [1] and was
developed by two brothers in Pakistan infecting the boot sector of floppy disk by then without
causing any harm for the infected PC, nevertheless, it pointed out that the computer system is
vulnerable.

According to Internet Crime Report [2] In 2021, the Internet Crime Complaint Center received
around 3,729 new complaints identified as ransomware expected losses of more than $49.2 million,
The raising challenge of information security, raised the importance to develop different mechanisms
in order to detect Malwares efficiently, malware detection techniques (Figure 1) has improved over
time [3], from signature based detection, which typically inspect the metadata and payload of the file
and tries to match those to a pre-defined set of malicious signatures/patterns, such method has some
limitation as hackers were able to evade detection by obfuscating the malicious content to avoid
pattern matching, another limitation is that the signature database has to be updated frequently to
keep up with the new malwares firing up on a daily basis, another technique is to use behavior-based
detection, where the code has to be run in an isolated environment (i.e sandbox) [4] and monitor the
behavior of the program/application, including initiated process, API calls, CPU and memory impact
in order to confirm if the program is clean or malicious, however, behavior-based analysis fails to
detect malwares, as hackers started to use some evasion techniques, for example, some malwares
uses time-delay method, to delay the execution of the malicious content right after it has been
classified as clean, other malwares has some advanced features that can detect the existence of a
sandbox environment, and thus stays idle until it has been released to the production environment.
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Figure 1. Malware Detection Approaches.

Limitations of the previous detection methods, emerged the use of machine learning
classification to address the raising concern of malware detection, as ML will determine whether a
file is malicious or benign after being trained on specific dataset extracting the features of the data
and making a decision afterwards, there are different machine learning algorithms used in the world
of data science, in this paper, we used Random Forest classifier as its known to be one of the most
accurate ML algorithms.

PDFs has a different type of structure than regular text files, for instance, PDF contains different
layers and data types, in addition, it has specific file structure [Figure 2 PDF File Structure], according
to [5] a PDF file contains different layers:

Metadata which includes details about the PDF file such as author field, creation date, keyword
and copy rights [6]

Objects Which can be defined as the basic component of PDF file, where each object can contain
different types of data, following are the 8 types of objects that build PDF documents:

¢  Boolean Values

e  String: Limited length sequence of bytes

e Names: unique character sequence

e  Arrays: 1-Dimensional array containing ordered PDF objects

e Null: if the “null” object is present in the PDF document, that means that the reference object
doesn’t exist in the PDF file

e Integers and real numbers

e  Dictionaries: set of key pair that links each object name to its content

e  Streams: Unlimited sequence of bytes, where reading process for such object can be incremental

As explained earlier PDFs has its own structure which makes it support different types of data,
following are the four parts of PDF file which is brief in (Figure 2):

Header Body Cross Rel. Table Trailer
Page Obj
Teod Oj,
Version Number Location of Cross Ret Table
o Image Ob) Location of Ofects

Font Obj

Figure 2. PDF File structure.
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e  Header: the first line of PDF file containing the version of the PDF under the format of “%PDEF-
a.b” where a.b represent the version

e  Body: which contains the main content of the PDF document (i.e PDF objects)

e  Cross-reference table: contains the location/address of each object of the body part.

e  Trailer: contains the offset location of cross reference table, by which a PDF viewer application
can start reading the file from the trailer file to proceed to Cross-ref table then the main PDF file
object

II. Literature Review

Many researchers have focused on finding the optimal Malware detection method for PDF
malware, for instance authors of [7] have presented a comprehensive survey of Malware detection
approaches between signature-based, behavior-based and Machine learning based, listing the pros
and cons of each approach offering the different Malware obfuscation mechanisms, concluding that
signature-based is the most efficient in detecting well-known malicious codes, while behavior-based
is more effective in detecting more complex Malwares and zero-day Malwares. Authors of [8] focused
on the most recent PDF-Malware detection techniques, including the PDF feature extraction and
analysis and surveying the variety of detection approaches including statistical analysis, which may
focus on byteOlevel comparison between Malicious and benign PDFs to detect Malware for example,
another methods of detection could be signature matching and ML classification, Marwan Albahar
In [9] applied support vector machine (SVM) and convolutional neural network (CNN) machine
learning classifiers on two PDF Malware datasets retrieved from Virus Total [10] consist of 10,603
malicious files (collected Dec./2017) and Contagio [11] dataset consist of approximately 20,000
malicious and benign files (collected Nov./2017) , the two models achieved around 100% accuracy for
both classifiers.

Other past work focused on feature extraction methods, for instance authors in [12] stressed on
enhancing PDF Malware classification by identifying the most valuable features in PDF file using
two PDF analysis tools PeePDF and PDFiD then evaluated those features via a wrapper function
decreasing the feature set by 60% resulting in top 14 features extracted from PDF documents, and
evaluating the classification on a dataset retrieved from VirusTotal using multiple ML classifiers
Random-Forest, SVM,DNN and C50 Decision Tree, achieving a max accuracy of 96.8%

Couple of researches focused on the same dataset CIC-Evasive-PDFMal2022 [13], authors of [14]
presented a new detection system utilizing “Adaboost” decision tree algorithm, splitting the data
into training and testing dataset with 80:20 achieving accuracy of around 98.8% and a low PDF
Malware detection overhead in respect to timing of couple of micro seconds, meanwhile in [15]
researches used two datasets of Contagio and CIC-Evasive-PDFMal2022 on two different machine
learning classifiers of Long Short Term Memory S-LSTM and IWO-5-LSTM achieving an accuracy of
97.06% and 98.20% on our concerned dataset of CIC-Evasive-PDFMal2022.

Authors of [16] proposed a framework to detect PDF Malware by extracting 28 features from
PDF files and evaluating the proposed framework on couple of machine classifiers including RF,
MLP, SVM and Adaboost, testing the classification on two datasets “Contagio” and “Evasive-
PDFMal2022” achieving a max accuracy of 98.44% on the second dataset using Random-Forest ML
classifier.

ITI. Methodology

In this paper we evaluated CIC Evasive-PDFMal2022 on Random Forest Machine learning
classification via Python code built from scratch and complied on Jupyter Anaconda 3 compiler
involving couple of steps, following a summary of the steps (Figure 3 Flow Diagram):

1-  Import collected dataset into python code.

2-  Splitting the dataset into features and target arrays dataset.

3- Dataset preprocessing and cleaning.

4-  Splitting dataset into Training and testing datasets.

5-  Using Random Forest classification on the Training and Testing dataset.
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6- Producing prediction results.

MCWED

! Training Testing
—) = .
0 ) 1 Riandom Forest Classdier
O Evasive-POFMa- 2022 -

usng Python Code

Figure 3. Flow Diagram.

A. Dataset:

As discussed earlier the dataset using in this paper is the CIC Evasive-PDFMal2022 retrieved by
the Canadian Institute for Cybersecurity with the of 11,173 Malicious files from Contagio and 20,000
Malicious file from VirusTotal and 9,109 benign file [11] performing feature extraction of 32 features,
employing K-means machine learning after that groups the data into 2 clusters, Samples that fall into
the wrong maliciously labeled cluster are considered an evasive set of malicious records. The
intuition is that the characteristics of these samples are not very similar to the rest of the class, so they
are not clustered. Most of the samples with the same label.

The next step is removing all the duplicate records of the two datasets then combining all those
datasets resulting in 10,025 PDF records of which 4,468 benign files and 5,557 Malicious files,
therefore this dataset is a balanced dataset, Figure 4 summarizes the steps to generate the new dataset.

Malicious Benign
samples falling samples falling
into benign into malicious
cluster cluster
Combination 109 evasive
of above sets [* benign files
»| New Dataset

Figure 4. Dataset generation process.

The dataset consists of around 32 features extracted from the collected Malicious and benign
PDF files to be used for classification later [11] ,features include general PDF features such as PDF
size, encryption, Metadata size, text, header, avg. size of the media, and PDF structural features, such
as, number of specific keywords as “stream”, “/JS”, “/Action” and “/AA”, following is the full list of
the proposed features in this dataset [13]:
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General features

e PDFsize

e title characters
e  encryption

e metadata size
e  page number

e  header
e image number
° text

e  object number

e font objects

e number of embedded files

e  average size of all the embedded media

Structural features

e No. of keywords “streams”

e No. of keywords “endstreams”

e  Average stream size

e  No. of Xref entries

e  No. of name obfuscations

e  Total number of filters used

e  No. of objects with nested filters

e  No. of stream objects (ObjStm)

e  No. of keywords “/JS”, No. of keywords “/JavaScript”

e  No. of keywords “/URI”, No. of keywords “/Action”

e  No. of keywords “/AA”, No. of keywords “/OpenAction”

e  No. of keywords “/launch”, No. of keywords “/submitForm”
e  No. of keywords “/Acroform”, No. of keywords “/XFA”

e  No. of keywords “/JBig2Decode”, No. of keywords “/Colors”
. No. of keywords “/Richmedia”, No. of keywords “/Trailer”

e  No. of keywords “/Xref”, No. of keywords “/Startxref”

B. Random Forest:

We choose to use Random Forest Classifier among other machine learning classifiers, as found
it produced the most accurate results in comparison to all the old related works, in addition, it’s a
well-known ML classification algorithm which belongs to supervised learning, which basically as the
name propose contains a number of decision trees on different subsets of the provided dataset and
then calculates the average of prediction accuracy lastly producing a more accurate results.

Other features that lead to choosing Random Forest classifier is that it takes less training time
compared to other ML classifiers, it also maintains accuracy whenever a large part of data is missing
[17].

C.  Evaluation metrics

To demonstrate the classifier performance over the targeted dataset, we used couple of machine
learning metrics that helps providing more insights into the Malware/Benign classification, following
are the used metrics:

*  Accuracy:
Represents the ratio of correct predictions over the total made predictions. And it may be
expressed mathematically as follows [18]:
Accuracy = (TP+TN)/(TP+TN+FP+FN)
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*  Recall:

Represents the ratio of how many of the actual labels were predicted. And it can be represented
by the following equation [18]:

Recall = (TP)/(TP+FN)

¢  Precision:

Represents the ratio of how much of the predicted is correct. And it can be represented by the
following equation [18]:

Precision = (TP)/(TP+FP)

D.  Data preprocessing and cleaning:

To get the best and most accurate results some data preprocessing and cleaning steps were
performed, following are the details of those steps.

Data Cleaning
The raw data records available in the dataset needed some cleaning steps before moving on to
processing, cleaning steps included:

1) converted last column to 1 for ‘Malicious’ and 0 for ‘Benign’.
2) Removed some invalid records containing irrelevant data in JavaScript and Object fields.
3) Removed Records containing “Nan” for all the features (representing ‘Null” value).

Data Splitting;:
For the data splitting into Training/Testing datasets we utilized 2 approaches in order to come
with the best results later on classification phase:

a) Data splitting into Training/Testing of ratio of 80%:20%
b) Using K-Fold Cross validation with 10 Folds

As known K-Fold cross validation, as it implies it will cross validate the whole given data by
splitting the data into Training: Testing Folds sequentially, where the data is split into k-Folds (in our
experiment 10 folds) then we use the first one for testing and other 9 folds for training and note the
score, then use the 2nd one for testing and others for training and note the score, ..., until the 10th
fold after that the average the score.

After performing the data splitting we input the new produced data into classification process
with Random Forest Classifier imported into our Python code which will use the training data to
predict the Malicious and clean files of the Test data and then outputs the prediction metrics of
Precision, Recall, F-score, Confusion Matrix and Accuracy of the prediction results.

In the following section, we will demonstrate the results of the experiment performed on the
Evasive-PDFMal2022 dataset.

IV. Results

As discussed earlier we performed PDF Malware detection using Random Forest Classifier on
CIC Evasive-PDFMal2022 dataset by building a Python code to perform classification, testing to split
the dataset in 2 forms.

a) Training and Testing data of 80:20 ratio and
b) using Cross validation with 10 K-fold,

Results shows an accuracy of 99.5% when using Training: Testing split and around 98.9% when
using Cross-Validation of 10 Folds (results of both experiments are detailed in Tables 1 and 2)

In addition, we generated the confusion matrix to show the number of samples classified as
True-Positive, False-Positive, True-Negative and False-Negative classified samples, Figure 5 contains
visual representation of CM.
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Figure 5. Confusion Matrix.

Table 1. Results with Data splitting 80:20.

Metric Score
Accuracy 99.5%
Precision 99.35%

Recall 99.72%
F1-Score 99.5%

Table 2. Evaluation Result with K-Fold.

Metric Score
Accuracy 98.9%
Precision 99.35%

Recall 99.72%
F1-Score 99.5%

In relation to other related work done on the same Dataset the following table (Table 3)
containing a comparison of the classification accuracy.

Table 3. Comparison of Accuracy to other work.

Reference Accuracy
[14] 98.8%
[15] 98.2%
[16] 98.44%
[17] 99.5%
Our Work 99.5% and 98.9%

As observed, our work outstands previous related work on the same dataset by achieving
accurate classification towards Malicious and benign PDF files.

V. Conclusions

As observed throughout the research, PDF is one of the most used file formats for data exchange
all over the world, this resulted in an increased attack surface which attracted the attention of security
hackers to explore new methods for the sake of compromising victims systems for different targets,
including causing damage, stealing confidential information or gaining unauthorized access, such
new techniques, raised the concern to come up with counter defensive techniques by security
researchers, going for static analysis to dynamic analysis up to using Machine Learning algorithms
to detect malicious and benign softwares and files accurately.
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Many previous work focused on finding the optimal and most accurate detection via different
ML classification algorithms, focusing on various datasets, in our research, we focused on one of the
most recent datasets, one that focus on the PDF malwares that tends to use evasive properties to try
to get pass through different detection tools, and tried to find the most successful ML classifier to
detect any malicious PDF file comparing to other related work on the same datasets, as conclusion
we found that Random-Forest classification achieved the most accurate detection results.
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