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Abstract

With the development of the Industrial Internet of Things (IloT) technology, fault diagnosis has
emerged as a critical component of its operational reliability, and machine learning algorithms play
a crucial role in fault diagnosis. To achieve better fault diagnosis results, it is necessary to have a
sufficient number of fault samples participating in the training of the model. In actual industrial
scenarios, it is often difficult to obtain fault samples, and there may even be situations where no fault
samples exist. For scenarios without fault samples, accurately identifying the unknown faults of
equipment is an issue that requires focused attention. This paper presents a method for the normal-
sample-based mechanical equipment unknown fault detection. By leveraging the characteristics of the
auto-encoder network (AE) in deep learning for feature extraction and sample reconstruction, normal
samples are used to train the AE network. Whether the input sample is abnormal is determined via the
reconstruction error and a threshold value, achieving the goal of anomaly detection without relying
on fault samples. In terms of input data, the frequency domain features of normal samples are used
to train the AE network, which improves the training stability of the AE network model, reduces the
network parameters, and saves the occupied memory space at the same time. Moreover, this paper
further improves the network based on the traditional AE network by incorporating a convolutional
neural network (CNN) and a long short-term memory network (LSTM). This enhances the ability of
the AE network to extract the spatial and temporal features of the input data, further improving the
network’s ability to extract and recognize abnormal features. In the simulation part, through public
datasets collected in factories, the advantages and practicality of this method compared with other
algorithms in the detection of unknown faults are fully verified.

Keywords: industrial internet of things; fault diagnosis; auto-encoder network; convolutional neural
network; long short-term memory network

1. Introduction

With the rapid technological evolutions in manufacturing, we are now experiencing a new
generation of industrial revolution, that is IloT [1-5]. In critical sectors covered by the Industrial
Internet, such as manufacturing, energy, transportation, and healthcare, equipment failures can
lead to production line disruptions, inefficient resource utilization, safety risks, and ecological and
environmental hazards [6-8]. Typical scenarios include: downtime of key processing equipment in
discrete manufacturing workshops, which can incur direct production losses ranging from hundreds
to tens of thousands of dollars per hour for a single machine; failures in energy transmission and
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distribution systems, which may cause regional power outages affecting tens of thousands of users; and
malfunctions of core components in rail transit, which could jeopardize operational safety. Therefore,
establishing a precise equipment fault diagnosis system to achieve early defect identification and
potential fault prediction has become a core technical requirement for safeguarding industrial systems’
reliability, safety, and economic efficiency.

With the development of industrial big data and machine learning technologies [9], data-driven
fault classification algorithms have made remarkable progress. However, their core relies on an
adequate number of labeled fault samples to build training models [10]. Nevertheless, in real industrial
scenarios, equipment failures are significantly random and sporadic, and it is difficult to define fault
types in advance [11]. Moreover, for large and critical equipment, failures may lead to catastrophic
consequences. The operation and maintenance strategies rely on high-frequency manual inspections
and component replacements, resulting in an extreme shortage of real fault data [12]. Against this
backdrop, breaking through the strong dependence of traditional supervised learning on labeled
samples and developing unknown fault detection methods suitable for few-sample or no-sample
scenarios has become a key research direction in the field of industrial Internet fault diagnosis [13].
Traditional methods relying on regular maintenance and manual inspections are inefficient. It is
difficult to monitor the equipment degradation trend in real time, and it is even more difficult to
effectively predict sudden failures [14]. There is an urgent need to achieve a paradigm shift from "post-
failure repair" to "predictive maintenance" through intelligent diagnosis technologies[15]. In the field of
industrial Internet equipment fault diagnosis, deep learning technologies, by constructing multi-layer
nonlinear mapping networks, have provided a revolutionary solution for unknown fault detection. As
a typical unsupervised learning paradigm, the Autoencoder (AE) minimizes the mean squared error
between the input and the reconstructed output, realizing feature compression and reconstruction of
high-dimensional signals in the hidden layer[16]. Its core advantage lies in that it only requires normal
samples to build a fault detection model. When an abnormal sample is input, the difference in feature
distribution that has not participated in the training will lead to significant reconstruction errors. By
setting an adaptive threshold, unknown faults can be accurately identified [17]. Traditional AEs and
their variants (such as sparse autoencoders and deep convolutional autoencoders) perform excellently
in static data processing. However, when facing dynamic signals such as time-series vibrations and
currents collected by industrial sensors, due to the lack of the ability to model the correlation of time
series and spatial local features, the accuracy of abnormal identification is limited [18]. In response to
this challenge, an improved AE architecture that integrates a CNN Network and an LSTM Network
is needed. By extracting the frequency-domain spatial features and time-series dynamic patterns of
signals, it significantly enhances the fault representation ability under complex working conditions
[19]. In the scenarios of industrial predictive maintenance, the deep learning-driven fault detection
system shows unique advantages: by continuously collecting equipment operation data, the model
can monitor the changes in reconstruction errors in real time and identify the performance degradation
trend at the initial stage of device aging. When an abnormality is detected and maintenance is
completed, the newly obtained fault data can be used for model iteration, forming a data closed
loop of "detection - maintenance - optimization"[20]. This capability enables the system not only to
detect unknown faults but also to accurately predict the types of faults through continuous learning of
historical fault patterns, guide the formulation of targeted maintenance strategies, greatly improve
the operation and maintenance efficiency and reliability of industrial equipment, and promote the
paradigm shift of smart factories from passive maintenance to active health management[21].

Amid substantial research on fault detection, deep learning methods arise as a pivotal direction.
The main reason lies in deep learning methods’ capability to automatically extract data features
through continuous learning. Their superior adaptability and generalization capabilities enable
effective handling of complex nonlinear data, a trait that has attracted significant research interest
from academia and industry. [22]. An intelligent diagnostic method utilizing Deep Neural Networks
(DNNs) was proposed in [23] to address the shortcomings of traditional methods in handling complex
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nonlinear data. With the prominence of CNN capability in local feature extraction, the authors in the
paper [24] proposed a CNN-based prediction model, which achieved the classification of mechanical
equipment faults and attained high accuracy even with limited data sources. To further improve the
performance of algorithms in equipment fault diagnosis, researchers have begun to combine neural
network algorithms with traditional machine learning algorithms. In [25], the researchers integrated
CNN with SVM to propose a CNN-SVM bearing fault diagnosis scheme, which uses CNN to extract
data features and then employs SVM for classification. This approach reduces system runtime while
improving classification accuracy. In reference [26], the authors developed a novel RF-based CNN
model, incorporating a dropout layer into the CNN to prevent overfitting. Experimental results
confirmed that this method outperforms traditional algorithms such as SVM, CNN, and RF. As input
time-series data lengthen, Long Short-Term Memory (LSTM) networks have been adopted in fault
diagnosis to capture long-range temporal dependencies. Reference [27] presented a fault diagnosis
method for wind turbine gearboxes leveraging an LSTM-based approach. It optimizes the network
with cosine loss to reduce the impact of signal intensity on diagnostic accuracy and enhance diagnostic
precision. The synergistic integration of CNN and LSTM facilitates concurrent extraction of localized
spatial features and long-term temporal dependencies from data. Reference [28] designed a novel
CNN-LSTM neural network that takes raw data collected by sensors as input to achieve end-to-end
fault detection. Meanwhile, Reference [29] proposed a deep neural network based on a bidirectional
convolutional LSTM network to address the complex responses of planetary gearboxes, determining
the type of planetary gearbox faults by automatically extracting the spatiotemporal features of input
signals. Reference [30] proposed a new convolutional LSTM network to fully utilize signal features
and improve detection accuracy, using raw signals combined with Fourier-transformed and wavelet-
transformed signals as inputs to process and classify this multichannel information. This method
maintained high accuracy even with shorter input signal segments. The papers [31-37] have made
contributions to the anomaly detection of equipment from different perspectives. The development
of autoencoder (AE) networks in the field of deep learning has provided new insights for anomaly
detection in mechanical equipment. AE is an unsupervised neural network model with a symmetric
network structure [38]. Researchers use the symmetric structure of AE to restore original samples from
features extracted by the encoder through the decoder. When only normal samples are trained, the
reconstruction error between the input samples and the generated samples continuously decreases
with the increase in training iterations. However, when an abnormal sample is input, since it did not
participate in training, the network cannot reconstruct it well, resulting in a large reconstruction error.
By setting a reasonable reconstruction error threshold, abnormal samples can be accurately detected
[39]. The papers [40-45] demonstrate the application scenarios of AE networks, which achieve the
function of anomaly detection but cannot classify abnormal samples.

In summary, autoencoders (AEs) trained exclusively on normal samples can only classify normal
samples, but inherently lack the capability to distinguish abnormal samples. If classification algorithms
are applied to fault detection, they can only assign samples to predefined known classes. When
unknown faults emerge, they may lead to erroneous judgments by maintenance personnel, reduce
maintenance efficiency, and cause certain production losses. Therefore, the detection of unknown fault
types amid known faults is a challenge that demands attention. This paper presents the following
primary contributions to fault detection in IloT:

1.  This paper proposes a DC-LSTM-AE model based on deep CNN and LSTM. The model extracts
spatial features via a five-layer CNN and captures the long-term dependencies of time-series
data through LSTM, enabling spatiotemporal feature fusion for high-dimensional nonlinear
time-series signals in industrial environments. This approach addresses traditional autoencoders’
limitations in extracting features from complex signals and enhances unknown fault detection
performance.

2. To address the core problem of scarce fault samples in industrial scenarios, we design a training
procedure using only normal samples. By leveraging the reconstruction error characteristics of
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autoencoders, a benchmark feature space is constructed through training with normal samples.
When abnormal samples are input, their absence from the training process leads to significantly
increased reconstruction errors. Anomaly detection is achieved by setting thresholds based on the
Pauta criterion. This strategy breaks through the dependence of traditional supervised learning
on fault samples, providing a feasible solution for early equipment maintenance.

3. In this study, we employ sliding windows and fast Fourier transform (FFT) to convert time-series
signals into spectral features. This reduces data dimensions while preserving key information,
enhances model training stability, and lowers memory consumption. The L2 regularization
term is introduced to optimize the loss function, suppress overfitting, and enhance the model’s
generalization ability. By dynamically adjusting the regularization coefficient through cross-
validation, a balance is achieved between model complexity and detection accuracy, making it
suitable for real-time detection requirements in industrial sites.

4. We evaluate our method using two industrial datasets: the Southeast University gearbox dataset
(containing four fault types) and a constant-speed water pump dataset from factory settings (with
one fault type). Compared to traditional autoencoders, deep convolutional autoencoders, and
some machine learning algorithms, the results show that DC-LSTM-AE significantly outperforms
the comparative methods in metrics such as accuracy and precision. Especially when process-
ing unknown faults with high feature similarity, it exhibits more pronounced reconstruction
error distinctions. These results conclusively validate the method’s effectiveness and industrial
applicability.

These contributions collectively advance the understanding and development of fault detection

problems in IIoT, providing a robust foundation for future work and practical applications. The

remainder of this article is organized as follows: Section II provides the system models and an
overview of the fault detection model in the IIoT situation. The fault detection strategy based on the

DC-LSTM-AE algorithm is created in Section III. The simulation results and performance analysis are

discussed in Section IV. In Section V, the conclusions are given.

2. System Model

The model proposed in this paper is shown in Figure 1. An improved DC-LSTM-AE model
based on deep CNN and LSTM is developed by enhancing the traditional auto-encoding algorithm.
Specifically, the CNN component processes high-dimensional and complex-structured sensor signals,
significantly improving the model’s representation capability for input data. The LSTM algorithm
model can better capture long-term dependency relationships, thereby improving fault detection
accuracy. The combination of CNN and LSTM further enhances the model’s ability to extract and
analyze the spatial and temporal information of sensor data. Consequently, the neural network has
strong noise immunity and enhanced stability in industrial environments.

INPUT

Figure 1. DC-LSTM-AE Model Architecture.
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The DC-LSTM-AE algorithm model architecture includes an encoder and a decoder. The en-
coder employs a five-layer CNN for spatial feature extraction, and each layer of the CNN contains
a normalization layer, an activation layer, and a pooling layer. This study substitutes LeakyReLU
for the traditional ReLU function in activation layers to mitigate the representational capacity degra-
dation caused by neuronal deactivation, which occurs when ReLU outputs zero for negative inputs.
LeakyReLU addresses this issue by introducing a small non-zero gradient (typically 0.01 or 0.02) in the
negative domain. Its mathematical formulations are as follows:

f(x)—{ xo fr=20 M

ax, ifx <0

where « is a small constant. This ensures that when the input is negative, the neuron avoids
complete deactivation by retaining a small gradient, thereby alleviating vanishing gradients and
preserving the network’s learning capacity. The pooling layer is applied to retain certain prominent
features maximally, thereby enhancing the model’s fault detection accuracy. Following convolution, an
LSTM network is applied to extract temporal features. Subsequently, a fully connected layer (FCL) is
used for feature integration and dimensionality reduction.

In the decoder, the encoder’s output features are first expanded via an FCL network. Then,
the temporal features are restored using an LSTM network. Furthermore, the spatial features of the
samples are recovered via a five-layer transposed CNN to ultimately achieve sample reconstruction.
Each layer of the transposed CNN also includes a normalization layer, an activation layer, and an
unpooling layer. Here, the LeakyReLU activation function is also used in the activation layer.

3. The Proposed DC-LSTM-AE Algorithms

The working environment of actual industrial production is extremely complex, with complicated
and changeable working conditions, and most of the signals collected by sensors are non-stationary
and non-linear data[46]. Under these conditions, fault detection and diagnosis require more powerful
feature extraction tools to obtain more valuable information from such signals. Deep learning addresses
this through powerful feature extraction and learning capabilities enabled by deep neural networks
with increased parameters and depth[47].

3.1. The CNN Algorithm

CNN is a deep learning model widely applied in time-series signal analysis. They excel at
processing grid-structured data and are extensively used in mechanical equipment fault detection,
demonstrating excellent performance in signal processing and feature extraction [48]. The core idea
of CNN is to extract local features via convolution operations and reduce computational complexity
via pooling. Key CNN principles are local connectivity, parameter sharing, and pooling operations,
allowing identification of discriminative patterns across signal locations. Local connectivity in CNN
ensures that each neuron connects only to a localized region of the input, rather than the entire input
layer as in fully connected layers. In mechanical fault signals, local features are critical diagnostic
information, and local connectivity enables the targeted extraction of information from these regions,
enhancing the detection accuracy. Parameter sharing refers to the use of the same convolution kernel for
the connections between all output layer nodes and their corresponding local regions in the input layer.
This approach significantly reduces trainable parameter counts, particularly for high-dimensional
data, enabling efficient CNN training and deployment in resource-constrained environments. CNN is
a hierarchical model whose basic structure consists of an input layer, convolutional layers, pooling
layers, fully connected layers, and an output layer with detailed layer specifications provided below
[49]:

Input Layer: The input layer serves to receive raw data as input and transmit this information to
subsequent layers for feature extraction. In the context of mechanical equipment fault detection, the
input data can be time-series data collected by sensors or preprocessed spectrograms.
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Convolutional Layers: The convolutional layer extracts local features from the input data, which
are leveraged by CNN in mechanical equipment fault diagnosis to identify potential anomalies and
faults. The convolutional layer scans the input data using multiple convolution kernels to extract local
features in different dimensions. The core formula for the convolution operation is as follows:

yli jokl = Yo YN ik m, j + n] x w[m, n, k] + bIK] ?)

Where x is the input signal, y is the output signal, w is the convolution kernel, b is the bias term,
and M and N are parameters representing the size of the convolution kernel.

Pooling Layers: The pooling layer is an important component of CNN, mainly used for dimen-
sionality reduction of feature maps, significantly reducing model parameters while preserving critical
information. The operation improves the computational efficiency and enhances its robustness and
translation invariance to data. In the fault detection of mechanical equipment, the pooling layer
facilitates extracting key features from vibration signals or spectrograms while reducing the impact of
noise.

Fully Connected Layers: The fully connected layer is typically located at the back end of the
network. Its main function is to utilize the features extracted by the preceding convolutional and
pooling layers for classification, regression, or other tasks. In mechanical equipment fault detection,
the fully connected layer transforms analyzed feature representations into diagnostic labels of health
states, performing critical fault classification decisions.

3.2. The LSTM Algorithm

The LSTM network introduces memory cells, input gates, output gates, and forget gates, which
are based on the recurrent neural network (RNN), which enables it to effectively handle long-sequence
problems [50,51]. The structure diagram of the network is shown in Figure 2.

Forget

t

Figure 2. Structure Diagram of Long Short-Term Memory Network

Input Gate: The input gate computes an affine transformation of the current input x; and the
hidden state /;_; output at the previous moment, transforming it via sigmoid activation to the range of
[0,1] to generate a gating signal. Its function is to determine which information is selected for storage
in the cell state at the current time step. The specific calculation formula is as follows:

iy = sigmoid(w;x; + uih;_q + b;) ®)

Where w; and u; are the weight parameters of the input gate and b; is the bias parameter of the input
gate. In mechanical equipment fault detection, the input gate mechanism prevents critical time series
information from being discarded, reduces sensitivity to transient irrelevant signals, and consequently
extracts key features from long-term data trends.
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Forget Gate: The Forget Gate determines which portions of the prior cell state to preserve and
which to discard at the current time step through gated operations. This mechanism ensures that the
model can dynamically adjust the content of the memory units to adapt to changes in the input data.
The calculation formula for the gating signal is as follows:

fi = SigﬂlOid(Zfot + ufht,1 + bf) 4)

Where wy and 1 are the weight parameters of the forget gate and by is the bias parameter of the
forget gate. In fault detection, the forget gate retains the maximum amount of information relevant
to fault patterns. Conversely, for random noise or irrelevant operational signals, it filters out such
information, effectively suppressing their interference with the judgment of the equipment’s state.

Memory Cell: The Memory Cell is the core component of the LSTM network, responsible for
storing and maintaining long-term information and dynamically updating information flow through
a gating mechanism. Its operations involve two key components: information retained from the
previous time step and information input at the current time step. The specific formulas are as follows:

a; = tanh(wgx; + ughy 1+ by) (5)

ct = frcp—1 iy (6)

Where a; denotes the input information and ¢; is the state information of the memory cell at
the current time step. In equipment fault detection, signals collected by sensors may contain a large
amount of noise and redundant features. This approach can adaptively filter important information,
effectively mitigating key information loss in long time series.

Output Gate: The output gate primarily controls information flow to the next time step. It
dynamically selects which historical information to extract from the memory cells for output to the
current hidden state. The relevant formula is as follows:

0y = sigmoid(woxt + uohy_1 + bo) (7)

hy = o e tanh(c;) 8)

Where w, and u, are the weight parameters of the output gate, b, is the bias parameter of the
output gate, and oy is the gating signal of the output gate with a value range of [0, 1]. In mechanical
equipment fault detection, the output gate extracts and outputs content related to fault features from
the memory cells. This enables real-time monitoring of operational status and prediction of future
failure risks.

3.3. The AE Algorithm

AE is a common unsupervised learning method, which mainly consists of two parts: an encoder
and a decoder, and has a symmetrical structure [52]. Autoencoders are typically used for dimensionality
reduction of high-dimensional data. When high-dimensional data is input into an AE network,
it produces output data matching the input dimension. The network is continuously trained by
minimizing the reconstruction error between the output data and the input data. Finally, the middle
hidden layer yields a low-dimensional representation, achieving dimensionality reduction and feature
extraction. It aims to learn a low-dimensional data representation by minimizing reconstruction error.
During fault detection, the deviation in reconstruction error of test data from normal data serves to
detect anomalies [53].

The structure of the AE is shown in Figure 3. For high-dimensional input data X = (x1,x2,- -+, xn),
where 1 represents the number of data points, the corresponding low-dimensional representation is
obtained through the encoder. The low-dimensional representation of the data is then input into the
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decoder to obtain the corresponding output data. Assuming the input data is x;, the formulas for the
encoding and decoding processes can be expressed as:

zi = 0p(Wex; + be) 9)

% = og(wyx; + by) (10)

Where z; is the low-dimensional feature vector obtained by the encoder; o, and o, represent the
activation functions of the encoder and decoder, respectively; w, and b, are the weights and biases
of the encoder; wy and b, are the weights and biases of the decoder; and & denotes the output data
obtained by the decoder.

<7,
K/

Figure 3. The Structure of Autoencoder.

During the training process, the loss function of AE generally selects the MSE loss function:

Jw,b) = 1Y (- )2 (1)

n

The above function iteratively updates the network parameters via backpropagation and gradient
descent algorithms, minimizing the reconstruction error between the output data and the input data,
and the middle hidden layer of the network obtains a low-dimensional representation of the input
data. When the AE network is trained, new input data that significantly differs from the training data
will be poorly reconstructed by the network, resulting in a large reconstruction error. Comparing the
magnitudes of reconstruction errors across individual samples enables the identification of anomalous
samples.

3.4. The DC-LSTM-AE Algorithm

The specific process of the mechanical equipment’s unknown fault detection method based on
normal samples proposed is shown in Figure 4:
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Figure 4. Mechanical Equipment Unknown Fault Detection Process Based on Normal Samples

From the flow chart, vibration signals from mechanical equipment are first processed to ob-
serve variations. The sliding window method segments normal samples into frames. Based on
FFT requirements, model input size constraints, and the trade-off between data overlap and infor-
mation novelty per sample, the window width and step size are set to 2048 and 1024, respectively.
This windowing process yields time-series normal samples. Convert the obtained time-series nor-
mal signal S = (s1,p, - -s,) into the frequency domain via FFT to generate the training dataset
X = (x1,x2,- - xn), where n denote the number of normal samples. This can be expressed by the
formula:

Xigm = ) _j_oSike T (12)

where x; ,, represents the m-th frequency value of the i-th sample, s; , denotes the k-th time-series
value of the i-th sample, and [ is the size of the sliding window. Due to the symmetry of the Fourier
transform, we retain only half of the spectrum after the Fourier transform to reduce the number of
network parameters. The training dataset X = (x1, x2, - - - x,,) is subjected to Z-Score standardization
processing [54] to obtain the standardized dataset X = (%1, £, - - - £,). The specific formula is:

_ xj; — mean(X;)

%= TS(X) (13)

where £%; ; is the standardized value of the j-th feature in the i-th sample. x;; is the j-th feature
value of the i-th sample. X; represents the set of all values for the j-th feature across all training
samples. mean(X;) denotes the mean value of the j-th feature computed from the training samples.
std(X;) denotes the standard deviation of the j-th feature computed from the training samples. After
standardizing the training dataset, store the computed mean and standard deviation values for future
use.

Subsequently, the standardized dataset X of normal samples is used to train the designed DC-
LSTM-AE model. After training, both the model parameters and the reconstruction error threshold
derived from normal samples are stored. This threshold is then used to classify test samples as normal
or abnormal. Once the trained model and the reconstruction error threshold are obtained, mechanical
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equipment anomaly detection proceeds as follows. Newly acquired sensor time-series signals are first
converted to the frequency domain via the FFT. These frequency-domain signals are then standardized
by applying the mean and standard deviation saved during the Z-score normalization of the training
data. The preprocessed samples are subsequently input into the saved DC-LSTM-AE model to generate
their reconstructions. The reconstruction error between each input and its reconstructed counterpart is
calculated and compared against the saved threshold. If the error is less than or equal to the threshold,
the sample is classified as normal. Conversely, if the error exceeds the threshold, the sample is classified
as abnormal, triggering an alarm to alert staff. This prompts necessary corrective actions to prevent
further damage, avoid production losses, and mitigate safety risks.

4. Results Simulation and Discussion

To fully validate the practicality and effectiveness of the proposed normal-sample-based fault
detection method for mechanical equipment, multiple datasets were selected for experimental verifica-
tion, including the gearbox dataset from Southeast University and the constant-speed water pump
dataset collected in actual factories. Furthermore, the proposed method was extensively compared
with established anomaly detection techniques and various autoencoder network architectures. These
comparisons aimed to demonstrate the method’s superiority in detecting unknown faults.

4.1. Experimental Setup

Without loss of generality, the simulation parameters were set as follows in Python for WIN10.
The Computer Configuration was as follows: the Processor (CPU) was an Intel(R) Core(TM) i7-10750H
CPU @ 2.60 GHz; the Clock Speed was 2.59 GHz; the Memory (RAM) was 1024 GB with an NVIDIA
GeForce GTX 1650 Ti. After the data collected from the sensor undergoes sliding window sampling
and FFT processing, each sample has a dimensionality of 1024. Table 1 details the DC-LSTM-AE
network architecture and layer output dimensions, designed according to this input size. For model
training, we use the Adam optimizer with a learning rate of 0.001, training for 500 epochs with a batch
size of 128.

Table 1. Network Architecture of the DC-LSTM-AE Model

Encoder Decoder
Network Layer | Input Dimension | Network Layer | Output Dimension
Input Layer 128 x 1 x 1024 FC Layer 3 128 x 128
Conv Layer 1 128 x 16 x 1010 FC Layer 4 128 x 960
Conv Layer 2 128 x 32 x 504 | LSTM Network 128 x 15 x 256
Conv Layer 3 128 x 64 x 251 | Deconv Layer 1 128 x 128 x 62
Conv Layer 4 128 x 128 x 62 | Deconv Layer 2 128 x 64 x 251
Conv Layer 5 128 x 256 x 15 | Deconv Layer 3 128 x 32 x 504
LSTM Network | 128 x 15 x 128 | Deconv Layer 4 128 x 16 x 1010
FC Layer 1 128 x 128 Deconv Layer 5 128 x 1 x 1024
FC Layer 2 128 x 64 Output Layer 128 x 1024

4.2. Experimental Datasets
4.2.1. The Gearbox Dataset from Southeast University

The gearbox dataset from Southeast University was collected by a gearbox test rig, as shown in
Figure 1. The test rig consists of a motor, motor controller, planetary gearbox, reduction gearbox, brake,
and brake controller. In this experiment, the gearbox status data were collected under the working
conditions of a rotational speed of 20 Hz and a load of 0 V, including healthy data under normal
operation and four types of fault data. The fault types are: crack in gear, tooth breakage, root crack of
gear, and surface wear of gear. The dataset contains signals collected by multiple sensors. To better
analyze the operating status of the gearbox, the vibration signals in the x-direction of the planetary
gearbox were selected as the signal source in this experiment.
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Figure 5. Gearbox Test Rig of Southeast University Dataset

To demonstrate the proposed algorithm’s ability in mechanical equipment fault detection without
relying on fault samples, the normal samples were first randomly divided into training and test sets at
an 8:2 ratio. Subsequently, 200 samples were randomly selected from each type of fault sample as test
samples for unknown faults. The model was trained exclusively on normal samples, while testing
utilized both normal samples and samples from four fault types. The detailed division of the number
of training and test samples in the dataset is shown in Table 2.

Table 2. Dataset Division for Fault Detection Experiment

Fault Type All Samples | Training | Testing
Normal 1022 817 205
Crack on gear 200 0 200
Broken tooth on gear 200 0 200
Crack at gear root 200 0 200
Wear on gear surface 200 0 200

4.2.2. Constant-Speed Water Pump Dataset

To validate the practicality of the model proposed in this chapter, a constant-speed water pump
dataset collected from an actual factory was selected for experimental verification. Beyond normal
pump operation measurements, this dataset also comprises bearing fault condition data. Similarly,
only normal samples were used for training, while both normal and fault samples were used for
testing. The ratio of normal samples used for training to those used for testing was 8:2. The specific
division of the number of training and test samples is shown in Table 3.

Table 3. Dataset Division for Constant-speed Water Pump Experiment

Fault Type | All Samples | Training | Testing
Normal 280 224 56
Bearing Fault 280 0 280

4.3. Evaluation Metrics

Due to a significant imbalance between fault and normal data proportions, mechanical equipment
anomaly detection faces substantial class imbalance challenges. When the number of samples in one
category of the data is significantly smaller than that in other categories, simply using accuracy to
compare the performance between algorithms often leads to an unfair evaluation. Therefore, to more
effectively evaluate the detection performance of the model for unknown fault samples, this paper
uses accuracy (ACC), precision (PRE), recall (REC), and F1-score (F1) as evaluation indicators. The
closer the values of these indicators are to 1, the better the detection effect. The specific calculation
formulas for each indicator are as follows:

TP +TN
ACC = TP +TN + FN + FP (14)
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TP
PRE =75 Fp (15)
TP
REC = 75 Fn (16)
2% PRE x REC
F1 = PRE + REC (17)

Herein, TP denotes the number of actual fault samples correctly predicted as faulty, TN represents
the number of actual normal samples correctly predicted as normal, FN signifies the number of actual
fault samples incorrectly predicted as normal, and FP indicates the number of actual normal samples
incorrectly predicted as faulty. The F;-score, defined as the harmonic mean of precision (PRE) and
recall (REC), provides a comprehensive evaluation of fault detection performance by integrating these
complementary metrics.

4.4. Experimental Results and Analysis

To evaluate the abnormal sample detection performance of the proposed model, we benchmarked
it against two common anomaly detection algorithms: Isolation Forest (iForest) and One-Class Support
Vector Machine (OCSVM). In the iForest algorithm, the number of isolation trees was set to 100, the
maximum depth of each tree was 8, and each tree randomly selected 256 samples for training. For the
OCSVM algorithm, the Gaussian kernel function served as the kernel, and the proportion of abnormal
samples was set to 0.02. Furthermore, to evaluate the superiority of the designed DC-LSTM-AE model
in feature extraction compared to traditional autoencoder networks, comparisons were also conducted
with the traditional autoencoder (AE) and the deep convolutional autoencoder (DCAE) [42,55]. The
network depth of both AE and DCAE was the same as that of the DC-LSTM-AE model. In the AE
model, all hidden layers were composed of fully connected layers, while in the DCAE network, the
hidden layers consisted of convolutional layers and fully connected layers. During the experiment,
each algorithm was trained using only normal samples and tested using both normal and fault samples,
with the ratio of normal samples for training to testing set at 8:2.

4.4.1. Experimental Verification of Southeast University Gearbox Dataset

To validate the effectiveness of the proposed normal-sample-based mechanical fault detection
method, we first conducted experiments using the Southeast University (SEU) gearbox dataset. Given
the scarcity of fault samples in industrial settings, our method’s practicality is demonstrated by
training exclusively on normal samples while evaluating performance using both normal and fault
samples. Figure 6 presents the DC-LSTM-AE model’s reconstruction errors for test data. The results
demonstrate lower reconstruction errors for normal samples compared to fault samples. Moreover,
the reconstruction errors of normal test samples generally remain below the threshold, whereas those
of unknown fault samples mostly exceed it. The unknown fault detection successfully identifies all
four fault types while maintaining high classification accuracy for normal samples. Furthermore,
distinct characteristics of the four fault types result in varying degrees of deviation from the normal
sample. Since the model is only trained on normal samples, the differences in reconstruction errors
between different types of faults are relatively large, but show little variation within the same fault
type, because samples of the same fault share similar characteristics. This is also reflected in Figure 6.
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Figure 6. Reconstruction Error of Test Data for the DC-LSTM-AE Model in the Gearbox Dataset

The proposed DC-LSTM-AE framework integrates a 5-layer CNN and LSTM modules into
the encoder of a traditional autoencoder. By combining CNN-based spatial feature extraction with
LSTM-based temporal modeling, the model effectively learns spatiotemporal representations, thereby
enhancing its capability to detect previously unseen faults. To demonstrate the detection advantages
of the proposed DC-LSTM-AE model for unknown fault samples, the AE model and the DCAE model
were selected for comparative analysis. Figure 7 shows the reconstruction errors of the test data of
the AE model and the DCAE model in the gearbox dataset. It can be seen from the figure that the
AE model’s limited feature extraction capability leads to misidentification of most unknown fault
samples as normal when their features resemble those of normal samples, despite the correct detection
of some normal samples and specific fault types. For the DCAE model, the incorporation of CNN
significantly enhances feature extraction capability, enabling the correct detection of unknown faults.
However, compared with the DC-LSTM-AE model, it lacks temporal information extraction, resulting
in a small gap between the reconstruction errors of the model for unknown fault samples and those
of normal samples. When the fault features are relatively similar to those of normal samples, there
is still a risk of detection errors. However, for the DC-LSTM-AE model, due to the large difference
in reconstruction errors between normal samples and fault samples, it exhibits superior detection
capability for unknown faults and precisely identifies even small equipment faults.
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Figure 7. Reconstruction Errors of Test Data for the AE Model and DCAE Model in the Gearbox Dataset

To demonstrate the advantages of the proposed DC-LSTM-AE model for mechanical equipment
unknown fault detection, the iForest model and the OCSVM model were selected for comparative anal-
ysis. The T-SNE algorithm was used to visualize the high-dimensional features of the test samples[56],
and Figure 8 shows the detection results of different algorithms for the test samples of the gearbox
dataset. The first image shows the distribution of normal and fault samples in the real test samples.
The detection results of the DC-LSTM-AE model show that all unknown fault samples are correctly
detected, and only a few normal samples are mistakenly detected as unknown fault samples. However,
although the traditional iForest algorithm accurately detects most normal samples, most unknown
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fault samples are mistakenly detected as normal samples. The OCSVM algorithm correctly detects
all unknown fault samples, but most normal samples are detected as fault samples, which will lead
to many false alarms in practical applications. For the gearbox dataset, the detailed experimental
results of each algorithm are shown in Figure 9. It can be seen from the table that the proposed
DC-LSTM-AE-based method for mechanical equipment unknown fault detection outperforms all
comparable algorithms across all evaluation metrics when trained exclusively on normal samples.
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Figure 8. Detection Results of Different Algorithms for Test Samples in the Gearbox Dataset
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Figure 9. Unknown Fault Detection Performance of Various Algorithms on Gearbox Dataset

4.4.2. Experimental Validation of Constant-Speed Water Pump Dataset

To further validate the effectiveness of the normal-sample-based mechanical equipment unknown
fault detection in practical industrial environments, experimental validation was conducted on a
constant-speed water pump dataset collected from actual factories. For this dataset, only normal
samples were used for model training, and both normal and unknown fault samples were used
for testing, with the training-to-testing ratio of normal samples set at 8:2. Figure 10 shows the
reconstruction errors of the test data from the DC-LSTM-AE model for the constant-speed water pump
dataset. It can be seen that a significant difference in reconstruction errors between normal samples
and unknown fault samples.
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Figure 10. Reconstruction Errors of Test Data for DC-LSTM-AE Model in Constant-Speed Water Pump Dataset.

According to the judgment criteria for unknown fault detection, only 1 normal sample was
misclassified as a faulty sample in the test data, and all unknown fault samples were correctly detected,
indicating that the proposed method also demonstrates excellent detection performance for unknown
faults in practical industrial environments. Furthermore, observing the reconstruction errors of
unknown fault samples reveals that the reconstruction error of faulty samples gradually increases
over time, suggesting that the degree of equipment damage intensifies in practical industrial settings.
Owing to its high sensitivity to unknown faults, it can detect anomalies during the initial phase of fault
inception. Therefore, issuing early warnings and implementing effective maintenance at the early fault
stage can effectively prevent further equipment damage, improve production efficiency, safeguard the
lives and property of frontline workers, and avoid serious production accidents.

To highlight the superiority of the DC-LSTM-AE model over traditional autoencoder structures in
detecting unknown faults, the AE and DCAE models were also tested on the constant-speed water

pump dataset. Figure 11 shows the reconstruction errors of the AE and DCAE models on the test data
from this dataset.
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Figure 11. Reconstruction Errors of Test Data for AE Model and DCAE Model in Constant-Speed Water Pump
Dataset.

It can be observed that a significant gap between the reconstruction errors of normal samples
and those of unknown fault samples, attributable to pronounced feature dissimilarity. Moreover,
the AE model’s limited feature extraction capability results in ineffective reconstruction of normal
samples, leading some normal samples to be misclassified as faulty. In contrast, the DC-LSTM-
AE model effectively captures both spatial and temporal information of samples via its CNN and
LSTM networks. Compared to the AE and DCAE models, the DC-LSTM-AE model achieves greater
separation between normal and unknown fault reconstruction errors while maintaining more stable
error distributions. These results validate the superiority of the DC-LSTM-AE model over traditional
autoencoder structures in detecting unknown faults.

To demonstrate the advantages of the normal-sample-based mechanical equipment unknown
fault detection over traditional machine learning algorithms in practical industrial environments,
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experiments were conducted on the iForest and OCSVM algorithms using the constant-speed water
pump dataset collected from actual factories. Figure 4.4.2 shows the detection results of different
algorithms for the test samples of the constant-speed water pump dataset. First, significant feature
dissimilarity between normal and unknown fault samples enables the model to readily distinguish
unknown fault samples when trained on normal samples. However, in terms of detecting normal
samples, both the iForest and OCSVM algorithms misclassified some normal samples as unknown
fault samples. The DC-LSTM-AE model, benefiting from the effective extraction of spatiotemporal
information of samples, has strong reconstruction capability and high recognition accuracy for normal
samples, resulting in higher detection accuracy for normal samples. Moreover, Figure 13 shows the
detailed detection results of various algorithms in the experiment on the constant-speed water pump
dataset. It can be seen from the table that the proposed DC-LSTM-AE-based method for mechanical
equipment unknown fault detection algorithm based on the DC-LSTM-AE model outperforms other
algorithms in all metrics when only normal samples are used for training.
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Figure 12. Detection Results of Different Algorithms on the Test Samples of the Constant-Speed Water Pump
Dataset.
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Figure 13. Unknown Fault Detection Performance of Various Algorithms on Constant-Speed Water Pump Dataset.

5. Conclusions

This paper presents a novel mechanical equipment unknown fault detection that addresses the
challenge of limited fault samples by training solely on normal samples, enabling accurate detection
of unknown faults without relying on fault samples. To overcome the insufficient expressiveness
of conventional autoencoders for high-dimensional nonlinear signals, the proposed DC-LSTM-AE
model incorporates both CNN and LSTM modules to jointly extract spatial and temporal features,
thereby improving its ability to detect unknown faults. The structure of the DC-LSTM-AE model is
described in detail, and a mechanical equipment unknown fault detection based on normal samples
is designed based on this model, with a detailed elaboration of the detection process for unknown
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fault samples. To validate the effectiveness of this method, the gearbox dataset from Southeast
University and the constant-speed water pump dataset collected from actual factories are selected
for experimental validation. Comparative experiments are conducted with traditional autoencoder
models and common unknown fault detection algorithms. The experimental results show that the
proposed method outperforms other algorithms in multiple metrics for unknown fault detection
when only trained on normal samples. Moreover, due to the strong feature extraction capability of
the proposed model for samples, it has strong sensitivity and recognition ability for unknown fault
samples.

In practical industrial environments, there are often a large number of sensors, and the data types
collected by sensors are diverse. Multidimensional data fusion can integrate information from different
sensors to improve data integrity and judgment accuracy. Follow-up research will focus on introducing
multidimensional data fusion technology into autoencoder networks. Using this technology for feature
fusion of different data types can enhance the overall perception ability of autoencoders for equipment
conditions, further improving the recognition ability for abnormal or unknown fault samples, and
realizing mechanical equipment unknown fault detection based on deep multidimensional data fusion.
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