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Abstract 1

With the increasing network security threats, Internet-wide scanning has become a key 2

technique for identifying network vulnerabilities.However, traditional scanning methods 3

tend to ignore the impact of geographic factors on scanning efficiency.In this study, we 4

experimentally found that the geographic location of the scanner has a significant impact 5

on scanning efficiency.Based on this finding, we propose a large-scale network scanning 6

method based on geographic location awareness.The method divides scanners into multiple 7

scanning clusters based on their geographic locations and designs a similarity matrix based 8

on the average scanning time to quantify the scanning efficiency between two geographic 9

locations.To avoid wasting scanning resources, we implement a load balancing mechanism 10

between scanning clusters and between nodes within each cluster.Experimental validation 11

in a real network environment shows that the proposed method can effectively improve 12

the scanning efficiency while ensuring the coverage. 13

Keywords: Internet-wide port scan; location-aware; task scheduling;network security 14

0. Introduction 15

With the rapid development of the Internet, the number of active devices worldwide 16

has exceeded billions, including servers, routers, personal computers, smartphones, and 17

IoT devices. As a result, network security issues have also increased, such as hacker attacks, 18

malware attacks, and data breaches, causing significant losses to businesses and individuals. 19

In order to address these threats, internet-wide scanning technology came into being. 20

This technology detects active hosts by sending network requests, helping researchers, 21

security teams, and government agencies understand device distribution, identify security 22

vulnerabilities, and take measures[1]. Researches on Internet-wide scan technology has 23

received extensive attention both domestically and internationally. The research scope 24

has evolved from improving the efficiency of scanning IP addresses[2]to exploring port 25

scan [3]-[4], and further extended from the exploration of the IPv4 address space [2]-[3] to 26

the successful exploration of the IPv6 address space [5]-[6]. Many researchers have begun 27

focusing on the issue of scan coverage leveraging fast scanning tools like Zmap [7] and 28

Nmap [8]. The goal is to ensure high scan rates while further improving the scan coverage. 29

However, existing scanning tools and technologies still have several limitations, such as low 30
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efficiency. Traditional network address scanning tools typically use a sequential scanning 31

method, resulting in slower speeds and an inability to complete large-scale network scans 32

in a short period. Additionally, they lack accuracy. Current scanning tools may produce 33

false positives and false negatives while identifying device types, operating systems, and 34

services, leading to inaccurate scanning results. 35

Through extensive experiments, the study found that the geographic location of the 36

scanning source significantly affects both the scanning speed and accuracy. Due to the 37

existence of "geographic proximity", when scanning domestic IP addresses, the scan origin 38

generally exhibits higher coverage and faster speed compared to scanning IP addresses 39

from other countries. This phenomenon can be attributed to the local network topology and 40

routing strategies, which make local scans more efficient in accessing and identifying local 41

hosts. In contrast, cross-border scans may be hindered by international link latency, firewall 42

restrictions, and network policies [7]. Therefore, relying on a single geographic location 43

can’t cover the entire IP address space and may result in losing partial coverage. For 44

instance, in Japan, around 1% of HTTP hosts are only accessible domestically, which means 45

that scanning nodes deployed in other countries can’t reach these hosts [9]. To discover live 46

hosts as many as possible and overcome "geographic proximity", it is necessary to adopt 47

more accurate and comprehensive methods for further research. 48

The paper analyzes the impact of geographic location on scanning through experi- 49

ments. We found that the reasonable distribution of tasks based on geographic location 50

can improve scanning efficiency effectively. Therefore, we propose an efficient scanning 51

method based on a location-aware detection approach. Below, we present the contributions 52

of this paper: 53

• Through experiments, we introduced the concept of location-aware. Specifically, 54

scanning nodes in a particular country are more efficient when scanning their own 55

country’s IP addresses compared to scanning IP addresses from other countries. This 56

phenomenon indicates that geographical proximity has a significant positive impact 57

on network scanning efficiency. 58

• We propose a novel location-aware method that overcomes the limitations of geo- 59

graphical factors to achieve efficient network scanning. Using this method, we can 60

more accurately identify live IP addresses across the entire network, significantly 61

improving the detection scanning and accuracy of network resources. 62

• We conducted experimental analysis in real-world network environments. Compared 63

to existing methods, our scanning efficiency is more effective, thus demonstrating the 64

validity of the proposed method. 65

1. RELATED WORKS 66

As mentioned above, this paper focuses on the geographical location of scanning 67

node deployment. Currently, there are multiple studies in various aspects of Internet-wide 68

scanning aimed at improving scanning speed. Based on the research content, works related 69

to our study can be categorized into two types: 70

The first category is customized algorithm research targeting specific challenges in 71

network probing. For example, Shikhar Verma et al. [10] proposed a method using environ- 72

mental recognition algorithms to classify WLAN environments into different states, thereby 73

improving scanning performance. F. Tang et al. [11] proposed a NAT traversal system 74

based on reverse proxies for scanning ports behind NAT. This addresses the port scanning 75

issue for devices with private IP addresses behind NAT by adaptively adjusting scanning 76

frequency to balance network performance and security. Gong et al. [12] introduced a 77

dynamic weighting method based on centroid calculation to build a baseline model for 78

Internet port scanning, aiming to detect abnormal behaviors in the network by analyzing 79
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changes in scanning traffic. L. Yanyan et al. [13] employed a Bayesian optimization method 80

to improve port scanning techniques in router port testing. The Bayesian optimization- 81

based port scanning technique constructs and updates a Bayesian optimization model to 82

select the optimal scanning strategy, thus improving the efficiency and accuracy of router 83

port testing. 84

The second category of research focuses on the influence of various factors during the 85

scanning process on the scanning results. For example, Padmanabhan et al. [14] conducted 86

a longitudinal study over nine years using ten PlanetLab nodes distributed in different 87

geographical locations to explore the impact of weather conditions on host downtime. They 88

used multiple vantage points for redundancy but did not analyze the differences between 89

vantage points. However, they recognized that hosts might not respond to all origins and 90

correlated the probability of these drop events with various factors. In [15], it was noted 91

that, apart from Germany, Brazil, and Australia, a large portion of affected networks were 92

in China. This work indicated that packet loss on the path to China was abnormally high 93

and unstable. In [16], the study investigated how the network used for Internet-wide 94

scanning affects the results. It was found that a single scanning node’s single-probe scan 95

could detect around 96% of HTTP(S) and 84% of SSH hosts worldwide. This is more than 96

double the loss initially estimated by Durumeric et al. Moreover, the issue was not just due 97

to uniform random packet loss. Host inaccessibility was caused by both temporary and 98

long-term network problems. 99

Overall, existing scanning methods have achieved good results from different per- 100

spectives. However, there is currently a lack of effective multi-node cooperative scanning 101

methods for large-scale network scanning. In this paper, we propose a location-aware 102

scanning method, which applies geographic location to Internet-wide scanning. It is a 103

multi-node collaborative approach that can effectively address large-scale network scan- 104

ning. 105

2. CONSIDERED SCENARIO AND MOTATIVATION 106

In the section, we will discuss the scenarios and motivations behind internet-wide 107

scanning. 108

2.1. Considered Scenario 109

In this study, we focus on internet-wide scanning. In an internet environment, de- 110

vices typically rely on the TCP/IP protocol for data transmission. The TCP/IP protocol 111

is the foundation of modern network communication and is widely used for commu- 112

nication between various devices. As shown in Figure 1, network administrators often 113

use specialized network scanning tools, such as Nmap, Zmap, and Masscan, to perform 114

vulnerability scanning and security assessments in order to identify potential security risks 115

and vulnerabilities in a timely manner. 116

Currently, there are various scanning methods available, one of which is TCP Connect 117

Scan (full open scan). This paper primarily investigates the TCP Connect Scan method, 118

which simulates a normal TCP connection process by sending a SYN packet to the target 119

port. The status of the port is determined based on the received SYN-ACK or RST response. 120

If a SYN-ACK response is received, the target port is open; if an RST response is received, 121

the target port is closed. Additionally, there is a "filtered" status, which indicates that 122

the state of the target port cannot be determined, as the probe packet may have been 123

intercepted by a firewall, network device, or network congestion, preventing a response. 124

In other words, the probe packet fails to receive the expected response (such as SYN-ACK 125

or RST), leading to a timeout in the scanning tool’s waiting period. This situation directly 126

affects the performance of the scan. 127
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Figure 1. Internet-wide scanning scenario.

2.2. Motivation 128

Distributed scanning frameworks such as DNmap and Scantron usually adopt a 129

random task assignment strategy when performing large-scale network scanning tasks.This 130

means that the central server receives a task and randomly selects a scanner to perform the 131

corresponding scanning task.Although this strategy is more common in distributed systems, 132

it has significant drawbacks, especially in terms of scanning efficiency.Experimental data 133

shows that scanners usually perform more efficiently when scanning IP addresses in their 134

home countries, while they are significantly less efficient when scanning IP addresses in 135

other countries.This conclusion is fully verified in the experiments of this study, and this 136

finding provides a strong basis for improving the task scheduling mechanism. 137

The experimental results in Figure 2 clearly demonstrate the effectiveness of the 138

location-aware model and further reveal the differences in scanning efficiency of scanning 139

sources from different countries through visualisation charts.Different colours in the bar 140

chart represent different countries (AU, GB, NL, JP, SG, US), while the horizontal coordinate 141

is the target country and the vertical coordinate is the time required for scanning.As can 142

be seen from the graph, the difference in scanning time between scanners from different 143

sources when scanning the same target country is very significant.For example, in the task 144

of scanning AU (Australia), scanners located in AU’s home country took significantly less 145

time than scanners from other countries, while scanners from GB (UK) took the longest 146

time to complete the task. The reason behind this phenomenon is not entirely determined 147

by physical distance.Although geographically AU was farther away from GB than other 148

scanning sources, this factor did not fully explain the scanning time differences.For example, 149

even though SG (Singapore) is physically closer to AU than NL (Netherlands), US (United 150

States) and JP (Japan), the scanning time of the SG scanner is longer than that of the scanners 151

in these countries.This suggests that the scanning efficiency of a scanner is not only related 152

to the physical distance, but also closely related to the ease of network access between 153

different countries.Specifically, JP’s scanner is much smoother than SG’s scanner in scanning 154

AU’s IP address, which may be related to factors such as the speed of cross-country data 155

transfer. 156

Therefore, how to achieve efficient task allocation and ensure load balancing among 157

scanners while taking advantage of geographical location has become a major challenge 158

to be solved, and the next section will delve into the scanning node task scheduling 159

mechanism. By the way, the geographical location we mentioned is not the physical 160

distance, but the network connection distance, some countries although the physical 161

distance is relatively close, but the physical connection will go through multiple routes 162
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and firewalls, thus the delay is relatively large, so the geographical location refers to the 163

network routing location rather than the real physical location. 164

(a) (b)

(c) (d)

(e) (f)

Figure 2. Verification of location-aware experiments: (a)AU Time used for scanning target coun-
tries;(b)GB Time used for scanning target countries;(c)NL Time used for scanning target coun-
tries;(d)JP Time used for scanning target countries;(e)SG Time used for scanning target countries;(f)US
Time used for scanning target countries.
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3. PROPOSED APPROACH 165

In this section, we first model the overall scan time based on the above-mentioned 166

issues, and then analyze the factors affecting scan efficiency according to the model, in 167

order to propose a task scheduling method. 168

3.1. Delay Model 169

We consider that the overall scanning rate can be affected by the scanning rate of the
scanning nodes. When the scanning efficiency of the nodes is low, the number of remaining
tasks for the scanning nodes will increase.Therefore, it is possible to predict the completion
time of a scanning node based on its residual task volume and scanning rate. Since task
scheduling is dynamic, when a scanning task needs to be matched with scanning nodes,
we need to jointly predict the completion time of the scanning node by considering the task
volume of the task, the residual task volume of the node, and the scanning rate. Since the
completion times of each scanning node are different, the overall scanning time should
be the scanning time taken by the last node to complete its task.To accurately quantify
and analyze the impact of these factors, we introduce a mathematical model to establish a
mathematical relationship that reveals the joint impact of these factors on the total time (T)
used for scanning:

T = max(
TSi + TRi

Vi
) (1)

In the above equation, TSi is the task load stored by the node i, TRi is the task load that 170

node i will receive, and Vi is the execution speed of node i. Using the above delay model as 171

the theoretical basis, we have developed a method for balancing the task load across nodes. 172

3.2. Overview of Proposed Approach 173

Our goal is to reduce scanning time (T). In Equation 1, we have already improved 174

the scanning node’s execution speed (Vi) by reasonably distributing scanning tasks based 175

on the geographic location of each scanning node. However, solely relying on geographic 176

location to distribute tasks can lead to an imbalance in the residual task volume (TS) and 177

the upcoming task volume (TR) for each scanning node, which in turn affects the overall 178

scanning time.Therefore,in order to improve the efficiency of the original allocation method, 179

a good task scheduling method is needed [17].To ensure that each scanner performs the 180

tasks it is good at and to prevent wastage of scanner resources, we adopt a load balanced 181

task scheduling method combined with a location-aware method to form a location-aware 182

efficient scanning algorithm,see Algorithm 1 for details. 183

The method is divided into two main parts, the first part is from step 1 to step 5, which 184

is the pre-scanning method, where step 1 to step 3 is to cluster the scanners according 185

to their geographic locations and produce a similarity matrix in advance based on the 186

history of scanning records for each geographic location, to provide a logical basis for the 187

subsequent parts.Steps 4 to 5 are for cutting the tasks according to the geographic locations 188

in order to facilitate the assignment of tasks to the scanner clusters. 189

Step 6 to step 12 is the second part which is the method of load balancing.Where 190

steps 7, 8, 11 and 12 are intra-cluster balancing, the core idea of achieving load balancing 191

within clusters is to allow idle scanning clusters to perform the tasks they are good at as 192

much as possible during the task distribution phase.In the task distribution completion 193

phase, there are no idle scanning clusters as much as possible[18].Step 9 is to achieve load 194

balancing of scanners within the cluster, the idea is to equally distribute the number of IP 195

addresses in each subtask to each scanner.When there is an idle scanner, let the idle scanner 196

communicate with the busy scanner to help it perform the task. 197
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Algorithm 1: Efficient Scanning Algorithms for Location-Aware
Input: scanning task, geographic location of the IP address

1 Clustering all scanners by geographic location;
2 Produce a similarity matrix based on the geographic locations divided after

clustering and record the average latency for each cluster to scan each region;
3 Order the average time delays in each cluster from smallest to largest;
4 Obtaining task;
5 Divide the task into several subtasks according to geographic location and store

them sequentially in the subtask queue;
6 while Subtask queue is not empty do
7 if have spare clusters then
8 Query the idle scanning clusters, the similarity matrix, and combine the

geographic location of the subtasks to find the scanning cluster with the
highest similarity and send the subtask to the scanning cluster;

9 The cluster head node in a scanning cluster is split again according to the
number of scanners in the cluster and sent equally to each scanner in the
cluster;

10 else
11 Give the subtask to the cluster with the same geographic location as it and

perform steps 9;

12 Monitor all clusters, and when there is a free cluster, merge the free cluster with
the cluster that has the highest similarity to it to perform the task together;

3.3. Approach 198

The method has two main objectives. One is to allow each scanning node to perform
tasks according to its expertise based on its geographical location. The second is to ensure
load balancing among the scanning nodes. As mentioned above, to achieve these two
goals, we divide the method into two parts: clustering and grouping of scanning clusters,
and load balancing within and between clusters. In clustering and grouping of scanned
nodes, the main factor is the geographical location of the nodes. However, due to the large
number of countries around the world, we need to achieve global IP address scanning
at a limited number of scanning origin locations.Therefore we introduce a similarity to
measure the scanning efficiency between countries. And a similarity matrix with M rows
and N columns is constructed based on the similarity between each location.Where M is the
number of geographic locations of scanners and N is the number of global countries.The
initial similarity matrix can be calculated based on historical scanning data. In order to
reduce the time delay due to inaccurate similarity, the similarity matrix is periodically
updated based on the average of the scan results.The specific process is shown in Figure 3.
The similarity (Si,j) between each country is calculated using the following formula:

Si,j =
Ni,j

Ti,j
(2)

In this, Ni,j represents the total number of IP addresses scanned from country i to country 199

j,and Ti,j represents the total time taken by country i to scan country j. When the average 200

scanning time is smaller, the similarity between the two countries increases.When a scan- 201

ning task arrives, in order to allow each scanning cluster to scan IP addresses from the 202

same country it is located in, the task is first divided into multiple sub-tasks based on the 203

countries where the IP addresses are located. The most suitable scanning cluster is then 204

selected by querying the similarity matrix for each sub-task’s corresponding country. How- 205

ever, task allocation solely based on geographic location can lead to load imbalance among 206

scanning nodes. To address this issue, we adopt a three-layer load balancing mechanism. 207
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The first layer is task matching with scanning clusters. When a scanning task arrives, 208

the central server divides the task into several sub-tasks based on geographic location. 209

When assigning tasks to scanning clusters, the priority is given to those clusters with high 210

similarity and low load. Specifically, based on the similarity matrix, the server checks the 211

workload of scanning clusters in descending order of similarity to the geographic location 212

of the task. If the workload of a particular cluster is below a predefined threshold, the task 213

is assigned to that cluster. By considering both similarity and workload when assigning 214

scanning tasks, this mechanism avoids situations where some servers are idle while others 215

are overloaded due to an excessive task volume from one country. 216

The second layer is collaborative scanning between scanning clusters. During task 217

execution, some scanning clusters may have faster scanning speeds than others, leading to 218

the possibility of idle clusters. When a scanning cluster is idle, it will check the workload 219

status of other clusters in sequence according to the similarity matrix. If another cluster 220

is busy, the scanning nodes of both clusters will merge to jointly execute the task. This 221

process will be repeated whenever an idle cluster is found, until all clusters are in a busy 222

state, thereby improving the scanning efficiency of the busy clusters.The third layer is load 223

balancing among scanning nodes within a cluster. To achieve load balancing within a 224

cluster, we construct a task queue that stores and distributes scanning tasks. If the task 225

queue is not empty, scanning nodes within the cluster will sequentially fetch tasks from 226

the queue. If the task queue is empty, the cluster will engage in the collaborative scanning 227

process from the second layer. With this three-layer execution mechanism, each scanning 228

node is assigned tasks with high similarity, while ensuring that both scanning clusters and 229

individual scanning nodes within a cluster achieve load balancing, ultimately increasing 230

the overall scanning efficiency. 231

Figure 3. Similarity Matrix Update Process.

4. EXPERIMENTS 232

In this section, we validate the previously proposed location-aware scanning approach 233

in terms of scanning efficiency, load balancing aspects between scanning clusters and 234

between scanners, and scanning coverage.In order to demonstrate the effectiveness of our 235

approach more intuitively, we compare and analyse our proposed method with the current 236

frequently used random scanning methods. 237

4.1. Experimental setup 238

In our lab, we have more than 500 nodes, which are distributed in many countries 239

around the world.In order to better simulate the real network environment and to take into 240

account the variability of different geographic regions, we have selected several countries 241

with significant geographic differences as the scanning origin of our experiments, namely 242
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Thailand (TH), Japan (JP), Germany (DE), the United States (US) and Australia (AU).These 243

countries are not only geographically dispersed, but also have large differences in network 244

infrastructure, bandwidth and latency, which allows their performance in the network 245

environment to reflect diverse global network characteristics.In the above section it is 246

mentioned that we mainly use Nmap as the main research tool and hence Nmap is used 247

as the scanning tool. In the algorithm it is mentioned that we need the geolocation of IP 248

addresses, therefore, in the scanning dataset we use IP2Location [19] as the IP geolocation 249

database.In the execution part of our algorithm, it is divided into two parts in total, where 250

the first part is the pre-scanning procedure, therefore, we need to cluster the scanners of five 251

countries first, and then, select 30 network segments of each country from the IP2Location 252

database as the initial task.Use these clusters to go through the scanning tasks separately to 253

get the scanning results for each geographical location.In Figure 4(a), we present some of 254

the scan data.The rows represent the target countries and the columns represent the starting 255

countries. Each value represents the average scanning time. In Figure 4(b), we show the 256

storage structure of the list.The lighter coloured ones are the target geographic locations 257

and the darker ones are the geographic locations where the scanners are located.When 258

there is a task to be assigned, the program looks for the lighter-coloured location first, and 259

then the darker-coloured location in turn to find the scanners that can be assigned. 260

(a)

(b)

Figure 4. Constructing the Similarity Matrix:(a)Average time for similarity matrix scanning;(b)Storage
structure of the similarity matrix.

4.2. Experiments Analysis 261

1) Efficiency Evaluation: Efficiency evaluation is the central starting point of our study, 262

and is evaluated by scanning the average usage time of network segments for individual 263

IP addresses.Each network segment is 24 network bits and the selection of each network 264

segment is randomised.This design is able to better simulate the uncertainty of a realistic 265

network environment.During the experiment, to ensure the reliability of the data and 266

the stability of the experimental results, we designed three independent experiments and 267
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selected a different IP address for scanning in each experiment.This not only helps to 268

eliminate the chance factors in the experiments, but also enhances the universality and 269

representativeness of the experimental results.Figure 5 shows the results of the scanning 270

time evaluation based on the location-aware model with the random scanning method 271

under different numbers of IP network segments.As can be seen from the figure, Figure 272

5(a) to Figure 5(d) represent the situation when different numbers of scanning clusters are 273

used, respectively.In these figures, the horizontal axis represents the number of IP network 274

segments scanned and the vertical axis represents the average scanning time.In order to 275

clearly distinguish between the different scanning methods, different colours are used for 276

the bar charts, where one type of colour indicates the location-aware scanning method and 277

the other type represents the random scanning method.With this comparative data, we can 278

draw several key conclusions. 279

Firstly, it is obvious from the data of each subgraph that the average scanning time 280

of the location-aware scanning method is always lower than that of the random scanning 281

method.Even in the case of a large number of network segments, the location-aware model 282

still exhibits high scanning efficiency.This is because the location-aware model is able to 283

perform reasonable task allocation based on the geographical location of network segments, 284

which reduces the scanning delay and improves the scanning efficiency.Comparatively, the 285

random scanning approach lacks such optimisation, resulting in the assignment of tasks 286

showing disorder, causing the scanner to perform a large number of inept tasks, which in 287

turn increases the average time of scanning. 288

However, it is worth noting that the average scanning time of the location-aware scan- 289

ning method shows a gradual increase as the number of network segments increases.The 290

reason for this phenomenon is that the number of scanning clusters is limited.As the num- 291

ber of IP network segments to be scanned increases, the location-aware model is faced 292

with more tasks, and the amount of tasks that the cluster is not good at increases, which 293

leads to an increase in scanning time.For the random scanning approach, the average usage 294

time is significantly higher than the location-aware approach.This is mainly due to the 295

unstructured nature of the random scanning approach.Random scanning does not have a 296

clear task assignment rule, resulting in a large number of scanning clusters acquiring tasks 297

that they are not good at, so that each task is executed until it times out.This makes the 298

overall time consumption of the random scanning method much higher.In contrast, the 299

location-aware approach reduces the time spent waiting for a timeout due to the inability 300

to obtain a response from the target host for a long period of time by optimising the task 301

allocation, and thus is able to show a superior performance in most cases. 302

Finally, as a whole, the average scanning time of the location-aware scanning method 303

instead shows a gradual decrease as the number of scanning clusters increases.This result 304

is intriguing and further validates our hypothesis that increasing the number of scanning 305

clusters can effectively improve the efficiency of location-aware models.When the number 306

of scanning clusters is increased, the burden of each cluster is shared and each cluster is 307

allowed to perform the tasks it is good at with high probability, improving the overall 308

scanning speed.The emergence of this phenomenon further proves the correctness of our 309

view that the location-aware scanning method can effectively reduce the scanning time and 310

thus improve the scanning efficiency with reasonable task allocation and optimised task 311

scheduling. 312

In summary, by analysing these experimental data, we can conclude that the location- 313

aware scanning approach excels in reducing the scanning time, especially when the number 314

of network segments is large, and can significantly improve the efficiency and reduce 315

the unnecessary waste of time.Therefore, the application of location-aware models in 316

large-scale network scanning tasks has significant advantages. 317
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(a) (b)

(c) (d)

Figure 5. The Average scanning time of different numbers of IP network segments using the location-
aware model and random scanning approach:(a)Average scan time for five scan clusters;(b)Average
scan time for ten scan clusters;(c)Average scan time for twenty scan clusters;(d)Average scan time for
thirty scan clusters.

2) Load balancing validation: In the above method, we introduced a load balancing 318

scheme to address the differences in scanning efficiency among different clusters.In order 319

to verify the effectiveness of the method, we have recorded the scanning time of each 320

scanning cluster and scanning node in detail, and the specific data is shown in Figure 6.The 321

criterion for verifying load balancing is that if the difference in scanning time between 322

different scanning clusters is large, the load is considered to be unbalanced; conversely, 323

if the time difference is small, the load is considered to be balanced.In Figure 6(a), the 324

x-axis represents the number of target network segments being scanned, and the y-axis 325

represents the time spent on scanning.We can observe that the difference in scanning time 326

between each scanning cluster is small, which indicates that the load between clusters has 327

reached a relatively balanced state through the load balancing method.Furthermore, to 328

verify the load balancing among the scanning nodes, we deploy three scanners in the DE 329

cluster and two scanners in the US cluster, as shown in Figure 6(b) and Figure 6(c).We 330

observe that there is no significant difference in the scanning time of each scanning node 331

within the cluster, either in the DE cluster or the US cluster.To further demonstrate the 332

advantages of load balancing, we show the time used by the shortest as well as the longest 333

time-consuming scanners in the random scanning method, as detailed in Figure 6(d).The 334

variability between the shortest elapsed time and the longest elapsed time of this random 335

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 4 July 2025 doi:10.20944/preprints202507.0452.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202507.0452.v1
http://creativecommons.org/licenses/by/4.0/


Version July 4, 2025 submitted to Journal Not Specified 12 of 15

scanning method can be seen in Figure 6(d) to be particularly significant.The reason why 336

this occurs is that randomness tends to assign tasks in a discrete manner, causing some 337

scanners to receive tasks that are mostly inept and some scanners to receive tasks that are 338

mostly inept.This would make a significant difference in the time it takes the scanners 339

to complete.Therefore, this result in Figure 6(d) further confirms the effectiveness of the 340

load balancing approach, showing that by reasonably allocating scanning tasks, we can 341

effectively avoid node overloading and thus improve the overall scanning efficiency. 342

(a) (b)

(c) (d)

Figure 6. Verification of load balancing:(a)Time used for cluster scanning;(b)Time used for scanning
nodes in cluster DE;(c)Time used for scanning nodes in cluster DE;(d))Time used for some scanners
in random scanning methods.

3) Coverage evaluation:In the field of Internet scope scanning, the core criteria for 343

evaluating the strengths and weaknesses of a scanning method include scanning efficiency 344

and coverage.We have already verified the effectiveness of our method in terms of scanning 345

efficiency, so we focus on analysing its performance in terms of coverage rate.Coverage ratio 346

is usually defined as the ratio of the number of target IP addresses successfully hit during 347

the scanning process to all potential target addresses, which reflects the comprehensiveness 348

and actual effectiveness of the scanning task in the target space.Figure 7(a), Figure 7(b), 349

Figure 7(c), and Figure 7(d) demonstrate the coverage ratio of our proposed method 350

compared with the random scanning method under different configurations with the 351

number of scanning clusters of 5, 10, 20, and 30, respectively.From each sub-figure, it can be 352

seen that the coverage of our method shows an increasing and then decreasing trend as the 353

number of scanned regions increases.This phenomenon is attributed to the fact that when 354
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the scanned regions become more numerous, the limited scanning clusters are more likely 355

to be allocated to regions that are not good at scanning, resulting in the overall scanning 356

effectiveness being affected.Taken together, with a fixed number of scanning regions, the 357

coverage rate tends to increase as the number of scanning clusters increases, indicating that 358

more scanning clusters can bring higher resource scheduling flexibility and better scanning 359

coverage results. 360

(a) (b)

(c) (d)

Figure 7. Impact of scanner clusters and the number of target areas in coverage:(a)Scan coverage
of five scan clusters;(b)Scan coverage of ten scan clusters;(c)Scan coverage of twenty scan clus-
ters;(d)Scan coverage of thirty scan clusters.

5. CONCLUSION 361

In this study, we first experimentally analysed and found that when network scanning 362

was performed using scanning sources from different countries, there was a significant 363

difference in the time required for the scanning task, even though the target network was 364

located in the same country.This phenomenon suggests that geographical location has 365

a significant impact on scanning efficiency, especially in network scanning on a global 366

scale.Differences in network environments in different countries can affect the accessibility 367

of different countries, which in turn affects the efficiency of scanning.Therefore, we address 368

this problem by proposing a geolocation-based scanning method that aims to improve 369

scanning efficiency.Specifically, the method divides the scanning clusters using geographic 370

locations and constructs a similarity matrix, and then schedules the scanning tasks in an 371

ordered manner based on this similarity matrix, by which it can realise the fastest scanning 372
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method to scan all the regions of the globe within a limited scanning area.However, simply 373

relying on geographic location to distribute tasks still cannot completely solve the scanning 374

efficiency problem, especially in large-scale network environments.To further optimise the 375

scanning efficiency, we propose a load balancing approach.This approach not only balances 376

the load among different scanning clusters, but also optimises the workload distribution 377

of scanning nodes within the same cluster.By dynamically adjusting the task volume of 378

each scanning node, we are able to avoid the idle state of some scanners, which leads 379

to the waste of scanning resources.This improves the overall scanning efficiency.In the 380

experimental part, we demonstrate the effectiveness of the proposed model and algorithm 381

in improving scanning efficiency by validating them in a real network environment.By 382

comparing with traditional scanning methods, our location-aware scanning method im- 383

proves the scanning efficiency while ensuring the scanning coverage.It especially performs 384

well in multinational network environments.This result suggests that geographic location 385

factors play an important role in improving network scanning efficiency. 386
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