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Abstract: Recent SDN advances address traditional network management challenges through
centralized control and plane separation. SDN prevents breaches using a centralized controller but
introduces risks. The controller can be a single point of failure. Thus, an OpenFlow Controller's
flow-based anomaly detection enhances SDN security. Our research explored two OpenFlow
intrusion detection methods. The first employed machine learning, NSL-KDD dataset, and feature
selection, yielding 82% accuracy with random forest. The second combined deep neural networks
with GRU-LSTM, achieving 88% accuracy using ANOVA F-Test and feature elimination.
Experiments highlighted deep learning as superior for OpenFlow intrusion detection.

Keywords: SDN; machine learning; algorithms; GRU-LSTM

Introduction

IP's role is delivering packets based on their addresses, encapsulating data and labeling
datagrams. [1] To enhance network flexibility, the software-defined networking (SDN) paradigm
separates control and data planes, allowing programmable devices and centralizing control in SDN
controllers. [2] SDN introduces layers of abstraction, fostering flexibility. In dynamic environments,
effective traffic monitoring is crucial, aiding management applications. SDN employs data plane
forwarding elements (switches, routers) and the controller in the control plane. [3,4] This
decoupling and programmability grant network managers significant control, simplifying
administration. By separating routing and forwarding activities, the control plane handles topology
info and routing, while the data plane manages traffic per control unit settings. [5] This architectural
shift enhances network management.

The SDN paradigm emerged as a response to research advocating for programmable networks
to facilitate practical protocol experimentation within production networks. Since its inception, it has
garnered substantial interest from both academia and industry. Industry leaders such as Google,
Cisco, HP, Juniper, and NEC, along with standardization bodies like the Open Network Foundation
(ONF) and the Internet Engineering Task Force (IETF), have thrown their support behind it,
underscoring its considerable potential for success. [6] A pivotal development was the introduction

of the OpenFlow protocol in 2008, acting as a significant catalyst for the paradigm's advancement. [7]

Materials

For the methodology, a deep learning approach incorporating RNN, LSTM, GRU, and Multi-
Layer GRU RNN was employed. To enhance feature selection, a univariate analysis of variance
(ANOVA) F-test was utilized. ANOVA scrutinizes if group means differ through the F-test, assessing
the equality of means. Individual features were assessed to quantify their relationship with labels,
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yielding a feature-strength measure. Feature selection was then performed using the Select Percentile
method based on high-score percentiles.[8,9]

Further refinement involved recursive feature elimination (RFE). RFE constructs models while
excluding features iteratively, eliminating them until all are assessed. Classifier weights aid in
generating feature rankings. [10] By combining ANOVA F-test and RFE, a subset of selected features
was determined. [11,12]

Notably, the NSL-KDD dataset's attack groups were categorized into four types[13]: DoS, Probe,
R2L, and U2R. This comprehensive approach, integrating deep learning and advanced feature
selection techniques, aimed to optimize intrusion detection by effectively identifying relevant
features and classifying distinct attack types within the dataset.[14,15]

EXPRIMENTS

Google TensorFlow served as the platform for conducting the experiments, offering an interface
for network visualization. These experiments were conducted on an Ubuntu 16.10 Dis tribution
Operating System, utilizing an environment featuring an Intel i5 3.2 GHz processor, 16 GB RAM, and
an NVIDIA GTX 1070 graphics card. The tf.train.AdamOptimizer function from TensorFlow was
employed, with hyper parameters outlined.

Controlling the learning rate, the Adam algorithm by Kingma and Ba was utilized through the
tf.train.AdamOptimizer. The conducted tests were based on selected features from the complete
NSL-KDD dataset. To contextualize the results, other approaches from different researchers were
presented, showcasing the deep learning algorithm's accuracy in comparison.

However, it's essential to note that no pre-processing of the database was executed, and the
feature selection for testing and training was made without alterations. This methodology aimed to
provide a comprehensive assessment of the deep learning algorithm's performance, leveraging
TensorFlow's capabilities while presenting a comprehensive evaluation against other approaches.

Conclusion

This paper presents two distinct methodologies for predicting flow-based anomalies in
software-defined networking. The first method involves the application of the GRU-LSTM model,
utilizing deep learning principles, while the second method employs the random forest (RF) model
based on machine learning techniques. Both were developed to identify network interferences within
the SDN framework. Furthermore, by incorporating ANOVA F-Test, RFE feature selection, and the
gain ratio feature selection method, the study crafted an optimal classifier model, excelling across
various evaluation metrics.

Although both approaches yield noteworthy experimental results in comparison to prior
research, they signify valuable contributions to the realm of intrusion detection within SDN. Notably,
the deep learning approach outperformed the machine learning approach marginally, underscoring
the GRU-LSTM model's indispensability for achieving heightened accuracy and expediting intrusion
detection within SDN. The results make a strong case for adopting the GRU-LSTM model.

Looking forward, the proposed model is slated for real-world implementation within an actual
SDN environment, incorporating genuine network traffic. This practical deployment aims to validate
the model's effectiveness under authentic conditions, enhancing the understanding of its potential
impact on bolstering SDN's intrusion detection capabilities.
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