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Abstract: Although deep learning has received extensive attention and achieved excellent perfor- 1
mances in various of scenarios, it suffers from adversarial examples to some extent. Especially, -
physical attack poses more threats than digital attack. However, existing researches pay less attention s
to physical attack of object detection in remote sensing images (RSIs). In this work, we systematically = 4
analyze the universal adversarial patch attack for multi-scale objects in the remote sensing field. s
There are two challenges for adversarial attack in RSIs. On one hand, the number of objects in remote 6
sensing images is more than that of natural images. Therefore, it is difficult for adversarial patch to 7
show adversarial effect on all objects when attacking a detector of RSIs. On the other hand, the wide =
range of height of photography platform causes that the size of objects diverse a lot, which brings o
challenges for generating universal adversarial perturbation for multi-scale objects. To this end, we 10
propose an adversarial attack method on object detection for remote sensing data. One of the key 11
ideas of the proposed method is the novel optimization of adversarial patch. We aim to attack as 12
many objects as possible by formulating a joint optimization problem. Besides, we raise a scale factor 13
to generate a universal adversarial patch that adapts to multi-scale objects, which ensures the adver- 14
sarial patch is valid for multi-scale objects in the real world. Extensive experiments demonstrate the  1s
superiority of our method against state-of-the-art methods on YOLO-v3 and YOLO-v5. In addition, 16
we also validate the effectiveness of our method in real-world applications. 17

Keywords: Adversarial examples; Remote sensing images; Universal adversarial patch; Object  1s
detection; Joint optimization; Scale factor. 10

1. Introduction 20

The continuous development of aerial photography technology makes it possible for 2
people to collect numerous high-resolution remote sensing images, which contributes a lot 22
to many important applications in the remote sensing field [1-3]. Some typical applications  2s
include classification [4,5], image segmentation [6] and object detection [7-10]. Specifically, 2a
object detection, which tries to precisely estimate the class and locations of objects contained 25
in each image, is one primary task [11-13]. Deep learning models, which learn a hierarchical 2
representation of features, have been widely used and achieved a great success in many  =-
fields [14-17]. Currently, deep learning plays an significant role in most of the state-of- 2s
the-art methods in RSIs. Moreover, the constant improvement of structure of deep neural 2o
networks brings better performances. 30

Despite the great success that deep learning has achieved, several potential security  s:
problems should not be neglected. Recent researches found that deep models are extremely s
vulnerable to adversarial examples, which can be simply generated by adding carefully s
designed perturbation to clean examples. Szegedy et al. [18] first revealed the fragility s
of deep neural networks and raised the concept of adversarial examples. Since then, an s
increasing number of researchers have devoted to exploring the security of deep learning 36
algorithms and corresponding methods about how to generate adversarial examples are a7

© 2022 by the author(s). Distributed under a Creative Commons CC BY license.


https://www.mdpi.com
https://doi.org/10.20944/preprints202210.0131.v1
http://creativecommons.org/licenses/by/4.0/

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 11 October 2022 doi:10.20944/preprints202210.0131.v1

2 of 22

Figure 1. The illustration of the images captured in the ground and the remote sensing images. (a)
Images captured in the ground. (b) Remote sensing images. The number objects of remote sensing
images is larger than that of images captured in the ground.

proposed. The proposed adversarial attack methods can be divided into digital attacks ss
and physical attacks based on the domain where the adversarial perturbations are added. 3¢
Digital attacks directly modify the pixel values of the input images in the digital space. 4o
Typical digital attack methods include FGSM [19], PGD [20], DeepFool [21], UAP [22] C&W &
[23] and JSMA [24]. However, most of the digital attack methods can’t be applied in the 2
real world, because the perturbation may be easily filtered when performing physical 4
attacks. As for physical attacks, the generated perturbation (e.g. adversarial glass [25], s
adversarial T-shirt [26], adversarial patch [27]) is always large, and it can be printed before s
applied in the physical world. Kurakin et al. [28] first performed experiments to verify s
that adversarial examples also exist in the real world. Thys et al. [29] and Hu et al. [30] 4
generated adversarial patches to fool a person detector. as

In addition to the above-mentioned adversarial attack methods, there are currently 4
some works [31-33] about adversarial examples in the remote sensing field. Czaja etal. [34]  so
first generated adversarial examples for classification model in RSIs. They attacked a small s
domain of one image to lead the model to make wrong predictions. Xu et al. [35] proposed =2
to generate universal adversarial examples to realize black-box attack on different models. s
Chen et al. [36] designed experiments to attack synthetic aperture radars (SAR) images. Xu  sa
et al. [37] indicated that hyperspectral images were also affected by adversarial examples. s
However, it is more difficult to attack object detection than image classification because the  se
number of bounding boxes may be very large. When the confidence of one bounding box s
drops, the others may still work. That is why object detectors are hard to attack. Luetal. ss
[38] designed a scale-adaptive patch to attack object detection in digital domain for RSIs. s
Du et al. [39] perform the digital and physical attack in an aerial surveillance model, which <o
is the first work to demonstrate the physical attack in aerial scenes. o1

So far, adversarial attack on deep models for RSIs has not been fully explored yet. There 2
are still several limitations for adversarial attack in RSIs. 1) Majority of the existing methods e
mainly focus on the digital attack, but they are constrained when applying to the physical s
attack of object detection 2) The number of objects in RSIs tends to be much more than s
images captured on the ground, which can be observed in Figure 1. Therefore, it is difficult 6
for adversarial patch to show adversarial effect on all objects when attacking a detector e
of RSIs. 3) Remote sensing images are obtained by using earth-observing photography s
platforms and the height of the platform is always at a wide range, which causes the size s
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Figure 2. The illustration of images captured at different heights. (a) Images captured at the height
of 30m. (b) Images captured at the height of 60m. (c) Images captured at the height of 120m. The
variation of photography height makes the objects vary a lot in size.

of the objects ranges a lot, which brings challenges for generating universal adversarial 7o
perturbation for multi-scale objects. Figure 2 shows several images captured by a UAV =
from the heights of 30m, 60m and 120m respectively. The size of objects is quite diversified 7=
and the number of objects in a single image is large, especially for images captured ata 7
large height. 74

Based on the above analysis, this work aims to conduct adversarial attacks against s
object detection in digital and physical domains for RSIs. We formulate a joint optimization 7
problem to generate a more effective adversarial patch. In order to attack as many objects
as possible, a natural idea is to take the average confidence as part of the loss, namely 7
object loss. The average confidence is the average value of the confidence of all bounding 7
boxes in a single image. The computation of average confidence involves all objects for =0
one image, so it is reasonable to believe that more objects will be attacked with the average e
confidence loss. Considering the constraint of object loss does not take the detection result 2
into consideration, detect loss between the detection results and the ground truth is also s
introduced in our method. Thus, we can degrade the metrics (AP, Precision and Recall.) s
by minimizing detect loss. Experimental results demonstrate that the attack effect willbe s
improved with the combination of the two losses, and relevant theoretical analysis will be s
shown in the ablation study of experiments. In consideration of the actual situation, we &7
propose a novel method to make the size of adversarial patch match with the size of objects  ss
in digital attack, which ensures the adversarial patch is valid for multi-scale objects. All &
the images in our experiments have labels about the height of objects. When carrying out s
digital attacks, the adversarial patch will be scaled to the responding size with the scale o
factor which depends on the height label of image. Finally, the experimental results show 2
the effectiveness of our method. The contribution of this work can be summarized in the o3
following three points: o4

1) To the best of our knowledge, this is the first work to perform physical adversarial o5
attack on multi-scale objects in the remote sensing field and the data in experiments are o6
captured from 25m to 120m. o7

2) We propose a novel method to attack object detection for remote sensing data. s
For the optimization of adversarial patch, we formulate a joint optimization problem to e
generate a more effective adversarial patch. Moreover, in order to make the generated 100
patch valid for multi-scale objects in the real world, we raise a scale factor which depends 101
on the height label of image to rescale the adversarial patch when performing digital attack. o2

3) To verify the superiority of our method, we carry out several comparison experi- 1o
ments on digital attack against Yolo-V3 and Yolo-V5. Experimental results demonstrate o4
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that our method has a better performance than baseline methods. In addition, we perform  1os
experiments to test the effect of our method in the physical world. 106

The remainder of this paper is organized as follows. Section 2 briefly reviews related o7
attack methods. In Section 3, the details of proposed method are demonstrated as detailed 108
as possible. Section 4 shows the experimental results and the corresponding analyses. In 100

Section 5, we draw a comprehensive conclusion for the whole work. 110
2. Related Work 111
2.1. Digital Attack and Physical Attack 112

An increasing number of researchers pay attention to the safety of deep learning s
since Szegedy et al. [18] proposed the conception of adversarial example. Currently, the 114
proposed adversarial attack methods can be categorized into digital attack and physical s
attack based on the domain where the adversarial perturbations are added. 116

Digital attack. The premier researches [18-24] of adversarial attacks mainly focus on 117
digital attack, in which tiny perturbation is added to original input images to make the 11s
target model output wrong predictions. Szegedy et al. [18] proposed L-BEGS to generate 11
adversarial examples for the first time. Based on the gradient information, Fast Gradient 12o
Sign Method (FGSM) [19] proposed by Goodfellow et al., was aimed to quickly find an 12
adversarial example for a given input. Madry et al. [20] proposed Projected Gradient iz
Decent (PGD), a first-order attack. DeepFool [21] was another typical attack algorithm  12s
which estimated the distance of an input to the closest decision boundary, and it has 12
successfully attacked lots of models. Carlini and Wagner proposed C&W [23] to find 125
adversarial perturbations by minimizing similarity metrics: Ly, Ly, and Le. Chow et al. 126
[40] presented Targeted Adversarial Objectness (TOG) to make the object detection suffer 12
from object-vanishing, object-fabrication, and object mislabeling attacks. Liu et al. [41] 128
proposed DPatch, adding an adversarial patch on the images to stop detectors to detect 12
objects. Although these attack methods have achieved a great success in the digital domain, 130
their effectiveness would fade significantly when applied in the real world. 131

Physical attack. Compared with digital attack, physical adversarial attack poses 1s2
more threats in specific scenarios. In [28], Kurakin et al. first studied whether adversarial  1ss
examples generated by digital attack remained adversarial after they were printed. Sharif 13
et al. [25] attempted to generate adversarial glasses to fool the face recognition, and they 1ss
first proposed the non-rintability score (NPS) and the total variation (TV) loss. Athalye et 136
al. [42] proposed Expectation Over Transformation (EOT) to generate 3D adversarial object = 1a7
that could remain adversarial in the physical world, and the adversarial objects were robust  13s
to rotation, translation, lighting change, and viewpoint variation. To generate adversarial 130
examples for physical objects like stop sign, Eykholt et al. [43] introduced Robust Physical 140
Perturbations (RP2) attack method by drawing samples of experimental data and synthetic  1a
transformations with varying distances and angles. [44—47] have generated adversarial stop 142
signs to fool object detectors(e.g. Yolo-V2 [48], Faster R-CNN [7]). Thys et al. [29], Wang et 143
al. [49] and Hu et al. [30] generated adversarial patches to attack a person detector. Wang et 14s
al. proposed the Dual Attention Suppression (DAS) [50] which generated visually-natural s
physical adversarial camouflages by suppressing both model and human attention with 16
Grad-CAM. 147

2.2. Adversarial Attack in the Remote Sensing Field 148

As deep learning becomes more popular in the field of remote sensing, relevant s
research about adversarial examples are introduced to the remote sensing field inevitably. s

Adversarial attack on classification. Czaja et al. [34] first proposed to attack the s
classification model for RSI. Xu et al. focused on the black-box attack to generate universal is
adversarial examples that can fool different models. Chen et al. paid attention to the 1ss
generation of adversarial examples about SAR images. In [37], the research of adversarial s
attack is extended to the hyperspectral domain. 155
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Adversarial attack on object detection. Du et al. [39] reported the adversarial attacks 1se
against car detectors in aerial scenes, where the patches were trained with consideration of s
non-printability score, total variation score, several geometric and color-space augmenta- 1ss
tions. It is worth noting that they specially designed a kind of patch that could be placed  1se
around the car, which could prompt a more realizable and convenient attack in the physical 1e0
world. Lu et al. [38] proposed an attack method for aircraft detectors in RSIs which had the 16
characteristic of adversarial patch size adaption. 162

Existing research on adversarial attacks in the remote sensing field mainly focuses 1e:
on digital attack of classification. Although several adversarial attack methods for RSIs  ies
were proposed, there are few works to carry out physical attack on multi-scale objects 1es
and evaluate the attack effect on objects of different scales in the remote sensing field. In 166
this paper, we focus on the generation of universal adversarial patches to attack car object 16
detectors and test the attack effect on objects of different scales in the digital domain and  1es
the physical domain. 169

3. Approach 170

In this section, we will introduce the adversarial attack framework of this work. First, in
the problem formulation is presented. Next, we will demonstrate the transformations for iz
the adversarial patch. Then, we will state the optimization of the adversarial patch. Finally, 17s
the flowchart of proposed method will be shown. 174

3.1. Problem Formulation 175

In this work, we focus on the digital attack and physical attack against two detectors, 17
Yolo-V3 and Yolo-V5, which are widely used in object detection. Given an input image 177
x C RN*HXW and the target object detector f(-). The outputs f(x) are a set of candidate 17s
bounding boxes B(x) = {51, by, bs,...,, bAn}, where b; = (in,]]i, w;, h;, G, 151-). (%;,9;) is the 170
center of the i'" box, @, /1; are the width and the height of the i box respectively, andP; e
is the probability which decides the class of the i box. The detectors may output a great 1s:
number of bounding boxes in most cases, but most of them will be suppressed through s
the non-maxima suppression (NMS) with a confidence threshold and intersect over union e
(IOU) threshold. It generally reminds us to minimize the confidence of object so that they a4
can be filtered out to vanish under object detector. Adversarial patch attack is considered s
in this work, and we will add the adversarial patch on every object to hide all the objects  1ss
under the two detectors. Adversarial patch is a frequently-used method for physical attack, e
and it is a kind of universal perturbation. In digital attack, the adversarial patch will replace  1es
a part of pixels of the objects to form an adversarial example. When it comes to the physical 1ee
attack, the adversarial patch can be printed and placed on the objects. The adversarial 1s0
example can be denoted as: 101

Xado = A(x, P), 1)

where x4, denotes adversarial example, P is the adversarial patch and A(-) denotes the 1.2
apply function which is aimed at attaching the adversarial patch to objects. We attempt 103
to generate a universal adversarial patch that may attack all car objects. The optimization 1es
process can be defined as: 105

argmin X(NMS(f(A(x, P)), confy,, iouy,)), 2)

where NMS(-) denotes non-maxima suppression, X(+) is a count function which output the 106
number of detected objects. con fy;, and iouy, are confidence threshold and IOU threshold. 1e7
We hope that the detected objects are as few as possible after performing non-maxima s
suppression. 199


https://doi.org/10.20944/preprints202210.0131.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 11 October 2022 doi:10.20944/preprints202210.0131.v1

6 of 22
Clean Images Aéi)\(/:;qsglrelgl
Figure 3. The illustration of clean images and adversarial examples.
3.2. Transformations of Adversarial Patch 200

The perturbation of most attack methods can be classified as global and local pertur- 20
bation. But most global perturbation is so small that it can’t work in the physical world in 202
most cases. Adversarial patch is a kind of local and visible disturbance, which is expected  zos
to maintain the adversarial character in the physical world. It should be mentioned that 2o
apply function is a vital tool when performing adversarial patch attack, and it serves two 205
functions. One is that we can attach the adversarial patch to the objects to generate the 206
adversarial examples through apply function. The other is that it can make a series of 207
transformations (e.g. patch rotation, patch rescale) for the adversarial patch. Patch rotation  zos
is to make the adversarial patch more robust in the physical world. Specifically, we make a 200
random rotation (£20°) on the embedded patch. In order to generate universal adversarial 210
patch which is valid for multi-scale objects, the adversarial patch needs to be scaled appro- =i
priately to adapt to the size of objects. To satisfy this requirement, we propose a method  2::
that the patch size adapts to the heights of the photography platform, which guarantees =1
the patch size is consistent in the same image. To be specific, by measuring the size of the 214
objects in images captured at the height of /;, we can compute the size s;, that the patch 215

need to be scaled. Then the scale factor can be expressed as: 216
s
p
&= —, 3
e ®)
where sy, is the original size of patch. 217

Finally, we can get a scale factor vector

&y = (€h1,€h2,€h3,...,£hm), (4)
where m denotes the number of flight heights. 218
When performing digital attack, the patch can be scaled to the corresponding size via 210
the following equation: 220
)
Sy = e . (5)

The size of adversarial patch depends on the scale factor. Besides, In consideration of 221
the feasibility in the real world, the patch needs to be placed on the proper location, such 222
as the roof of the car, instead of the windows. Therefore, we need to make annotations to 223
mark the center of car roofs on the experimental data. Figure 3 shows that clean images 22
are transferred to be adversarial examples with apply function. The size of the patch is 225
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matched to the size of the car roof and the angle between the patch and the car are different 226
after random rotation of the patch. 227

3.3. Adversarial Patch Optimization 228

To obtain better attack effect, we propose the combination of detect loss and object 220
loss to optimize adversarial patches. Besides, in order to make the physical attack more =230
effective, we also introduce total variation (TV) loss and non-printability score (NPS) loss. 231

Object loss. As is analyzed in section 3.1, object confidence denotes the probability 232
of having an object. For an image, detection models usually output a large quantity of a3
candidate bounding boxes, and they are much more than objects, which means there are 23
several bounding boxes for one object. In order to filter out extra boxes, Non-Maximum 235
Suppression (NMS) is used in the detector. Firstly, it can suppress most of the candidate =236
bounding boxes and retain the one that gains the top score through iou f;;,. The final results  2s7
can be got by suppressing the bounding boxes whose confidence is less than con fy;,. Hence, 238
it is natural to take the confidence of the bounding box as the loss function. 230

The detection result depends on the bounding box whose confidence is the largest. 240
When attacking an object, the confidence of one bounding box is minimized so that itis 2a
less than the confidence threshold, but the other bounding boxes may work. Then, the 242
object is still be detected. Besides, we can know that there may be many objects in a single 243
remote sensing image from Figure 2. Specifically, because of the open view of the air, itis 24a
often the case that a great number of objects are clustered in an image captured at a large 245
height, which means the smaller the objects are, the more the number of objects may be. 246
The growth of the number of objects brings more threat and difficulty to minimize the =247
confidence of all objects. 248

To ensure that more objects can be attacked, we propose to take the average object 240
confidence as the object loss. The average object confidence is computed by all bounding  zso

boxes of all the objects in one image and object loss L; can be defined as: 251
(8
Lopj = -+ confidence |, 6)
MxN obj bbox

where N denotes the number of bounding boxes of one object, M denotes the number of 22
the objects of one image. 253

Detect loss. We are concentrated on attacking Yolo-V3 and Yolo-V5 in this work. Before — 2ss
introducing detect loss, it is necessary to describe the loss of training detection model. As  =zss
we all know, for model training, every object of the training set will be labeled so that they  =se
all have ground truths. If a bounding box is responsible for an object, I°/ will be set to 1. 2s7

Then, the set of the ground truth can be described as GT = { gti|Ifbj =1,1<i<N } where 2ss

gt = (x;,y;,w;, hy, pi), p; decides the class of the it" box. Therefore, the loss of optimizing  zs
the detection model consists of three parts, namely object loss, bounding box loss and class  ze0
loss. Object loss can be calculated with the binary cross-entropy {pcr: 261

tpce(1, ) = Cilog1+ (1-C) log (1 - Cy), 7)

N
bj N
Lopj =Y I gk (1, Ci) — Aoobj
i=0

. (®)
bj P~
> (11" )tsee (1.G)),
=0
where A,;;40p; is @ hyperparameter which penalize the incorrect objectness scores. 262

Bounding box loss can be calculated with the squared error /gr: 263
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lse(xi, %) = (x; — 3?1')2, 9)
Cse(yi, Ti) = (yi — 5% (10)

Csp(w;, @;) = (\ﬁ \/>) (11)

Use (hiﬁi) = (\/’Z— \/hji)zr (12)

Lpox = Acoord Z I ESE Xi, xz + ng(xl, xz)]+

(13)
b 5 ~ ~
Acoord Z I;) ! [ESE (w;, @;) + LsE (hi/ hi):|/
i=0
where Agyorg is @ hyperparameter which penalizes bounding boxes 264
Class loss can be calculated with the binary cross-entropy {pcr:
toce (p5, 7F) = pilog(pf) + (1= ¢ )log (1 - %), (14)

Les = ZIObJ Z CpcE (pz?' ;;\zc) (15)

c€classes
The train loss is the sum of Lo, Lppox and L 265
LosStrain = D‘Lobj + BLppox + YLels- (16)
where «, B, v are the parameters to balance the weights of three losses. 266

The detection model will be trained by minimizing the loss. On the contrary, to attack ez
the detection model, we can consider maximizing the loss to degrade the accuracy of the zes

model. Therefore, detect loss Lg,; can be computed by: 260
1
Ljot = ——. 17
det L0SStrain 17)

Total variation loss and non-printability score loss. In consideration of the adversarial 270
effect in the physical world, we apply the total variation (TV) loss and the non-printability 27
score (NPS) loss in this article, which are used to reduce distortion when the patch is 27
applied in the physical world. TV loss is introduced to make the generated patch more 27
smooth. Without the limitation of TV loss, the perturbation will be easily filtered out so  2rs

that the attack performance greatly decrease. The TV loss is given by: 275
2 2
Lty = Z \/(Pi,j = piry)” + (pij = pijr1) (18)
2
where i and j denote the pixel coordinate of P. 276

The digital adversarial patch will be printed by the printer, which has a color space. If 277
the pixel of the adversarial patch is not in the color space, there will be distortion between 275
the digital domain and the physical domain for this pixel. So the NPS loss is introduced to 27
guarantee the pixel color is in the color space of the printer, which reduces the distortion  2e0
when the adversarial patch is printed. The NPS loss is given by: 201
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Figure 4. The flowchart of the proposed method. The whole process consists of two parts. Part 1:
detection model training. It is an optimization for models” weights. Part2: generating adversarial
patch. First, the optimizing adversarial patch is scaled, rotated and attached to clean images, to
generate perturbed images with apply function. Second, the adversarial patch is continuously
updated through the gradient ascent algorithm to minimize the loss function which is the sum of
four parts (Lopj, Lger, Lps and Ly ).

Lnps = Z min ‘ppatch ~ Pcolor|s 19)
Ppaten€ P Peolor €€

where P denotes adversarial patch, and p,, is a digital pixel of P. C is the color space of  ze:
the printer, and p,j,, is an element of C. 283

The loss function is made up of four parts: object Loss, detect Loss, TV loss and NPS  zss
loss. Object Loss contributes to attacking more objects in one image. Detect loss is aimed at  zss
reducing the accuracy of the detection model. In this work, we propose the combination of  zss
detect loss and object loss which is in favor of better attack effect. The ablation experiment e
in section 4.4 will verify the effectiveness of this method. The last two losses, TV loss and  zss
NPS loss are used to reduce the distortion when the adversarial patch is applied in the 2s0

physical world. We can get the total loss function as below: 200
L = Lopj + ALget + LTv + Lnps. (20)

where A is a hyperparameter to balance the weight of L. 201

3.4. The Flowchart of the Proposed Method 202

Figure 4 shows the flowchart of the proposed method. It can be divided into two parts. 203
First, we need to train a detector with high accuracy. The model training depends on the 204
clean data with object labels. The target models in this paper include Yolo-V3 and Yolo- zes
V5. Owning the trained models, we consider generating adversarial patches on the two 206
detectors. The adversarial patches are added to the clean images with the apply function to 207
create the perturbed images which will be fed into the model. Apply function is devoted to  zee
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attaching the adversarial patch to all the objects. First, a series of transformations (patch  2e0
rotation, patch rescale) are done on the adversarial patch to generate the patch mask. Then, 300
in order to attach the patch to all the objects, we will replace the pixel of clean image with 30
the pixel in patch mask if the pixel of the patch mask is zero. The update of adversarial o2
patches rely on the gradient ascent algorithm to minimize the loss function which consists 3o
of Lobjr Ldet/ LTV and LNPS- 304

4. Experiments 305

All of our experiments are designed on Yolo-V3 and Yolo-V5, and the remote sensing  sos
images we attacked were photographed by a UAV with a wide range of heights from 25m o7
to 120m. First, the experimental setup is presented in Section 4.1. Then, the experimental o8
results of digital attacks are presented to measure the effectiveness of our method in o0
Section 4.2. Third, in Section 4.3, we carry out experiments to show the performance in 310
the physical world of our method. Finally, several ablation studies are done to analyze the 1.
influencing factors on the attack effect. a2

4.1. Experimental Setup 313

(1) Data collection. For the purpose of realizing adversarial attack on multi-scale 31
objects, some data contain multi-scale objects are needed. Naturally, we consider collect s
data by a UAV in a vertical angle from different heights. In order to collect the data we 316
required, we designed a reasonable scheme for data capturing. First, we choose two scenes 317
as our experimental site, including the street side and car park, where many kinds of cars  s1s
are often seen. Afterwards, we take DJI Mini 2 as the capturing tool. In our scheme, the 310
flight height ranges from 25 m to 120 m with a height interval of 5m, so there are totally 20 320
flight heights. The resolution of raw images is 3840x2160. However, the size is too large, sz
which is not suitable for our experiment. Therefore, we need to do some processing on the 22
raw images. They are tailored into a smaller size of 960 %960 firstly, and then are resized  s2s
to 640x 640 when being attacked. Ultimately there are 253 training images with 1680 car sz
objects and 186 testing images with 748 car objects. For physical attack, the generated s2s
adversarial patches in digital domain are printed and put on the proof of the cars. In the 326
same way, the images in physical experiments are captured at different heights. 327

(2) Detectors. Yolo models are the typical object detectors. With the continuous szs
improvement and renewal, they have got better performance and higher speed for real- sz
time reasoning. Especially for Yolo-V3 and Yolo-V5, they are the popular algorithms which 330
are widely used in object detection. Therefore, we choose Yolo-V3 and Yolo-V5 based on a1
ultralytics as our target models. As for model training, we select visdrone2019 dataset as 32
our training dataset for two reasons, one is that it is a remote sensing dataset, the other = sas
is for its high resolution. To satisfy the requirements of our experiments, we have done 34
some adjustments on the dataset, only the car objects were retained, and the others were 35
removed, and then we deleted those images that don’t contain car object. Ultimately, there 36
are 6132 training images and 515 testing images left for model training. The input size of 37
two models are fixed in 640x 640 when training. 338

(3) Baseline methods. In order to evaluate the effectiveness of our method, several 330
experiments are designed to compare our method with the other methods, including OBJ 340
[29], Dpatch [41] and Patch-Noobj [38], which are all patch attack methods. 341

(4) Metrics and implementation details. Currently, most methods regard the average s
precision (AP) as the evaluation metrics. However, we think it is not a proper criterion, sas
because high false alarm may also degrade the value of AP, but the true objects can still be s
detected when the false alarm increase. To develop a better evaluation, we adopt the attack a5
success rate (ASR) metrics as our evaluation metrics. The ASR can be expressed as follows: 46

S(confidence < T)
Sall

ASR; = (21)
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where S(confidence < T) denotes the sum of objects whose confidence is less than the s
threshold 7. S,;; denotes the sum of all objects in the test data. We define the object is 34
attacked successfully if there is no detection box on the object. Particularly, Six confidence 4o
threshold (7=0.1, 0.2, 0.3, 0.4, 0.5, 0.6) are selected to show the effectiveness of our method. sso

For digital attack evaluation, the test data are divided into 5 groups (Groupl: 25m-40m, s
Group2: 45m-60m, Group3: 65m-80m, Group4: 85m-100m, Group5: 105m-120m) in this s
work and the ASR will be evaluated for the 5 groups. Besides, we also evaluate the total s
ASR for all the test data. We take the same way to evaluate the physical attack effect. 354

For implementation details, we set the batch size as 3, the maximum epochs as 200. sss
All the experiments are realized in PyTorch, and our desktop is equipped with an intel sse
core i9-10900X CPU and an Nvidia RTX-3090 GPU. For the sake of fairness, all experiments s
were carried out in the same conditions. 358

4.2. Digital Attack 359

In this section, we perform digital experiments to test ASR for our methods, OBJ [29], se0
DPatch [41] and Patch-Noobj [38] on Yolo-V3 and Yolo-V5. For the sake of fairness, all = 36
the experiments for the four methods are carried out at the same condition. For examples, e
in Dpatch, there is one adversarial patch for one image originally, but we will place the ses
adversarial patch on every object in our experiments, which guarantees the conditions are ses
the same as the other three methods. All of our test data were collected from 25m to 120m  es
in a vertical angle. To prove that our method has a better attack effect for different-scale ses
objects, we divide the test data into 5 groups. In particular, we evaluate the ASR for ser
different scales and compute the total ASR for all test data, and compare our method with  ses
the other three methods. Finally, a comprehensive analysis of the evaluation results were e
conducted. 370

The experimental results on Yolo-V3 are shown in Table 1. First, the attack effect of 37
every group is evaluated. It is obvious that our method outstands the other methods in sz
most cases. We can see that Patch-Noobj and DPatch show better performance in small- s7s
scale objects than large-scale objects from the data of Table 1. Moreover, OBJ performs sz
better on large-scale objects than small-scale objects. Specifically, our method show good 37
performance for all groups. Take the confidence 0.5 as an example, The ASRs of Patch- 376
Noobj and DPatch are 39.33%, 45.27% and 1.33%, 0.68% for the first two groups, which are sz
much less than 96.00% and 93.92% for our method. The loss of OB]J is The overall attack s7s
effect of OB]J is better than DPatch and Patch-Noobj, but is still inferior to our methods in 37
the majority of the cases. 380

When we focus on the different confidence, it can be seen that our method is over- se:
whelming for all confidence. The ASR of our method in confidence 0.1 for all groups is se2
more than 70% for Yolo-V3. As confidence increase, our method keeps on top in most cases. zes
The ASRs of our method wins the first for all the groups in all confidence except Groupl in = sss
confidence 0.5. The total ASRs of our method are 79.81%, 85.56%, 88.37%, 90.37%, 92.25%, sss
and 94.12% for 6 different confidence thresholds, which are all the best in the four methods  sss
and are head and shoulders above the second best. 367

Table 2 shows the attack results for Yolo-V5. It can be found that the attack performance  ses
for Yolo-V5 is not as good as Yolo-V3 for all the four methods. That may be because the s
architecture of Yolo-V5 is more robust than Yolo-V3. Nevertheless, our method has a s
significant advantage compared with the other methods for ASR of different groups and e
the total ASR under different confidences. It can be seen that DPatch and Patch-Noobj have  se2
little effect in small-scale objects. The overall attack effect of OB]J is better than DPatch and  ses
Patch-Noobj, but poorer than our method. 304

Similar to the attack effect of Yolo-V3, As confidence increase, the ASRs of every ses
method are increasing and our method keeps on top in most cases. The total ASRs of our  se6
method are 18.32%, 32.35%, 41.84%, 52.27%, 59.49%, and 70.05% for 6 different confidence o7
thresholds, which are all the best in the four methods and are head and shoulders above  s0s
the second best. 399
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Table 1. Experimental Results of Different Scales (25m-120m) and Different Confidence (0.1-0.6) for
Yolo-V3, Specifically, Red and Blue Indicate Sota and the Second Best.

confidence method ASR(%)

Groupl Group2 Group3 Group4 Group5 total

(25m-40m) (45m-60m) (65m-80m) (85m-100m)  (105m-120m)
Raw 0.00 0.00 0.69 0.68 0.00 0.27
Random Patch 0.00 0.00 1.38 0.68 0.00 0.40
Dpatch [41] 0.00 0.00 7.59 56.76 47.13 22.59
0.1 OBJ [29] 74.00 55.41 71.72 65.54 41.40 61.36
Patch-Noobj [38] 17.33 19.59 59.31 75.00 69.43 48.26
Ours 82.00 74.32 82.76 82.43 77.71 79.81
Raw 0.00 0.00 0.69 0.68 0.00 0.27
Random Patch 0.00 0.00 1.38 1.35 0.64 0.67
Dpatch 0.00 0.00 9.66 62.16 56.05 25.94
0.2 OB] 87.33 72.30 77.93 72.30 49.68 72.33
Patch-Noobj 26.67 27.70 68.28 81.08 76.43 56.15
Ours 91.33 82.43 88.28 85.81 80.25 85.56
Raw 0.00 0.00 1.38 0.68 0.00 0.40
Random Patch 0.00 0.00 1.38 1.35 0.64 0.67
Dpatch 0.00 0.00 13.79 68.24 63.06 29.41
0.3 OBJ 88.67 84.46 73.79 70.27 56.69 74.60
Patch-Noobj 31.33 35.81 77.24 84.46 78.34 61.50
Ours 91.33 88.51 90.34 87.84 84.08 88.37
Raw 0.67 0.00 2.07 0.68 0.00 0.67
Random Patch 0.67 0.00 2.07 1.35 1.27 1.07
Dpatch 0.67 0.68 15.86 75.00 70.70 33.02
0.4 OBJ 92.67 83.78 88.28 75.68 60.51 79.95
Patch-Noobj 34.00 39.86 81.38 84.46 80.89 64.17
Ours 94.67 92.57 91.72 89.19 84.08 90.37
Raw 0.67 0.00 2.07 1.35 0.64 0.94
Random Patch 0.67 0.68 2.76 2.03 1.91 1.60
Dpatch 1.33 0.68 19.31 78.38 76.43 35.70
0.5 OBJ] 96.67 93.24 88.28 75.68 62.42 83.02
Patch-Noobj 39.33 45.27 83.45 85.81 82.17 67.25
Ours 96.00 93.92 94.48 91.89 85.35 92.25
Raw 1.33 1.35 2.07 2.03 0.64 1.47
Random Patch 1.33 1.35 345 2.70 1.91 2.14
Dpatch 2.00 2.70 27.59 82.43 80.25 39.44
0.6 OBJ 96.67 93.24 91.72 81.08 65.61 85.43
Patch-Noobj 53.33 50.68 85.52 88.51 84.71 72.59

Ours 97.33 97.30 95.86 92.57 87.90 94.12
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Table 2. Experimental Results of Different Scales (25m-120m) and Different Confidence (0.1-0.6) for
Yolo-V5, Specifically, Red and Blue Indicate Sota and the Second Best.

confidence method ASR(%)
Groupl Group2 Group3 Group4 Group5 total
(25m-40m) (45m-60m) (65m-80m) (85m-100m)  (105m-120m)

Raw 0.00 0.00 0.69 0.68 0.00 0.27

Random Patch 0.00 0.00 1.38 0.68 0.00 0.40

Dpatch [41] 0.00 0.00 0.00 0.00 2.55 0.53

0.1 OB]J [29] 10.00 2.70 4.14 4.05 18.47 8.02
Patch-Noobj [38] 0.00 0.00 0.69 3.38 2.55 1.34

Ours 9.33 9.46 14.48 27.03 30.57 18.32

Raw 0.00 0.00 1.38 1.35 0.00 0.53

Random Patch 0.00 0.00 2.07 2.03 0.64 0.94

Dpatch 0.00 0.00 0.00 2.03 5.73 1.60

0.2 OB] 19.33 8.11 13.10 12.16 31.85 17.11
Patch-Noobj 0.00 0.68 1.38 6.08 10.83 3.88

Ours 22.67 20.95 26.90 36.49 53.50 32.35

Raw 0.00 0.00 1.38 2.03 0.00 0.67

Random Patch 0.00 0.00 2.07 2.03 1.27 1.07

Dpatch 0.00 0.00 0.00 2.70 10.83 2.81

0.3 OBJ 25.33 16.22 17.93 22.30 43.31 25.27
Patch-Noobj 0.00 0.68 2.76 10.81 25.48 8.16

Ours 34.00 30.41 3241 44.59 66.24 41.84

Raw 0.00 0.00 2.07 2.03 0.64 0.94

Random Patch 0.00 0.00 2.07 2.70 1.91 1.34

Dpatch 0.00 0.00 0.00 4.73 14.65 4.01

0.4 OBJ 38.67 22.30 24.83 27.03 56.69 34.22
Patch-Noobj 0.00 0.68 2.76 14.19 32.48 10.29

Ours 41.33 40.54 48.97 53.38 75.80 52.27

Raw 0.00 0.00 2.07 2.70 1.27 1.20

Random Patch 0.00 0.00 345 2.70 1.27 1.47

Dpatch 0.00 0.00 2.07 10.14 19.11 6.42

0.5 OBJ 48.67 33.11 30.34 39.86 65.61 43.85
Patch-Noobj 0.00 2.03 6.90 24.32 4522 16.04

Ours 48.00 49.32 57.93 58.78 82.17 59.49

Raw 0.00 0.68 2.07 2.70 1.27 1.34

Random Patch 0.00 0.68 2.76 3.38 1.27 1.60
Dpatch 0.00 0.00 6.21 19.59 29.94 11.36

0.6 OBJ 60.67 47.30 44.83 52.70 79.62 57.35
Patch-Noobj 0.00 541 13.10 37.84 56.69 22.99

Ours 61.33 64.19 65.52 71.62 86.62 70.05
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Clean Images

Random Patch
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DPatch

Ours

Adversarial Patch 30m 60m 90m

Figure 5. Comparison of the attack effects for our methods, Dpatch, OB]J, Patch-Noobj and random
patch for Yolo-V3. Images shown in this figure are captured at the height of 30m, 60m and 90m.
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Clean Images

Random Patch

OBJ

Patch-Nobody

DPatch

Ours

Adversarial Patch 40m 80m 120m

Figure 6. Comparison of the attack effects for our methods, Dpatch, OB]J, Patch-Noobj and random
patch for Yolo-V5. Images shown in this figure are captured at the height of 30m, 60m and 90m.
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The conclusion can be drawn from Table 1 and Table 2 that the performance of our oo
method are the best in majority of the cases and the second best in the other cases, which 40
demonstrate the superiority of our method for multi-scale objects attack. 402

Besides, we provide visualizations of the adversarial patch and attack results of 03
different methods in Figure 5 and Figure 6. Figure 5 shows the attack results for Yolo-V3  a0s
and Figure 6 shows the attack results for Yolo-V5. For Yolo-V3, images captured from 30m, o5
90m and 120m are selected and for Yolo-V5, images captured from 40m, 80m and 120m are 406
selected to show the attack effect. It can be observed that our adversarial patch attack more 407
objects than the other three methods. DPatch and Patch-Noobj show better performance in 408
small objects than large objects. Observing the texture of the adversarial patch, we may find 400
that the patch texture of DPatch and Patch-Noobj seem to be cars. Therefore, if the scale of 410
patch is large, the texture will be easily detected as cars, which lead that the object can’t 411
vanish thoroughly. For our method, there is no texture about car in the adversarial patch, 4
and owning to the joint of detect loss and object loss in our loss function, the attack effect 413
is better than DPatch, Patch-Noobj and OBJ]. We may find the texture between Yolo-V3 a1
and Yolo-V5 are different, which proves the texture also depends on the architecture of the a5
detection model. In spite of this, there is a similar conclusion about the attack effect for e
Yolo-V3 and Yolo-V5. a7

4.3. Physical Attack a18

The physical attack results of our method on Yolo-V3 and Yolo-V5 will be shown in this = 410
section. In view of the actual size of the car, the generated adversarial patches are printed 420
with a size of 1.1mx1.1m. When carrying out the physical attack, the adversarial patches s
are placed on the roofs of cars. We take the DJI Mini2 to capture videos that contain cars a2z
covered with adversarial patches from 20m to 120m. Similar to the strategy of digital attack, a2s
we divide these data into five groups (Groupl: 20m-40m, Group2: 40m-60m, Group3: szs
60m-80m, Group4: 80m-100m, Group5: 100m-120m). a2s

Table 3. The numbers of objects with adversarial patch for Yolo-V3 and Yolo-V5.

ASR(%)
Model Groupl  Group2  Group3  Group4  Group5 total
(25m-40m) (45m-60m) (65m-80m) (85m-100m)(105m-120m)
Yolo-V3 1780 1770 1840 1600 1750 8740
Yolo-V5 1540 1470 1500 1500 1530 7540
Table 4. Physical attack results on Yolo-V3 and Yolo-V5.
ASR(%)
Model Groupl  Group2  Group3  Group4  Group5 total
(25m-40m) (45m-60m) (65m-80m) (85m-100m)(105m-120m)
Yolo-V3 0.45 0.73 0.60 0.24 0.12 0.43
Yolo-V5 0.44 0.50 0.50 0.09 0.00 0.30

We further preprocess the captured data. Firstly, the videos should be cut according to 42
the flight height. Then, the videos that have been cut will be sent to the detection model to 427
output the detection result. In order to better evaluate the physical attack effect, we process a2s
the videos that have been detected as frame-by-frame images. For physical attack, we take 420
ASR as the evaluation metrics and the confidence threshold is set to 0.5. In our experiments, 430
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Groupl Group2 Group3 Group4 Group5

Figure 7. Selected examples of Physical attack on Yolo-V3. These examples are from three scenes and
the images in the same row are form the same scene. For every scene, we select five images from five
groups.

Groupl Group2 Group3 Group4 Group5

Figure 8. Selected examples of Physical attack on Yolo-V5. These examples are from three scenes and
the images in the same row are form the same scene. For every scene, we select five images from five
groups.
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only the objects covered with adversarial patches are valid for computing the ASR. Table 3 432
shows the number of objects in every group for Yolo-V3 and Yolo-V5. 432

The physical attack results are shown in Table 4. It can be observed that the ASRs a3
of Group1, Group2 and Group3 are much higher than that of Group4 and Group5 for asa
Yolo-V3 and Yolo-V5. This results may attribute to image degradation. In real scenarios, ass
the low-resolution images will suffer from some complex process of degradations, which 436
usually come from complicated combinations of degradation processes, such as imaging 4s7
system of cameras, image editing, and Internet transmission. Therefore, when we capture a3s
an image, there will be some distortion in this image and the object in this image will 430
appear to be different from the real object. Similarly, when carrying out the experiments 440
of physical attack, as the resolution of adversarial patch increasing, the adversarial patch s
also suffer from the degradation of the real world, which will lead to bad performance for s
physical attack. aa3

Some selected examples of physical attacks on Yolo-V3 and Yolo-V5 are presented  ass
in Figure 7 and Figure 8. Figure 7 shows several images of three scenes for Yolo-V3 and  ass
Figure 8 shows several images of three scenes for Yolo-V5. The confidence threshold is set 446
0.5 in this experiment. It can be observed that the attack results for Groupl, Group2 and 47
Group3 are better than that of Group4 and Group5. Moreover, we find that the adversarial 44
patches suffer from serious degradation as the size of object decreasing, which is the reason 4o

for the poor attack result. 450
4.4. Ablation Studies 451

In this section, the influence of detect loss and object loss on attack effect will be sz
studied by carrying out several experiments for ablation studies. 453

Table 5. Experimental results about different loss items for Yolo-V3, bold fonts indicate the best effect.

Confidence Loss ASR(%)

Groupl Group2 Group3 Group4 Group5 total

(25m-40m) (45m-60m) (65m-80m) (85m-100m) (105m-120m)
Object Loss 74.00 65.54 74.48 80.41 71.97 73.26
Detect Loss 30.67 56.08 69.66 75.68 63.06 58.96
Object Loss +0.001xDetect Loss 68.67 62.16 68.97 77.70 73.89 70.32
0.1 Object Loss +0.005xDetect Loss 80.00 65.54 80.00 80.41 67.52 74.60
Object Loss +0.01xDetect Loss 77.33 63.51 73.10 75.00 67.52 71.26
Object Loss +0.02xDetect Loss 82.00 74.32 82.76 82.43 77.71 79.81
Object Loss +0.04xDetect Loss 70.67 58.78 74.48 77.70 72.61 70.86
Object Loss 90.00 83.11 84.83 88.51 79.62 85.16
Detect Loss 51.33 74.32 84.83 83.78 75.80 73.93
Object Loss +0.001xDetect Loss 84.00 75.00 82.76 84.46 80.89 81.42
0.3 Object Loss +0.005xDetect Loss 93.33 83.78 87.59 83.78 77.71 85.16
Object Loss +0.01xDetect Loss 90.00 82.43 84.14 83.11 80.89 84.09
Object Loss +0.02xDetect Loss 91.33 88.51 90.34 87.84 84.08 88.37
Object Loss +0.04xDetect Loss 83.33 77.70 88.28 83.78 73.25 81.15
Object Loss 92.67 92.57 89.66 91.22 82.17 89.57
Detect Loss 74.00 85.14 87.59 88.51 83.44 83.69
Object Loss +0.001xDetect Loss 93.33 89.86 91.03 87.16 85.99 89.44
0.5 Object Loss +0.005xDetect Loss 95.33 93.24 88.28 88.51 83.44 89.71
Object Loss +0.01xDetect Loss 95.33 91.22 91.03 85.81 84.71 89.57
Object Loss +0.02xDetect Loss 96.00 93.92 94.48 91.89 85.35 92.25

Object Loss +0.04xDetect Loss 90.00 87.84 92.41 89.86 86.62 89.30
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Table 6. Experimental results about different loss items for Yolo-V5, bold fonts indicate the best effect.

Confidence Loss ASR(%)
Groupl Group2 Group3 Group4 Group5 total
(25m-40m) (45m-60m) (65m-80m) (85m-100m) (105m-120m)

Object Loss 5.33 8.78 6.90 10.14 19.11 10.16

Detect Loss 0.00 0.00 0.00 0.00 11.46 241

Object Loss +0.001xDetect Loss 11.33 8.78 13.79 15.54 23.57 14.71

0.1 Object Loss +0.005xDetect Loss 9.33 9.46 14.48 27.03 30.57 18.32
Object Loss +0.01xDetect Loss 13.33 4.73 6.90 8.78 14.01 9.63

Object Loss +0.02xDetect Loss 8.00 5.41 8.28 12.84 14.65 9.89

Object Loss +0.04xDetect Loss 9.33 3.38 2.76 6.08 10.83 6.55

Object Loss 19.33 25.68 28.97 35.81 49.04 31.95

Detect Loss 0.00 0.00 0.69 6.08 25.48 6.68

Object Loss +0.001xDetect Loss 30.67 27.03 33.10 35.14 56.69 36.76

0.3 Object Loss +0.005xDetect Loss 34.00 30.41 32.41 44.59 66.24 41.84
Object Loss +0.01xDetect Loss 40.00 21.62 24.83 29.05 34.39 30.08

Object Loss +0.02xDetect Loss 27.33 24.32 26.21 33.78 36.31 29.68

Object Loss +0.04xDetect Loss 37.33 16.22 13.79 22.30 29.94 24.06

Object Loss 38.00 37.84 44.14 50.68 70.06 48.40

Detect Loss 0.00 1.35 1.38 20.95 42.04 13.50

Object Loss +0.001xDetect Loss 56.00 42.57 52.41 56.76 79.62 57.75

0.5 Object Loss +0.005xDetect Loss 48.00 49.32 57.93 58.78 82.17 59.49
Object Loss +0.01xDetect Loss 60.67 43.92 42.76 50.00 63.06 52.27
Object Loss +0.02xDetect Loss 53.33 44.59 37.93 43.24 57.32 47 .46
Object Loss +0.04xDetect Loss 59.33 34.46 33.79 43.24 49.04 4412

Table 7. the comparison of attack effect on AP, Precision and Recall, bold fonts indicate the best effect.

Model Loss AP(%) Precision Recall
Raw 99.0 99.0 97.3
Object Loss 65.7 68.0 61.9
Yolo-V3 Detect Loss 29.6 313 39.8
Detect Loss+Object Loss  59.7 58.2 59.3
Raw 99.1 994 96.6
Object Loss 46.1 42.0 442
Yolo-V5 Detect Loss 2.83 4.77 30.7
Detect Loss+Object Loss  36.0 329 46.1

Table 5 and Table 6 show the attack results with different combinations of detect loss  4ss
and object loss for Yolo-V3 and Yolo-V5. It can be observed that the combination of detect ass
loss and object loss can obtain a better attack effect. From the perspective of experimental ase
results, we may find that the object loss plays a major role in the ASR. However, with the 457
help of detect loss, higher ASR may be gained for different scales. Moreover, we explored  4ss
the influence of different values of A for detect loss. It is found that the best A is 0.02 for 4se
Yolo-V3 and the best A is 0.005 for Yolo-V5. 460

The aim of object loss is to decrease the confidence of all the objects in one image, and 462
detect loss contributes more to degrading the accuracy of detection model. Table 7 shows  se2
the attack effect on AP, precision and recall, which are evaluation metrics for detection a4ss
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model. It is easy to find that detect loss has the lowest scores for the three parameters
whether for Yolo-V3 or Yolo-V5, which proves the view that detect loss play an important
role in decrease the accuracy of model. It can be concluded that the object loss may work
better with the degradation of model’s accuracy.

5. Conclusion

In this study, we analyze the physical attack on multi-scale objects in remote sensing
data for the first time. First, we formulate a joint optimization problem, in which object
loss and detect loss are introduced, to generate a universal adversarial patch. Object loss
which denotes the average confidence of all bounding boxes in one image, contributes to
attack as many objects as possible. Detect loss between the detection results and the ground
truth, aims at degrading the accuracy of a detector. Experimental results demonstrate the
effectiveness of the combination of the two losses. Besides, we raise a scale factor to make
the scale of the adversarial patch adapts to the size of object in digital attack, which ensures
the adversarial patch is valid for multi-scale objects in the real world. Those images for
adversarial attack are captured from 25m to 120m. In experiments, we divide the test data
into five groups based on the height label of images. Several digital attack experiments for
Yolo-V3 and Yolo-V5 are carried out, and we compute the ASR in six confidence (0.1, 0.2,
0.3,0.4, 0.5, and 0.6). For ASR of different scales, our methods outperforms state-of-the-art
methods in most cases. For the total ASR, our method also outstands the other methods for
every confidence. Besides, the generated adversarial patch of our method is printed, and
we perform physical attack experiments to verify the attack effect for different photography
heights.
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